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Spearphishing Attachment - T1193 Spearphishing Link - T1192 Spearphishing via Service - T1194
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EREEEWRE UZAPTIIL—TDRET(

. BEt22i DM N HEEE SN, [CVE-2017-0199

(Microsoft Officed> KUWordPad®dUE— hI— RETHESSE (Remote Code Execution, RCE) ) ] .

[CVE-2017-11882 (Microsoft Office Remote Code Execution, RCE) | &, BENSEEFTHRERSIN
ZZHOMSUNFIBESNE U, 2L, FEDMSME(CH I 2EFNRFBOREFHREENFEATLUER
o CNUF. BWEENMFEDMSSE(CRIABMEEF 32D T (<, BERRIBPHRENRTS— (TG U TR DM
ZIERNICHALTWS S EZRE L TLETD,

HasstE eSS 1> MessiEDy—5'Y
CVE-2017-0199 Remote Code Execution Vulnerability Microsoft Office / WordPad
CVE-2017-
11882 Remote Code Execution Vulnerability Microsoft Office (Equation Editor)
CVE-2017-
12611 Remote Code Execution Vulnerability Apache Struts 2

CVE-2017-6742

Remote Code Execution Vulnerability

Cisco I0S and I0S XE (SNMP)

CVE-2017-9805

Remote Code Execution Vulnerability

Apache Struts 2 REST Plugin

CVE-2019-0708

Remote Code Execution Vulnerability

Microsoft Windows RDP

(Remote Desktop Services)

CVE-2020- D-Link DSR-150/250/500/1000
SQL Injection Vulnerability
12641 Routers
CVE-2020- o - D-Link DSR-150/250/500/1000
SQL Injection Vulnerability
13965 Routers
CVE-2020-
Cross-Site Scripting Vulnerability Roundcube Webmail
35730
CVE-2021- Microsoft Exchange Server
Authentication Bypass Vulnerability
26855 (ProxyLogon)
Microsoft Open Management
CVE-2021-
Remote Code Execution Vulnerability Infrastructure
38647
(OMI, Linux agents in Azure)
CVE-2021- Metabase (Business Intelligence
SQL Injection Vulnerability
44026 Tool)
CVE-2022- Microsoft Windows Support
Remote Code Execution Vulnerability
30190 Diagnostic Tool (MSDT)
CVE-2022- Microsoft Windows Group Policy
Remote Code Execution Vulnerability
38028 (GpScript)
CVE-2023- Privilege Escalation Vulnerability
Microsoft Outlook
23397 (NTLM Relay via Reminder)
CVE-2023- Remote Code Execution Vulnerability
WinRAR
38831 (ZIP Archive Exploit)
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CVE-2023-
Remote Code Execution Vulnerability Webmin
48022
CVE-2024-
SQL Injection Vulnerability WordPress Plugin “LayerSlider”
23692
CVE-2024- Authentication Bypass / Information Check Point Security Gateways
24919 Disclosure Vulnerability (VPN)
CVE-2024-
Remote Code Execution Vulnerability Microsoft Word
43451
WordPress Plugin “Paid
CVE-2025-4427 SQL Injection Vulnerability
Memberships Pro”

[ 1: APTOIL—THEAE UM EDEY X N

EREEZEWRE U A N\LBRIIL—T D) \vF>J5EENTE. SET30F RO N RSN, HSH
BEZ<ERUREMEDITUER., [CVE-2024-8963] (Ivanti Cloud Services Appliance®/\ZX b=
JN—1)LAfESS M) & [CVE-2025-04111 (7-Zip® [Mark-of-the-Web | [EI##ESSE) THD EAHEINTUL
Do

CVE-2024-8963(d. Ivanti CSA (Cloud Services Appliance) /\—=>3>4.6LBITHRET D/ A MS/\—H
JL (Path Traversal) DRSS TH D, UE— MORIFESNTUWVRWREBNDI T T UIT I M SA—%F]
BUCSRFTLDEERIT7AIVCTICRALUED., FIRSNIZHEZRITLUIED T DI ENTEFT,

—7%. CVE-2025-0411(F7— -+ TRRIOT S L THD7-Zip (J\—=3>24.09LF1) THRELE [Mark-
of-the-Web (MotW) ] {REEHEREDEIEHRESSE TH D, BEZRO TRIFSNIZEME D 7 1)L TMotWAHTE L <
GIEESNRVESH., DT 72 E1—F —ERATERDI — RONEITRIRR L IR0 F T,
2DDMESEMHEEE5E. UE— MNEBEZBLU TYILD T 7RAO— ROFAPLERDT— RETHEIRETH D
. FREDEIBHC ] —H —1BF 2B U CS AT LADHIEZER TEdR Ca YR (CHEENET .

= CVE-2011-2688
5%
CVE-2017-0199
4%
4%

= CVE-2024-1709
4%
= CVE-2024-40711
4%
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53%
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CVE-2024-8963

Path Traversal Vulnerability

Ivanti Cloud Services Appliance
(CSA)

CVE-2025-0411

Protection Mechanism Failure

7-Zip

CVE-2025-29824

Use-After-Free Vulnerability

Microsoft Windows CLFS Driver

CVE-2025-24983

Use-After-Free Vulnerability

Microsoft Windows Win32k

Kernel

CVE-2024-40711

Deserialization Remote Code Execution

Vulnerability

Veeam Backup & Replication

CVE-2024-1709

Authentication Bypass Vulnerability

ConnectWise ScreenConnect

CVE-2023-48788

SQL Injection Vulnerability

Fortinet FortiClient EMS

CVE-2022-1388

Authentication Bypass Vulnerability

F5 BIG-IP

CVE-2021-4034

Local Privilege Escalation Vulnerability

polkit pkexec (Linux)

CVE-2020-1472

Elevation of Privilege Vulnerability

Microsoft Windows Netlogon

(Domain Controller)

CVE-2011-2688

SQL Injection Vulnerability

Apache mod_authnz_external

(mysql-auth.pl)

CVE-2025-24472

Authentication Bypass Vulnerability

Fortinet FortiOS / FortiProxy

CVE-2025-0108

Authentication Bypass Vulnerability

Palo Alto Networks PAN-OS
(Management Web Interface)

CVE-2024-9680

Use-After-Free Vulnerability

Mozilla Firefox / Thunderbird

CVE-2024-8190

0OS Command Injection Vulnerability

Ivanti Cloud Services Appliance
(CSA)

CVE-2024-55591

Authentication Bypass Vulnerability

Fortinet FortiOS / FortiProxy

CVE-2024-50623

Unrestricted File Upload/Download
Vulnerability

Cleo Harmony / VLTrader /

LexiCom

CVE-2024-49039

Elevation of Privilege Vulnerability

Microsoft Windows Task

Scheduler

CVE-2024-41713

Path Traversal Vulnerability

Mitel MiCollab (NuPoint Unified
Messaging)

CVE-2024-23897

Arbitrary File Read Vulnerability

Jenkins (CLI)

CVE-2024-10914

0OS Command Injection Vulnerability

D-Link NAS (DNS-
320/320LW/325/340L)

CVE-2023-4473

OS Command Injection Vulnerability

Zyxel NAS (NAS326 / NAS542)

CVE-2023-36884

Remote Code Execution Vulnerability

Microsoft Office / Windows
HTML

CVE-2023-3519

Remote Code Execution Vulnerability

Citrix NetScaler ADC /

Gateway
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CVE-2023-20269

Authentication Protection Weakness
Vulnerability

Cisco ASA / Firepower Threat

Defense

CVE-2021-46229

OS Command Injection Vulnerability

D-Link DI-7200GV2

CVE-2020-9054

OS Command Injection Vulnerability

Zyxel NAS / Firewall

CVE-2020-3259

Information Disclosure Vulnerability

Cisco ASA / Firepower Threat

Defense

CVE-2020-24581

0OS Command Execution Vulnerability

D-Link DSL-2888A

CVE-2017-0199

Remote Code Execution Vulnerability

Microsoft Office / WordPad

CVE-2024-8963

Path Traversal Vulnerability

Ivanti Cloud Services Appliance
(CSA)

CVE-2025-0411

Protection Mechanism Failure (Mark-of-the-

Web Bypass) Vulnerability

7-Zip

CVE-2025-29824

Use-After-Free Vulnerability

Microsoft Windows CLFS Driver

CVE-2025-24983

Use-After-Free Vulnerability

Microsoft Windows Win32k

Kernel

CVE-2024-40711

Deserialization Remote Code Execution
Vulnerability

Veeam Backup & Replication

CVE-2024-1709

Authentication Bypass Vulnerability

ConnectWise ScreenConnect

CVE-2023-48788

SQL Injection Vulnerability

Fortinet FortiClient EMS

CVE-2022-1388

Authentication Bypass Vulnerability

F5 BIG-IP

CVE-2021-4034

Local Privilege Escalation Vulnerability

polkit pkexec (Linux)

CVE-2020-1472

Elevation of Privilege Vulnerability

Microsoft Windows Netlogon

(Domain Controller)

CVE-2011-2688

SQL Injection Vulnerability

Apache mod_authnz_external

(mysql-auth.pl)

[ 2: A/ FRITIL-THBAUMRSEEOEU R M

3. A—TJ>Y—X (Open Source) BLXUVIVU—I17 (Freeware)
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NIVD T 7iTRZITOTVET,
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e, At 118 DY —ILWBRAESNE EpthanEx Ui,
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HHAEL. BREEREHCITDENGDFT ., Fie. mRO/\YvF2IV—)LIEEE TSI AD
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HBRN DDz IR UICL < BABIE CTHBI DRI AD YR IS0 EIN, A-T>Y—
APITYU—D 7 (REMDOERRUTHTERHEICTITATE, BBt as/RICHIATZEFSR
ERTESH. WECFHASNDAEENESNTT,

= Not Open Source And Freeware = Open Source And Freeware

[®9: A—T>Y—-XEKLVTI—J17(CEAET DB hDEIE]

20255 FHHB(CAPTOIL—T EHA)\—2FRD)L— THERER Z W RICIT 0 IEIESHIZ 57 UIHER.

Rclone, 7-Zip. PsExechEZECERATINTULBC EMNMERSINE LI, Rdone. 7-Zip. PsExecldZNEnN

BRI ZR DOEENR I —FTr UT 4 TIN HBEL CHEEDRR D DITAZNRN(CKIBE T DR CHE

E(TEHASNTVWET,

Rcloneld 50 R L —RIDEER & —~inxzBEN 3 2B TEASIN. WEEFINZFIFA LU T

EURET 72—/ \—POTT RIA M —ZCEICRARBRVWETREESEDIZENTEET,

7-Zip([dEHREINEMES LUBES{EEZIRHM I DY —ILTH D, RBEFKREDFHRZ1IDDI7AILICEE

HTHESEL. EiiZe/\RICHNR AR TIXET DeHICHIALET .

PsExec (&. Microsoft ST 2 XFAEEBY—)LTHD. UE— IV REITHAEZEC T

. WEEBORERY NI —TRDMDE A7 LANDIESEEE) (Lateral Movement) oHEIRFAE
(Privilege Escalation) (C{ERENZET,

NSOV —)ULFINRTNILI T 7 EUTHEENDIDITTEFRL, ERREARE CE—HNICERENDZ

». LFIVUFTAVYI—23VICLDBREZRECUET, FICEMERDOLDICHET —INEFLTLD

BIETHE. WEENEREOEEZ RIABERL. AEMLREILiAT DO (CIERICERRFERE U THEEY DTl

MR DET,
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Telegram
= DropBox
2%

" NetSupportManager
2%

B FileZilla
2%

B WinsCP
2%
u 45ync
. 2%

[ 10: \yF>TO)I—THBRULA-T>Y—-XE LV TY—17 Top 5]

Y=L W —)LikiE
Rclone D50 RE D7 A IVEERY —)L
7-Zip J7A)VEHE - BBRI1—F« U7+
PsExec UE—- BRI RFALAONY RETY—IL
Telegram Awvt—>2 07T )o—23>
DropBox DSIRR=RDIT 71 )URE - HFBEH—EX
NetSupportManager UE— NI - BSROR— MY I RO 7
Remcos U E— bfEEREZ R T RAT W—IL
FileZilla FTP/SFTP S+ 7> NJOTS A
WinSCP SFTPR—=ZXDT 7 A IJERET AT > b
4Sync A2SA2T7IVNY o7V - AR —EX

[& 3: \YF2IOIIL-THBALEA-T>Y-IXBKXCGTI—-I1T7 Top 5]

| 2025 LDy 1 \—tF1UF BEEAOSF R

2025 F FHHCKRERAT « 72B L TS NIcERIEEDBFOERD S5, RREHEMNHEREN
RERNEEH 11 FEEL. TORB(EUTOED THD.

1A DEHES
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2025 1 A 23 H. > HR—ILICHLSRZE < BSBEOTRI{CEEIFT Phemex D7Rw R Lw
R RIE7 oA %ZZZT. #96,900 5 RILBHDOESEENRE UELZ. ETH, SOL. XRP,
BTC/x&E 16 DTJOVIFIT—COE> TREL. /\VH—FRRCEEZFRECERV N>
(CEHUTREILUE Uz, H#(EH 2,900 B RILEFRESNE UM, PeckShield 7@ EDBHFER
[CRDTwEHIC 6,900 5 RILA L &R ENFLUZ, T—-ILRIA LY MIRZETH D, EEIFRIE
AtEZ—BHEIE U, Proof of Reserves 22U, #WEZRIEI—Y — (I I DMESTEZRR
IBDIFECTYT, SEIDFEHRETSANX— h—EROMSSMENERRR E DTSN TLET,

® Explained: The Phemex Hack (January 2025)
https://www.halborn.com/blog/post/explained-the-phemex-hack-january-2025

2ADEHEH

2025 % 2 A, ByBit BS@EEEEIFNY/ \wF> T, 15 B RILBHDTZHILEENENN
Jzt%. ACEAEFEUE LBEN'S D EHESND/ \WF D TH#STILRIIL—TH 2D5503< &
E 3R ML ZLERREIRER Y RLRICEE L U SNE Uz, BRIREEE. COMBMN EENME
V—)LERRUTEAMZFRLUTER 24 EEE L. BR2ORNZRER LS I DRIEE TR
DTLBEHBILTWLEY .. ByBit (F. £2ARDERDH) 20%H [TSv 7D N AREET. [EUIRD
BIREMENIEE (IR SR FE LTS,

® North Korean hackers cash out hundreds of millions from $1.5bn ByBit hack

https://www.bbc.com/news/articles/c2kgndwwd7lo

4R DEEH

2025 F 4 BB, A—XASSUTDEBRFREENIL TS vILAIY T« IR EZZ (T, 18
HICEBEUERDOTH I "ADOT A i iTh e D FE Uz, #IEMRIC(E. AustralianSuper.
Rest. Hostplus. Australian Retirement Trust. Insignia 72 ENEFENFE T, AustralianSuper T
(F¥9 600 D7 AT MHMRESN. ZEDDE 4 ASEET 50 AA—X S UV RIVIEHOFEN
M UFE U, Rest TE#) 8,000 A\D=EIFEHRMNMBRELUELUILH. BEDIEXFHODFEFATURL
o MDEEEOT A EEZRFUE LN RENRWE(FHDDEFBATUZ, BT EEROMH
HEMAMRZBL TED. ASFA FEMMIL ESEROTF 1 UST v WiZRE I DIz DR IR =
BELTVWDEERLFE LU,

® $500,000 stolen in Australian super fund data breach
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https://www.theguardian.com/australia-news/2025/apr/04/australian-super-

funds-compromised-cybersecurity-data-breach-hack

20254 4 A 28 B, RRARIEE(GA) TS Y I —ARHEETHDI ROV DY I1—23>
W\ F2TEn, I\ H—D)\FEERROFRATHD/\FTEM I 7> REI-T7 - MR
RAIEEDOEIRE T NI MCEBRCOT A > LR RS NE Uic, EfEERSEETD
GA S RAF ACH U THEREHEES JUOBE (bR EH U, d—0DTTRETARCEE 7D
D GA BEET NI MERARH UTIKRBHERSNE U, Bt BEBRORLEOEEZHE
FTHH. BRNER NS (CIBRBBIE SHEAR TS —HER EDOMEEERER T,

o [ IN\YFIWRE] TGADSY NIA—LDEHENZ--IN\FERITF7IR - 1—
Jr7—AMEHEELLTOYI ]
https://www.ethews.com/20250428000141

S5ADEHER

{RIBEEERSIPR Coinbase (&, 2025 5 A 11 BICHA/\—BREN S —SDRBEE 7LD > b7 —
IMNRE UL EVWDSBEBEX—)LERITED., FABDER, OJ- > FHERY™/ (XD — RERE LT
WRWEDD, &HT - T - X—=)LF7 RLRIREN [DEDBEEIIL—T ] (U TERLIEZEZE
HRUFEURZ. I\ H—TZEEKEIMNCVWDHAINY—HR— hDO—ER Sy JZBIL. ZDLD
RERZERUFE LN, Coinbase (FEZH AT v IZ=ENRE(CHERE L. 2,000 5 RILOBREEKRE
EELFEULZ. ADD(CHEZZTZBECHEL. LAZRERLUITHE(CZIAD 2,000 5 RILD
RBEZRML. RKESVFEASIURBIEBEHBALTVET, SEDHRICLDIFEIRNE1LE
8,000 A RILMS 4B R)LICEL. Coinbase (31U AFlD@{CIEEZEDH TLVET,

® Coinbase warns of up to $400 million hit from cyberattack
https://www.reuters.com/business/coinbase-says-cyber-criminals-stole-account-

data-some-customers-2025-05-15/

20254 5 8 16 BKFA 4 BFtH, KB 57 J4%6s(ZIHE. MDM (BE/\AIL7 /A XEH]) B—/)\—TH
AIN—EESHZIEECE UM, BT —/\—EERCE 4 A 30 BICH—EXMET L TLSIK
BETUTz, 2. 22 BFE(CIR> TanzR#EL. BE(CH—/\—ZRetL. =rv hDJ—0770

TREERLUFEUZ, ZET—/\—DSEHES XU —EBREBEDOHESS. IEFEEES. D
A—=)L7 RL R, HKRIBERIENKEICTHRE U ENER SN, SHEEMtTFaiUTsREHRE
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THREDNS JOEEFREDIEEZED TE D HEE(C(REBFTOERPRED IETUA-ILITER
ZRLU. FEBT7NOY bD)IRD— REBZEALELUE.

e [KBSA JEHOEEME BRI RL-MDM U—/)\—hb 1 )(—KEEZZ(T/Z]
https://www.thepublic.kr/news/articleView.html?idxno=264544

6 A DEEH

2025 F 6 A#E. AU OB IEZEE TH D Optima Tax Relief H* Chaos 5> AT I74
HCLDERG (FIIITOXA—23>) BEZZIT. REY—/(—HES{E=n. £ 69GB
DF—INREUIzERESNFE UL, REULET—F(CE. BEBRPBEEOT - T71ILHE
FENTHED. H=REES (SSN) | FFF. BFEESDEOEANHRIER (PII) iNEFENTVDE
HESNTULET,

® Chaos ransomware hits Optima Tax Relief, leaks 69GB of data
https://www.foxnews.com/tech/chaos-ransomware-hits-optima-tax-relief-leaks-

69gb-data

2025 6 A 12 H. KEODRRE Aflac DY R DJ—OTED UL VEEIDRE SN, 2R
(CENEE(SEMIENE Uz, SUADIV3FERT. [EEREEMEFFSNF UL, ABDVIEA
BT, BBEREZOFRE. HEE. REBEAZSOHESFRESES. RIRGEKIER. ERIBIRREDHEZRE
AT —INRHE T DalEEEN R SNE Uz, Aflac (RRRIEE LT, 24 s BRIOERIL v
NEZHUST - AT T4 T REY—ERZRMH L. ABEEDHTVET, COKER. RIE
ERZIB IR A )\ EFF v > R—2 D—REFHAESNTULET,

® Aflac customer data breached by cybercriminals in latest hit on US
insurance industry

https://nypost.com/2025/06/20/business/aflac-customer-data-breached-by-

cybercriminals-in-hit-to-us-insurers/

2025 % 6 A 17 H. Gonjeshke Darande & U THISND/\vH—TIL—TH. A4S EERITT
33 Bank Sepah OWEPT— S ZHIBRLIZ EFRLU TVWET, WER. DT THA M2 ATMIRED
H—EZXMMEIEL. /\WH—(ETDIRITH IRGC DEE EBHEL TLD EBARFE UT,

® Suspected Israeli hackers claim to destroy data at Iran's Bank Sepah
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https://www.reuters.com/world/middle-east/suspected-israeli-hackers-claim-
destroy-data-irans-bank-sepah-2025-06-17/

20254 6 H 18 H. /\wH—2J)L—F Gonjeshke Darande ( [Predatory Sparrow] ) (&. 1S
> ERADIESIBERS|FT Nobitex D7Rw R L w M 5#7 9,000 5 R)LABE DS &EZZE L

FOCAARTREERR [burn] 77 RLRIOEEUVTER LFEA U EFRUTVET, #HSIE.
Nobitex M S > AT DI Fk[EhE & IRGC BIEDEETNE(CRS U TULWzZ EZIEDEME & U TR
S5MCUF U,

® Hackers reportedly wipe out $90 million from largest Iranian cryptocurrency
exchange

https://www.pbs.org/newshour/world/hackers-reportedly-wipe-out-90-million-

from-largest-iranian-cryptocurrency-exchange

2025 6 A 30 H. TS 2)LHRIRIT R Z DA< - EXTO/I\A45 -T2 C&M
Software M AZEIEHE Jodo Nazareno Roque HY. BB A7 AND Y O AtgZ B )\—IB5E
(%9 2,700 RILTIRFE L. J\wH—H C&M S RFAICBALELUZ. ZORER. 6 DOERIEEID
ORI TIREOEN S5 1 184,000 B RIL (8ELJ77IL) MAECEESNE L. TDE. §
3,000 5~4,000 5 RILAAEY hO1>. /=Y, USDT (CEH#aEN. 57T >F7AUHD OTCELE|
iEBCTRESNE L. TS52)LEHZER(E Roque iR L. £92/&E 7,000 AL 7))L (%9
5,000 5 ML) HBEOEEZRET DAL, BEMNMETHTT,

® Employee arrested after Brazil's central bank service provider hacked for US
$140 million

https://www.bitdefender.com/en-au/blog/hotforsecurity/employee-arrested-after-

brazils-central-bank-service-provider-hacked-for-us-140-million

NSHC BRiIHAZEAT (Threat Research Lab) Tl &@ERZMNRETD/I\WF2ITTIL—TD
BazE K DARRI (CIEEL . SIS ZERE S D72H(C. ThreatRecon T5w R IJA4 — ADBRT
—5%ERLUT, 2025 £ EHHOEMERBED/) \vF>J0)L—TDiEENERZ DL E U,
WEFEZANDE. APTIOIIN—T EBAI/I\ LRI T OmANRIDRARBE T I v >
IFFREE<HALTVDZENBENE UL, Tv v > IREF, 1—Y—DBEEY
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(CERIEUTCZIRZFBFEI DHETITNN. —EDZXTT7HI> hOFEDSEDA® Malware BZEh'F
HI3REMN DD WEMIIENZTVONUFHTT ., T, MRSSMOBREHZRANTTHER.
APT J)L— T (SHFEDHEESEZ SR (CERT DD TR, 2MiMN(CHRL IS ZEBRALTH
D, Y)\—3B5EJ)IL—T (& [CVE-2024-8963(Ivanti Cloud Services Appliance DJ/{X k= /\—
H)LESSM)] & [CVE-2025-0411(7-Zip @ [Mark-of-the-Web ] [E1E#ES814E)] Z=E(CERALT
WD EMDIENE U, 2025 F EHHOMICEET 118 DA -T2V —-XAB LUV ITU—-TJ1T TV
— LA E(CEAEN. €DHT Rclone. 7-Zip. PsExec HMEZE(CFIAESNIEC EAVPHiEanEL
zo INUE I\YF2 O —-THEmRY—I)LZ2FfAL TRREZEE L, WEZEHELTWD T L
ZRUTWET,

INF T ITIN—TORE(CLDWEZRIMEL, HRMCHETDEHCIE HSDRADEF
B =)L, TR EZBRICOTL. TNICEDWTEHRITFHS KUMRA] - SASIZEEE 9 D0
ENHDET, \vF T —THNERTIVREFELY —ILICHTIRBHNRERZSOT/\
—EBR/->7 U1 >R (Cyber Threat Intelligence, CTI) ZHRINE. BADOERSEED 7
VA LTRIRU, KDBEBIRY CHEREY/QF 1 U WS EIREL /R0 FE T . CDXDIRCTIIE
HREERALCOA—Y-—DFa1 U B#zRbL. Jv v 2 ORNKXMEEAT D1, LBHR
iREE (MFA) 712EDtF1 U MR ZEAL TI7HD > hOFEOEDPHEMEAZR SHENH D
F9., Ffo, MENRMESHETE=SY > T i@/ v FEAZEBC Tz U+ MEsiitzEsIvE
ITRIZENMATHD., I\YFTTIL—THBRITDY —ILOFFEZIEEL. TNZRITEd T
Fa1UFT«EZAUSIEEEBIEUIRTNERDFER A

AREEODHZE LT, EREFNERL TCVWDERRT /BT L DRECIERZL. Z1UC
BEOWTCEBNREF 1 VUT A B EREIDCENEETT,

NSHC©2025 All rights reserved.



Cyber Threat Intelligence Report

I Recommendation

NSHC ThreatRecon F—Al(3t#k4 2B D) \WwF>27)L—F (Threat Actor Group) EBIZDHT
L. RSO F 1T F— LN \VF D TEBEBICHITIHEEESS(ITHRSEDLDICIHEN(C
TSR T & BB fi(technique) (CH 1T D MITRE ATT&CK OB EH#EF(Mitigations)IBEEH&ERD XS
[CEF &I,

1.

8814 {R:E& (Exploit Protection)

VI KNI 7OIOTOA MExploit)BEZFE LD, REDOUREEZEAIROTOYOT
D1z (CHEF9 4R & (Exploit Protection)dVU 1 —= 3 fERADESTHINE

2.

TOXXTOA (Exploit) DEMEDIEFIDI=8h. WDEG(Windows Defender Exploit
Guard)X U EMET(Enhanced Mitigation Experience Toolkit) SRS HE
TITORTOA MDD RS T4 v IR FTTVT—2 32 ([SUDELZEZBIETDIZH. Web 77
TV —23>DI7A T IA—)UEBDREI D E

IfEs8 DR+ =>4 (Vulnerability Scanning)

AEB (IR UTe S AT ADMESS 2 TR (CARE L. EEnIRMESsIEnt R DO o IeigaE. N
(AT L7Z)\Y FFDFHRE DRI NBE

3.

BTER(C RSS2 AT LZFATZITHRI I DTz, FEHARAERR Y hD— O DIREDIRFTH
WE

NHERD TSR (CH 1T DIFRIREZS Y T DRI E
EED)\wF>22)L—F(Threat Actor Group)hMER LIS (CHITDd T2 T 58
eE=E0r Spavar:d

CDLR— b Appendix”(CIEZZHIRD EED)\vF>7)L—F(Threat Actor Group)H*
A UILEREN S DS EDBHRNEFENTNSD

TF1 VT« RBEEBE (User Training)

EED/\Y F LI RMEESHOEL 2B L TERIREORRCDONTEHENBMTEDX
S(CFa VT BHBEDIRANBE

V—2v)LIT>2Z771) 277 (Social Engineering)iE & XET7 T« w2 7J (Spear
Phishing)E-Mail Z#BI T 3 HBORANUE
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o I1—H—-EEEENSHDTNT> MIE—1R/CRD— FaER URVWK S (CESIERIER

DEEDEEM(CH T DIHEDRINVE
o S AFAICRIFURLIIRD— ROBEIRMEICH T DHEDIRGI N E
o URTKNIICT—HZERFIDIRICIRINESOFECH T DIHBEDRINNE

o JSOUOYDEMDIGETOIS LN
HE

® SMS, EEEREME. EIZEU X MR EDBRIRIEIRD 7 U X HERZE:59 D Android 777

=/

=17

SNRVKS(CT STOTERICHITDHBEDRETH

T—232(CDNWTERMHE TE DL D RBHEDIRINVE
o INHANR—ZNB7TUT—23>22FT7>0— RULRNKDICHBEORINVE

4. BEA >F7US1>AT 095 A(Threat Intelligence Program)

I\VFO)—THMERLTWBTILIT /w1 (Hash). IP RU' R XA > (Domain)i&k
Z5¢ I0C(Indicator of Compromise)RBDOM o /zizE. BIHIZIXET DK D (THERAMD

RN W E

Difficulty

® IPS, IDSRUT7AT7IA—=IDLDIRY ND—Tt+1 U5+ EfenOIH 5 I0C &

B—7/0EE IPRAR DM > EimEe

e HHMMIEPD DNS B —/\—. D1 TJ4— R (Web Gateway)RUT O+ (Proxy)D T

AY 4 ™
m Strategic - Explanations of trends and technique used in hacking activities.
Threat |nte||igence - Establish organizational security strategy and direction.
VAN /
N R
Operationa| - Explanations of attack process based on the MITRE ATT&CK Matrix.
Threat |nte||igence - Checks capability of detection and response during real attacks.
AN
Tactical - Detect and respond to real attacks though application of I0C’s SIEM
Threat |nte||igence - Usage in regular threat hunting activities
AN v

TBZRDOI AT LADOTHS IOC ER—TERAAHREDON IS

® EDR(Endpoint Detection and Response) DL DRI Rk > heFaUFsVII1—2
3>n0O00h5 PC KUY —/\—mn5 I0C ERI—RRT 7 1)L/ \w = 1 (Hash)h\FE S 355

NSHC©2025 All rights reserved.



Cyber Threat Intelligence Report

o HEMMIEPDAR LIRS AT LD = INE T B SIEM(Security Information Event
Management) 5% E LTz 1—X4— X (Use Case) &J)L—JL(Rule)(C I0C ERE—12 T 71
JW\w= ., IP KU RXA NEFET DIHEE®

5. XY ND—D(CHT S ERFE
1) R*v MDO—O&AB5LE (Network Intrusion Prevention)

DRy ND—D(C7 oA ITIBENR NS T v v oZFERICTOY 9 DITHITRALEA
= 25 Ia(Intrusion Detection System, IDS) R UMEABSLES X5 /s (Intrusion Prevention
System, IPS)D{ERADIRFIH NE

& Xy RI—=TLNILDSI\YF 2T —TDREEENZEIT D/ AitM(Adversary in
the Middle)d b= 7« w0) 5 — 2 HGEEIT & SERAEM S X7 L(Intrusion Detection
System, IDS)&U EABSLES X5 A (Intrusion Prevention System,
IPS)DIERADIRF W E

o LD T I7HHERORERRY RD—DCTFOCAUEDERITUIED I D EZFBIET D
. IR RERDEABSLES X5 IA(HIPS, Host Intrusion Prevention System). 77>F 2+
JLA(Anti-Virus)id EDYV ) 1 —2 3 > OERADIRSE DN NE

2) *v bO—O#li5{t (Network Segmentation)

HBOBEERS AT ARUEEZRR T DI2H. R ND—0Z BN RUHRIENRY KD -2
THEIL., TF1UFT > bO—ILEUY—EINZNZTNDOTADORY RDO—0 & (iR
TE3LDICRY hD—U#51E(Network Segmentation) DfERADIRET N HE

® DMZ(Demilitarized Zone)RRUBIDIRR T+ >4 > T S%&ERA U THER/REPRY KD —
D7 DEES DBERDER DR I E

o J\WF2III—TDH—5y NMIRDYOTVEBOERRS AT ARUEEZ#HBIL. &
Wi 7 DA ROEENSZEDI AT LZlmaE L. RE T DBERDERDIRSIHE

& Xy RNI—TDIT7ATIA—)LOENSHEIIR— ~E NS T 1 v ILSMIBETSER
WEKD(CTOY T I IBERDIEETHNE

o v KNIJ—oTJOFS. F—hIAROIT7ATIA—=IZFERUTAHBS AT ACHITD
BEIENIRNEIRE 7 O A ZES T DBEROERA DR I UNE

o RFRADEH. DHRUMIGZ AT ARBIORY ND—IOWSEET DLD (CIRFIHWNE

6. 1—Y—7HD> NOBRIFE
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1) ZEZHRBEE (Multi-factor Authentication)

B OEE (C 7O RATE3) (XD — RENRRESNIESE = (CB/\vF 2 IT)—Th 7ot X
D EEBBIET DIz8D. EBEDERE TR EZ 8B I 2% B R0 (MFA, Multi-Factor
Authentication) DER DRI NN E

2) 7H9> MERBER (Account Use Policies)

7T hDOF 2 UT + FHEICE U BERERTEDIREI D N E

- EONIHNSEBAE U TERLTLS Windows PCOOTA >I1—H—=7HD> b\
RAD—=RZREDTILIFZNRY FOAXF, INFRULEZZA TIRDNL 8 U LTH
EI DRI (CHREINUE

- Windows M7 25« J5« L2 kU (Active Directory) & U TR SNIZIRIE T, PIL—
TBER(Group Policy)iE U CTIREDAIBRY D —D(CEND Windows PC D —3—77 13
> hDINRAD— RZFEEBDTILI7RY bMOAXZF, IWXFERVEEEZEZATRDINL 8
HIA L TERETDRD(CHKR L. 3BT EIC/\RAT— RAEBEEND KD (CBERIERDIR
S wE

- ERBHTIFRVWT /A REULIED IP 5O T10 > 7B < KD, EMHIEST7IOLEIK
RIEFADREINWE

- JXRDO—REAEND C EZ2B<esd. W< DI DEROOT A 2 REDH E. 7>

Nz G 9 DBERIEFADIREI D W E

3) $§HEFHD> MER (Privileged Account Management)

THO SEFERICK D IR TZRIMET e, BEEDT NI MROHERNEIDHTS
NIZ—iR7 70> MMCEUTOERORFANUBE

e UE— XU bvITFORI)L(Remote Desktop Protocol, RDP)&EL COT A > TE
20)IL—T X bhsO—AJLEREE (Administrators) ) L— T ZE DR Z & ICDVWTHR

AN wE

o BIREDIHD> SMRUMERMNEIDHTONIE—MDI7HD> b, EISSEEADEERLE
DIz DBERDIRTT HHE

o EWERLANILOI-—T-—HDENANILOY—EXZEDED. EITTETRVK D (CHERS
EOWETHNE

o EIGIADEBAICKDHEZRIMETDICH. H—EXTHD> MMIHITDHERDHIRT D
BRI E
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7. I RRA > bOERHERF

1) VI O 77v 77— (Update Software)
I RRA> MEndpoint) RUB—/\—mD 0S £V T MO T PHEH/IN—-23> TPy IF— K~
SNTVDINMERENRETH D . FFCHBICRE SN S AT ARMIGHROAR (CEN DB
53T 71 ILDEARS AT In(Deployment Systems)(CH 1 BEHR T W TF — hM&ETHh ws
i

2) OS#EkRk (Operating System Configuration)

INYF2 T —T DI ESNIARMICH T DWEZ RN T Db, OS DIEBRMDIRFI D UNE

® NTLM(New-Technology LAN

Manager) 1—H—323E 70 b )L, Wdigest SRsHESMEDIRET A E
o EBNUEECAEMGE. UA—N\IIAT A T7ZHBET . FIRTDBEHROIREINNE
& ELFHCTIFRVRSA/IN—DA X =)LV KD. FIIRT DEEROIREI N E

3) PV —>3 JHERRUY > RRY O X (Application Isolation and
Sandboxing)
ITIT/I\YF2TU)I—THER UHERKRUEEIAZE U TFHDTORAKRUST AT A

VOTRFT B EZFIRT DD, 7T VT —2 3 URERUT > RRY O XDEROEET AW
E23

4) 247851k (Execution Prevention)

SRATFTLMSRIVITTDRITZERH S 128, FITT 7 AAIILKRORIUT "RT70I> hO—)LD
BRI wE

® EHCTCERVWIF7AIILDOETZRLIEL. LD T F7O#AIROTOY I3 Dz, Windows
7TUr—23>00> bO—)LY—)LOERDESE N E

® JFAINEITESNDILDCHEITDN. EEITDIL—ILZIED. CDIT7AILNERITTE
21— —-KROJ)IL—T&IEETES Windows D 77w FOw H—(AppLocker) DERHDIR
SAh e

5) #reDENERV I OIS LDHIFR (Disable or Remove Feature or
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Program)

WREDERZERICH Tz, BIENICBRM ERDENNHDHMEOEMERVTOTS LD
HIBRODAREI D W E

® Windows D XFACA A B—=)LENTLVB MS Office DEF1UTAEEDF. Y
DOKE] & [TARTONYIOZFRRURV(BAFRR)] ODERREEZE TR UT.
77+« I 7+ L2 hU(Active Directory)HS GPO Group Policy Object)MDE&ED L. E
9 AR E

Macro Settings

) Disable all macros without notification
@ Disable all macros with notification
() Disable all macros except digitally signed macros

() Enable all macros (not recommended; potentially dangerous code can run)

DCOM(Distributed Component Object Model) DEERNEDI&RET N E

BEDS AT LAMS MSHTA.exe WEEE) UIRVK S (TR E

WinRM(Windows Remote Management)t — E XDEZMb DTN E

AEIREHEEITHREEDEMN DRI NN E

O—2WV > DtFa1 VT« RERGIIL—TEERNS LLMNR(Link-Local Multicast

Name Resolution)RUTw /(1 A X (NetBIOS) DRI LIRS A B

o O—HL\VI>DtF1UFT+REARUIIL—TBERMNS LLMNR(Link-Local Multicast
Name Resolution)RUTRw /(1 A X (NetBIOS) DN LIRS B

® PHP D eval()DL S0 T THAMTDRFE UTzBEz St 3 SR HUE

6) J—R&E%# (Code Signing)

ERTERVI7LORTERH s, - RELEREHDT SEFEREDRTDLE

o EBZLEHCRVWRIUT bDETZEF /T —> 1)L(PowerShell ) DEEREETE DIRETH s
7

o ERFEHCTRRNT 7 AILDOERITZ <BEREREDIRF M E

o ERFEHCTRRBRVY—ERXRSA/)\—DEFENRUETZ CBEREEDRFA N HE

7) Z>FOIAL)LA (Antivirus)

NIVD T 7DD O—- RRURTZB UL AN\ —BEZLLET D/H. CNEFRMULDDT
Ow O TEB7>F I )LA(Antivirus) DERDIREIH B
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o JILIITTFDAT>O— RRUETDMEDIZsH, R SUBABSLES X5 /A (HIPS, Host
Intrusion Prevention System)& U7 >F 1)L A(Anti Virus)idEDV U 1 —=3 AFEH
DIRFI N E

8) I RiRA > bhS5DiTA%ZBSLL (Behavior Prevention on Endpoint)

T > RRA > M(EndPoint) N SEBTERRBRLCIAD YT WEBMHTANRE UIRVLKD. Ba1ICH
1IE9 B2 (C1TABALE(Behavior Prevention)#aeERDIRETH N E

- BETERVWI7AILDOEITZLIET D728, ASR(Attack Surface
Reduction))L—)LDBIMEDIREI DN E

- J7AIILOBEN UV E, BENGRBRIIC/ADY T VT 7 1)L Z# ORI TS
DI RRA > MEndPoint)Y U 1 —2 3 AFRADIRET A E

- JOtvXRA>2x 023> (Process
Injection) DK SRBRWERMERINSAVU T OV U3 Dlzs. 11748 LE(Behavior
Prevention)#aEERADIREIT D W E

9) J\— RO T 7EDHIE (Limit Hardware Installation)

USB 5/ \A ARV L—/\TIVATF « ZEUEGEH TIFRN\— RO T 7 DERZHIRUE
. JOvoULED I DBRZIR

® YHEGREAHTIFRW\—ROT7OERAZHRLLED. TJOVITILDICI RRA> b
DEF1VFABENRUVEZSIY T IT -1 bOERDRI D GE

10) EE/\1JLVBER (Enterprise Policy)

E/)I\AILT I\ A ZXDEMERE IS bO—)L I BIHDBEREED8. EMM(Enterprise Mobility
Management)/MDM(Mobile Device Management)> X5 ADERADOESTNNE

® Android 7/ A ADEBEXERUANES XF LD 77 717 A (SHIBRIT E DEFERIHDH TI7 0
TR TED XD CHEFREREDIRI NN E

® IOSHS5I>H—TS51XEMmAEIAZ CER L. App Store TIFIRWENDFERMNSED
DTCEEBEIITVT—23> 21— N> XA =ILTERNKD. TOT 1 —ILDi|
PRESTE DIRET B
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I Appendix

REEFREFROBRHAAIN KNI

TimeStamp ThreatRecon Platform Event Name ThreatRecon Platform
2025-01-08 Threat Actor used RansomHub Ransomware https://cti.nshc.net/events/view/12153
Threat Actor used Spear Phishing email disguised . .
2025-01-10 . https://cti.nshc.net/events/view/12380
as Invoice
Threat Actor used phishing email disguised as an ] ]
2025-01-15 ) ) ) https://cti.nshc.net/events/view/12532
Upcoming shipment arrivals
Sector)21 used Program Compatibility Assistant ) )
2025-01-16 . https://cti.nshc.net/events/view/11830
and New Domains to steal the data
2025-01-17 Threat Actor used loT botnet for DDoS attacks https://cti.nshc.net/events/view/12294
Threat Actor used Android Malware disguised as ) )
2025-01-20 https://cti.nshc.net/events/view/12994
SBI Reward App
SectorU01 used ISO malware disguised as a ) )
2025-01-21 o https://cti.nshc.net/events/view/12540
Invitation
2025-01-22 SectorA01 used Python Malware variants https://cti.nshc.net/events/view/12151
SectorA07 used LNK malware disguised as a
Announcement of the Civil Party Government ) )
2025-01-23 ) ) ) https://cti.nshc.net/events/view/12462
Meeting on the Cryptocurrency Business Inspection
Plan
Sector)196 used Infostealer Malware targeting NFTs ) .
2025-01-23 https://cti.nshc.net/events/view/12447
and Crypto
Threat Actor used Backdoor Malware disguised as ) )
2025-01-23 ) ) ) https://cti.nshc.net/events/view/12221
a Junos Automation Script Service
Threat Actor used Phishing email disguised as a ) )
2025-01-24 ) ) ) T https://cti.nshc.net/events/view/12624
Shipment tracking email notifications
SectorCO1 exploited Zero-Day vulnerabilities and ) )
2025-01-27 o ) https://cti.nshc.net/events/view/12444
targeted Phishing attacks to Target Ukraine
2025-01-28 Threat Actor used Lynx Ransomware https://cti.nshc.net/events/view/12338
Threat Actor used Malware disguised as Request ) .
2025-01-28 ] https://cti.nshc.net/events/view/12319
for quotation
Threat Actor used Phishing Domains to steal ) )
2025-01-28 i https://cti.nshc.net/events/view/12343
credentials
Threat Actor used Malware to distribute Lockbit ) )
2025-01-29 https://cti.nshc.net/events/view/12295
Ransomware
Threat Actor used Phishing email disguised as a ) )
2025-01-31 https://cti.nshc.net/events/view/12597
Payment documents
Threat Actor used Phishing Pages to Hijack High- ) )
2025-01-31 i https://cti.nshc.net/events/view/12463
Profile X Accounts
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SectorM141 used VallyRAT malware with DLL side-

2025-02-03 ) ) https://cti.nshc.net/events/view/12470
loading technique
Threat Actor used a new Domains for command ) )
2025-02-03 https://cti.nshc.net/events/view/12534
and control
Threat Actor exploited 7-Zip vulnerability to ] )
2025-02-04 o https://cti.nshc.net/events/view/12469
distribute SmokelLoader malware
SectorAO5 used LNK Malware disguised as a Whole ] ]
2025-02-05 o https://cti.nshc.net/events/view/12619
life insurance letter
Sector)110 distributed Loader Malware via ] ]
2025-02-05 o ) https://cti.nshc.net/events/view/12617
payment-related phishing emails
2025-02-05 | Threat Actor used Phishing email for Crypto scam | https://cti.nshc.net/events/view/12498
Threat Actor used Spear Phishing Email Attack to . )
2025-02-05 o https://cti.nshc.net/events/view/12628
distribute SVG malware
Threat Actor used a new Domains impersonating ) )
2025-02-06 ) o https://cti.nshc.net/events/view/12538
various cryptocurrency-related entities
Threat Actor used Android Malware disguised as ) )
2025-02-07 https://cti.nshc.net/events/view/12648
Bank Apps
Threat Actor exploited Ivanti CSA vulnerability CVE- ) )
2025-02-10 https://cti.nshc.net/events/view/12609
2024-8963
Sector)04 exploited Cleo Multiple Products ) .
2025-02-11 N o https://cti.nshc.net/events/view/12653
Vulnerability to distribute ClOp Ransomware
Threat Actor used Phishing PDFs disguised as ) .
2025-02-12 https://cti.nshc.net/events/view/12736
CAPTCHA on Webflow CDN
SectorAO5 used LNK files disguised as Legitimate ) .
2025-02-13 https://cti.nshc.net/events/view/12729
Documents
Threat Actor used SEO Poisoning to Redirect Indian ) )
2025-02-14 . https://cti.nshc.net/events/view/12770
Gov Sites
Threat Actor used Stealer Malware disguised as ) )
2025-02-18 . https://cti.nshc.net/events/view/12778
Bitdefender Updater
SectorBO1 used Shadowpad Malware and ) )
2025-02-20 ) ) https://cti.nshc.net/events/view/12800
Ransomware in Manufacturing Attack
2025-02-20 | Sector)85 used Phishing Domains and Ransomware | https://cti.nshc.net/events/view/12860
SectorA01 used Python RCE disguised as Stock ) .
2025-02-23 : https://cti.nshc.net/events/view/13364
Simulator Tool
Sector)205 used new Domains for Endurance ) )
2025-02-23 https://cti.nshc.net/events/view/12888
Ransomware
SectorG01 used Bandook and Poco RAT Malware ) )
2025-02-28 ) o ) ) https://cti.nshc.net/events/view/13156
being distributed via a PDF file
Threat Actor used SapphireRAT disguised as legal ) )
2025-02-28 https://cti.nshc.net/events/view/13029
documents
2025-03-02 SectorA01 used JavaScript Malware https://cti.nshc.net/events/view/13171
SectorEQ05 used Word malware disguised as a ) )
2025-03-03 https://cti.nshc.net/events/view/13155

Monetary policy report
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Threat Actor used Loader Malware Disguised as Go

2025-03-05 o https://cti.nshc.net/events/view/13137
Libraries
Threat Actor used new Domains and Malware for ) )
2025-03-05 https://cti.nshc.net/events/view/13135
Ransomware
Threat Actor used phishing email disguised as a ) )
2025-03-05 https://cti.nshc.net/events/view/13173
Purchase order
Sector)203 used Malware to distribute Medusa ] ]
2025-03-06 https://cti.nshc.net/events/view/13176
Ransomware
Threat Actor used Phishing email disguised as a . .
2025-03-07 ) ) https://cti.nshc.net/events/view/13417
Electronic Tax Invoice
Threat Actor used SVG Phishing Files to Evade ) )
2025-03-08 i ) https://cti.nshc.net/events/view/13225
Office 365 Security
SectorAO1 exploited reentrancy vulnerability in ) )
2025-03-10 . https://cti.nshc.net/events/view/13487
Bybit's smart contract
SectorA01 used Script Malware disguised as a ) )
2025-03-10 . https://cti.nshc.net/events/view/13295
Lumanagi DEX Platform source code
SectorAO1 used DNS Pivoting in Bybit Crypto Heist . )
2025-03-11 o https://cti.nshc.net/events/view/13352
Investigation
SectorBO1 used ShadowPad for Data Theft in ) )
2025-03-12 . https://cti.nshc.net/events/view/13365
Manufacturing Sector
Sector)203 leveraged Vulnerabilities and open- ) .
2025-03-12 https://cti.nshc.net/events/view/13409
source tools to deploy Medusa Ransomware
2025-03-13 | SectorJ199 used PowerShell Malware to steal data | https://cti.nshc.net/events/view/13197
Threat Actor used BRUTED for Credential Stuffing ) )
2025-03-13 . https://cti.nshc.net/events/view/13496
on Edge Devices
Threat Actor used SocGholish Malware for ) )
2025-03-14 https://cti.nshc.net/events/view/13410
RansomHub Ransomware Deployment
Threat Actor used Malware on WordPress Sites for ) )
2025-03-17 . https://cti.nshc.net/events/view/13585
Web Redirects
Threat Actor exploited Windows Shortcut File to ) )
2025-03-18 o https://cti.nshc.net/events/view/13584
distribute Malware
Sector)159 distributed RAT Malware via phishing ) .
2025-03-19 i https://cti.nshc.net/events/view/13687
mails
2025-03-20 SectorJO1 used Python Backdoor Malware https://cti.nshc.net/events/view/13609
2025-03-24 | Sector)215 distributed Malware via fake podcasts https://cti.nshc.net/events/view/14638
Threat Actor used Android Malware disguised as ) )
2025-03-24 . https://cti.nshc.net/events/view/13904
Banking Apps
Sector)72 used new TLD Domains for C2 ) )
2025-03-25 . https://cti.nshc.net/events/view/13739
infrastructure
Threat Actor used Mirai Botnet based GorillaBot for ) )
2025-03-25 https://cti.nshc.net/events/view/16543
Global Cyber Attacks
SectorB0O1 used SparrowDoor Backdoor Disguised ) .
2025-03-26 https://cti.nshc.net/events/view/13763

via DLL Side-Loading
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SectorD01 used C# Malware disguised as PDF

2025-03-26 ] o https://cti.nshc.net/events/view/14006
against Iraqi entities
Threat Actor used ClickFix Captcha to Deliver ) )
2025-03-28 https://cti.nshc.net/events/view/13881
Qakbot Malware
Threat Actor used Grandoreiro Trojan ] ]
2025-03-28 ) ) . o https://cti.nshc.net/events/view/14099
impersonating Tax Agency in Phishing
Threat Actor used new Domains for VanHelsing ) ]
2025-03-30 https://cti.nshc.net/events/view/13875
Ransomware
SectorAO1 used GolangGhost Malware disguised as . )
2025-03-31 o ) https://cti.nshc.net/events/view/13879
job interview process
2025-04-01 | SectorJ149 distributed Malware via phishing email | https://cti.nshc.net/events/view/13913
Threat Actor used Android Malware disguised as ) )
2025-04-01 ) https://cti.nshc.net/events/view/13939
Banking App
Threat Actor used new Domains for Hunters ) )
2025-04-02 . https://cti.nshc.net/events/view/14074
International Ransomware
Threat Actor distributed Phishing Domains via
2025-04-03 emails impersonating Coinbase Wallet migration https://cti.nshc.net/events/view/14024
notices
Sector)210 exploited CLFS vulnerability to distribute ) .
2025-04-08 https://cti.nshc.net/events/view/14131
Ransomware
Sector)85 used Phishing Domains and RAT ) )
2025-04-08 o ) https://cti.nshc.net/events/view/14145
Malware disguised as login pages
2025-04-10 Sector)220 sold Smishing Kits via Telegram https://cti.nshc.net/events/view/14197
Threat Actor used Smishing Tactics Disguised as ) .
2025-04-10 T https://cti.nshc.net/events/view/14242
Toll Notifications
SectorAO5 used MySpy Malware and RDPWrap for ) )
2025-04-14 . https://cti.nshc.net/events/view/14425
Persistent Access
SectorB53 used BPFDoor Backdoor for Espionage ) )
2025-04-14 . https://cti.nshc.net/events/view/14369
on Linux Servers
Threat Actor used Cisco Vulnerability and Tools for ) )
2025-04-14 ] https://cti.nshc.net/events/view/14582
Akira Ransomware
Threat Actor used Malicious PyPI Package to Hijack ) .
2025-04-15 ) https://cti.nshc.net/events/view/14375
Crypto Credentials
Threat Actor used Phishing Pages disguised as ) .
2025-04-15 https://cti.nshc.net/events/view/14408
Employee Portals
Threat Actor using Compromised WordPress Pages ) )
2025-04-17 o https://cti.nshc.net/events/view/14844
to distribute Malware
Threat Actor used NFC Fraud Tools to Exploit ) )
2025-04-22 . https://cti.nshc.net/events/view/14607
Mobile Wallets Globally
SectorA01 used Exploited Innorix Agent ) )
2025-04-24 o https://cti.nshc.net/events/view/14641
Vulnerability in S.Korea
SectorA07 used LNK Malware disguised as a ) )
2025-04-24 https://cti.nshc.net/events/view/14642

Proposal PDF
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Threat Actor used Backdoor Malware to steal credit

2025-04-24 https://cti.nshc.net/events/view/14627
card data
Threat Actor distributed Malware via phishing ) )
2025-04-29 S ; ) https://cti.nshc.net/events/view/14982
emails disguised as order confirmations
Threat Actor used Phishing Emails Disguised as ] )
2025-04-29 . https://cti.nshc.net/events/view/14757
Feedback Links
2025-04-30 | Sector)49 distributed Malware via phishing emails | https://cti.nshc.net/events/view/14944
Threat Actor used Phishing disguised as IT . )
2025-05-01 https://cti.nshc.net/events/view/14795
Helpdesk Portals
2025-05-02 | Sector)85 used Fake Login Page to steal credentials | https://cti.nshc.net/events/view/14945
Threat Actor used Android Malware disguised as ) )
2025-05-02 https://cti.nshc.net/events/view/14768
ICICI Bank app
Threat Actor used Lampion Infostealer disguised ) )
2025-05-06 o https://cti.nshc.net/events/view/14975
via ClickFix Lures
Threat Actor used Phishing Domains to steal ) )
2025-05-06 . https://cti.nshc.net/events/view/15022
credentials
Threat Actor used Phishing SVGs disguised as legit . .
2025-05-06 . https://cti.nshc.net/events/view/15016
document files
Threat Actor used Loader Malware for Agenda ) )
2025-05-07 https://cti.nshc.net/events/view/15026
Ransomware
2025-05-07 Threat Actor used Nitrogen Ransomware https://cti.nshc.net/events/view/15023
Threat Actor used Phishing email disguised as a ) .
2025-05-07 ] ) https://cti.nshc.net/events/view/15893
Intellectual Property Infringement Notice
SectorA01 used OtterCookie Malware in ) )
2025-05-08 ) ] ) https://cti.nshc.net/events/view/15244
Contagious Interview Campaign
Threat Actor used Phishing disguised as Social ) )
2025-05-08 . https://cti.nshc.net/events/view/15112
Security Statements
Threat Actor used Bitmap-Steganography to Hide ) )
2025-05-09 https://cti.nshc.net/events/view/15132
Agent Tesla Malware
SectorJ113 used Malware targeted attack against ) .
2025-05-13 . https://cti.nshc.net/events/view/15263
Finance sector
Threat Actor used Phishing Sites to Target Kuwaiti ) .
2025-05-15 https://cti.nshc.net/events/view/15399
Telecom Sectors
Threat Actor used ModiLoader Malware disguised ) )
2025-05-16 ) ) https://cti.nshc.net/events/view/15378
as Turkish Bank Email
SectorM153 exploited CVE-2023-48022 for Al ) )
2025-05-19 https://cti.nshc.net/events/view/15531
server breach
SectorE04 used Word malware disguised as ) )
2025-05-20 ) o https://cti.nshc.net/events/view/15520
cybersecurity advisories
Threat Actor used Malware disguised as Chatbot ) )
2025-05-20 ) https://cti.nshc.net/events/view/15487
Plugin
Threat Actor used Pure Malware disguised as RAR ) )
2025-05-20 https://cti.nshc.net/events/view/15522

Email Attachments
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SectorB86 used RCE Exploit on Ivanti EPMM for

2025-05-21 o https://cti.nshc.net/events/view/15555
Data Exfiltration
Threat Actor distributed RMM Tools via phishing ) )
2025-05-21 i https://cti.nshc.net/events/view/15695
emails
Threat Actor used ClickFix to deliver Rhadamanthys ] )
2025-05-22 https://cti.nshc.net/events/view/15663
Infostealer
Threat Actor used Lummastealer in Genesis Market ] )
2025-05-22 . https://cti.nshc.net/events/view/15552
Extension Attack
SectorH03 used Ares RAT disguised as legitimate . )
2025-05-23 ) i https://cti.nshc.net/events/view/15588
Indian domains
Threat Actor used Phishing email disguised as a ) )
2025-05-23 ] https://cti.nshc.net/events/view/15972
FedEx Import Tax Invoice
Threat Actor distributed Malware via fake ) )
2025-05-28 ) ) https://cti.nshc.net/events/view/15814
recruitment email
Threat Actor used Zanubis Android Malware ) )
2025-05-28 o https://cti.nshc.net/events/view/15709
disguised as tax app
Threat Actor used Phishing email disguised as a ) .
2025-05-30 . . https://cti.nshc.net/events/view/15876
Copyright Reference Cooperation
Threat Actor used Phishing Pages on Glitch ) .
2025-06-02 o ) https://cti.nshc.net/events/view/15851
Disguised with Fake CAPTCHASs
SectorAO1 used Fake Job Offers to Deploy ) .
2025-06-03 ) https://cti.nshc.net/events/view/15922
OtterCookie Malware
Sector)J231 used CHAINVERB Malware disguised as ) )
2025-06-04 ] https://cti.nshc.net/events/view/16048
Signed Documents
Threat Actor used Phishing email disguised as a ) )
2025-06-04 ) ) L ) https://cti.nshc.net/events/view/16080
Financial Monitoring Department Notice
Threat Actor used Phishing email disguised as a ) )
2025-06-05 - ) https://cti.nshc.net/events/view/16103
DHL KOREA Billing Guide
Threat Actor used distributed Malware and Lockbit
2025-06-06 Ransomware via zip file disguised as a https://cti.nshc.net/events/view/15954
reconciliation report
Threat Actor used LNK Malware via transfer ) )
2025-06-09 ) https://cti.nshc.net/events/view/16046
screenshot zip
Threat Actor used ShadowPad Malware in Global ) )
2025-06-09 ) ) https://cti.nshc.net/events/view/16016
Cyberespionage Campaign
Threat Actor used new Domains for Black Basta ) )
2025-06-11 https://cti.nshc.net/events/view/16084
Ransomware
Threat Actor used Fog Ransomware and GC2 Tool ) )
2025-06-12 ) ) https://cti.nshc.net/events/view/16065
in Asian Attack
SectorJO1 used Phishing Domains for NetSupport ) )
2025-06-13 ] https://cti.nshc.net/events/view/16097
RAT Delivery
Threat Actor used Phishing email disguised as a ) .
2025-06-13 https://cti.nshc.net/events/view/16432

Purchase order number
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SectorM47 exploited Microsoft Windows LNK zero-

2025-06-16 . https://cti.nshc.net/events/view/16417
day vulnerability
Threat Actor used RapperBot Botnet for DDoS and ) )
2025-06-17 } o https://cti.nshc.net/events/view/16254
Extortion Activities
Threat Actor used Tor and Docker API for XMRig ) ]
2025-06-18 o https://cti.nshc.net/events/view/16245
Crypto Mining
SectorA06 used Infostealer disguised as Zoom ] ]
2025-06-21 ) ) https://cti.nshc.net/events/view/16360
audio repair tool
2025-06-24 Threat Actor used Open Source Tools https://cti.nshc.net/events/view/16523
SectorS01 used WebDAV Exploit Disguised as ) )
2025-06-25 ] } https://cti.nshc.net/events/view/16425
Microsoft File Access
SectorSO1 used Phishing Disguised as Colombian . )
2025-06-27 https://cti.nshc.net/events/view/16452

Bank Login Pages

NSHC©2025 All rights reserved.




Cyber Threat Intelligence Report

NSHC.

LEGAL DISCLAIMER

NSHC (NSHC Pte. Ltd.) takes no responsibility for any incorrect
information supplied to us by manufacturers or users. Quantitative market
information is based primarily on interviews and therefore is subject to
fluctuations. NSHC Research services are limited publications containing
valuable market information provided to a selected group of customers.
Our customers acknowledge, when ordering or downloading our

publications

NSHC Research Services are for customers’ internal use and not for
general publication or disclosure to third parties. No part of this Research
Service may be given, lent, resold, or disclosed to noncustomers without
written permission. Furthermore, no part may be reproduced, stored in a
retrieval system, or transmitted in any form or by any means, electronic,
mechanical, photocopying, recording or otherwise, without the permission

of the publisher.

For information regarding permission, contact us. service@nshc.net

This document contains information that is the intellectual property of
NSHC Inc. and Red Alert team only. This document is received in

confidence and its contents cannot be disclosed or copied without the
prior written consent of NSHC. Nothing in this document constitutes a

guaranty, warranty, or license, expressed or implied.

NSHC disclaims all liability for all such guaranties, warranties, and
licenses, including but not limited to: Fitness for a particular purpose;
merchantability; non-infringement of intellectual property or other rights

of any third party or of NSHC.
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