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o Do not share — The content of this work is provided only to specific customers of
information service. Therefore, sharing this content without permission is prohibited.

o Non-disclosure agreement — This work is provided under a non-disclosure agreement
(NDA), and violation of this agreement may result in legal consequences.

o Caution — Other copyright-related matters, including actions permitted under this

license, must be confirmed with the information service provider before use.
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S2HADITE. SRFTLADT—IEESEUED 7 OERZHRLEZD Uik, enziEsit
I2MMME U TERERZERTDUA/—KRBDFETHD. SHRSFTREEDFF @ RCHRIGEIRK
EMRELTVNDLDTY ., SOHADI T FEMQRT —SIESIENSELL. BATTBRONFHZ
BBuh. #8OF v RV eFA U UBNENDZMNITZEDTDRE. REFENFLZ(CEELLL
THED., WEESEEBHIDN DRI TEEILTNE T,

NSHC BEUDAZFFRE. CDOXDIRBSI B AD I FZECHRL YA/ (—BRODRENZDH L. E
BROWE (CERASNREAMOY —Ib. A2 ISREZBEEBUTCEBRA > T IS IO RZRHLULTNE
. INSODERICEDE, KREE(F 2024 FD 1 FRCHA=NZS > B LTI VREDE
RREV I BN ER T BIEL LS ELTVET,

B ICHRENER ULEVEER DD, SRHDRAEDY AT EFREE, REEMEORUER
UTehessit. RABRDIEES CERASNEA -T2V -IXBEXGTY -7 T7VY—)L, TESIXT
IBERIMERF v RILOBEBSE EER > I SOFAGE. STHWEKRE (CER TSNS BEDER
BRUOHFLAVGFEREREZIBBZ (AT DI LT, RBEEDOBBEMRGECEERRZ RN
(LR LTULD,

KIEZ(E. 2024 F (DRSNS B LD T 7ZFMBLIZ/\WF 2T 0)L—T (CEEY DB/T
—IDDIHERZHBEN (TRO THD . TFAUTAEBE, (>TUDI O ADHE. BRREE
W BREMICEIEZRE T DRCERENTTERTEDL S (CBE ESNEBERERM I D LZBN &
LTWET,

| ez
1. IENRE

2024 F0 1 FRICRE US> U AD T V7HESHIZER (CHFEUIER. 77 AU ONEEEED
17% CREBVEIEZLEHE U, TNIE. PAUDERDSHOEEEE. B8R >FIL1>0
3. TUCHIMET —9ZFE T DHEENS B AD T VRSO FBIMEN £ 712> TWD I 7R
LTWET, BT, RAY (7%) . BF45 (5%) . ISR (5%) . HE (4%) . AS5>4H
(4%) . O>7 (4%) . /1FUR 3%) . 71>FK (3%) . TZZIL (3%) IREDETEHLEE
HELEENRESNE U,

BFCA—0Ov/ GEEOREZEIENEL > THD. TNIERE. £/l MRREDFEEXEZRLCT
SH)AEIERICEATUND T &2, EU O GDPR 7R EEEINBIRARERR S (C K DHEBHINEA(C
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WESNTVDEHEMEREIND, FE. O3 7REBENTHE EHHENETELTVDE L BFE
et CEFEN TV I RATEBRICES 3.

FIREORE. DEOWED 45%NTDMOE (ETC) ([CBLTVWDEWDSEETY., TNE S
YLD T PHEANEFEDEICOHER U TNDDTERL, HRP(ICAEHHCIEE L TS EE
BRUET, BT, CF1UTr A>T INBNREFMTH 2D, HEBHOHELH TR
I—-0Ov/\ FE7>7. BROER EWMEBEMRICIEOD TVDIEZRELTNET,

Flz. A2 ROITSTIILDERICIT A2 ITSTHRRICKEL TVWBEL EELHEEZITTHED.

T ZH)VERCH T D EF 1 VT AEIOBEOREBENFZLELTVWES., @melLT. >0
LD T T(IFEDEECERICRESNT . T UKFENE T R TOEIEBABIENMEN
ERRBI0O0—)VUVRBR THD Z ENSEIDH st @l THRTEEI.

UNITED KINGDOM
3%

RUSSIAN FEDERATION _
4%

NETHERLANDS
4%

(B 1: WEMRE]

2. BENREREF

2024 FD 1 FRICS DY AD T P OWEZRIITCERFZDTULER. EE (Health) ERE

(Manufacturing) DEFNENEN 9% TREBIVMEERZRUE UL, EREXRIEEBRZE
SRT LR EDHEET — IR S esh. WENFRLE UTEBRIC(IEBRE (CHE D BT ISDOEN N 5 &
HBEZINSPIREMNE L. RBEEOFELFEN RO TVET, REDTIEEBEBES T LADH
WD EIRAVQIEE (C DN DI, EBMGIEDBE RN SHERMENKRE . WBENEEAS RS
Ix (ICS/SCADA) IR SAMAMHELNTLNE T,
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ZTOMICE. B (7%) « BUE/ATI (6%) « BE (5%) . & (5%) . IT (4%) . Wi\
(4%) . 4%) « AT 17 (3%) BREDEEDHT TESDEENMRELF UL, ERIER
FFEBPI(E. TNENSMEDIBREE AR —EXBEI AT LAZRELTVDILH. WBECE
o THENMBENZSNTY ., BEMREDIZEES. VPN ©°X—)L7HD> hEZER U THERY hD—
DICRATDEMN K FAESNTE D, IT BISERDETEIRE, HISAFI—KREDEE
B —=Tw hEIRDTVWET,

FISEFEIRERE, EROEED 44% N EDMDESEEE (ETC) [CBLTWLWDRTY. Ik,
R EEEZRELIT TR, FR MR, B AR ESREDBTICHREMIERL TS
E'EBIRUE T, COXDIE, SOHADITVIHMFEDERECEREZNT . INTOEEHZENT
SHAMRBREE U TERLTH D, KWEE(E RaaS (Ransomware-as-a-Service) EF)LZEU
TER(CEUERRIRY =0T 1 >8R E b L TVWE T,

fEme LT, SHEMSEHOESEFG EEEBECEUIZESENDOTEF 1 UFT v BIROKREN KD S
NTHO., FHITEBOMEBIERER. /\w o7y TEIBGKS. B> 2 T > XCED ARBEH
OENNEEIRWICEREE L TELELUTVET,

Construction _ News MEdla

o

(K 2: IRERERET]

Finance

| meze it

WBEQAS Y AD I VREDREOICTHRARBRRESINZER U CEERES AT ACBAL. T—5%hE
SUE. BBEMRIES{EDERZERLFT . COBETHERASNDIHMICE. SR LD
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FEEBALIED. A=T>Y—-XWTU—01x 7V )LZHATDIHENEENET. UTDERX
TlE 2024 0 1 FREICHBENER UL EERRERAMI (CDVWVTIRANFE T,

1. RYIDEA

2024 . S2HLADT T IIL-THHAULRIDBAFEDDIHERICEID L. [BRFTHD
> b (Valid Accounts) | Bifih'E4RD 32% & 58, RESVEISGZRULELZ, CNE. BFEN
EFREFBHIASNIZERBIRZEL CBIFOI7 NI MTREIS R T ALV IOTCATIHFENEE
IR EUTEBL TR EZRUTULEY, VPN, RDP. 50 RR—XDEERE, UE—bH
TORZIRA > MBI UTERIBETIE. BRI SORMVIEIE AN SHERRILIR S THUR(C
EDTENTE, BRAEES LUANEMRESOH CREE (CEVIREZRHLE T,
2 BB (ICBEWEIEZLHIEMIE [IEBICAMESnNE7T Vo —>3>DER (Exploit Public-
Facing Application) | T. 2D 21%ZEixLFUIz. COEifTE. M85 I7 T XaJEEIRD
TP —-EX 7IJUT—23>, BEEA2F—TT—RREZ[MRELTH D, MEsgHERIT TR
« BRDJCENTE. FRAEMIEE, MEEDTEHIRE., THFIFRBERA D hEFBLUTHIBERAZEZ DS
ETCTT. PTUT—2 3 >N EEFEER SN TO\IEENIFE L. IWEF(FRIRAL T IR
BJREIRA > — D T — A ZEEN(CEHER L. BEMEY —ILZB U TEHDI AT LAZARICAFv >
UHEIDIDICHATEERT, BEINTUVVRL, FLERIABBRESINIZS AT AT . Okl
NI DaIREEN E < . WEE (FINZE U GEIMDE AR DOHRIER FAE (C K > THHliZE L
RUET,
A —)LZIENT & UTRABIMTERAETL RS HBEIEZLH T, [RMIT 7 MIILR—-XDXET
J+1 w27 (Spearphishing Attachment) | (F&&D 14%. [UZOR—-ZADRAEFZI1 v
>7J (Spearphishing Link) |

N1 (& 13%T. &5t 27% =z UELUIC. BMIT7AILZRICUTZET (&, XET 7 1)L RO
VT hN2EOBE I 7 21— —(CETSEDIHETHD. U OZECUIEITE. X—)LAK
XAD URL 38 U THEBDBHNR—D(CHE T DBE TR SN TLET,

[RSA4T)\ABEZ (Drive-by Compromise) | & TS5 FT—>IE (Supply Chain
Compromise) | (FZNEN 2% EVDBRWEIEZRFLUE UL, NSO (SIEMEAFEREL

THRASNIHBENRESN TS D, B EETICHEVT—ELANVULEDOSBFIERDO 7 I &4
ROSNDIFENDDFE T, BADERIFCHRECFRAUNEERERE UV TERIIRIETIE 48
HH (CHEMEN SV E BV EIS(C DN o Tz EBRIRENE T,
2ERMCR T, BRR7HD> Nt EE U EANBN DR T, Nz Usr—23>
DBAEGT Y — vV Z7 Y S IRGMOEGMRA & U THEASN TV &EDtien s,
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Drive-by Compromise - Supply Chain
T118% _Compromise - T1195

Spearphishingvia —— _d
Service - T1194
6%

Spearphishing Link -
Tils2z
13%

(K 3: #IEHR AR DRET]

2. ResstE

2024 FDOT Y AD T VRETHRASNIZMESEEODTER. BEENMFORMIN 7 7O0—Fh'HE
HAEOTF 1T BEEEE(CBIEL TLD T ENASHCIRD T,
REEVEISZERUEMEEMEE. TNTN 7%% 58Tz CVE-2020-1472 (Zerologon RX-1 >
> hO—S—HEREEESEM) & CVE-2024-1709 (Windows Hyper-V UE— hI— REFTHESS
%) T9., CVE-2020-1472 (&, Windows ERIED Netlogon 70O~ I)LEEBRA U TREFRUIC R XA
A>3 hO—S—DERZENM CE. HlEHREEET BB EFEE U TERASINE L.
CVE-2024-1709 (&. Hyper-V #gen Bzt =Nz Windows Server 3 KT Windows 10/11 IRIE
T, WEENMREYS> (VM) ZBU TR M XFATYE- M- REFTZITS Z EZTTREIC
ITDMEMTH O, RBEREEA > DI SZER T IMHNEERY -5 hERDFET,

ZD# (K< CVE-2023-27532 (Veeam /\wO7wTV )1 —2 3 285 HOIEHRSS M) & CVE-
2024-1708 (Microsoft IRIZETGE CR[EIBEAESS1E) (FZENEN 5%ZELFRULELZ. Veeam Eim
eSS, IMEHENFREE/AL T TCP 9401 /R— b&@E L T\ O 7y TH—/)\—(CT7 oAU, I\
WOy TRES LFUERIEREEDTHICBASN. WEEDEIRRE N ZER L TRSDOEHFE
EUTHIBENZE Y, CVE-2023-46604 (Apache ActiveMQ RCE fE551%) (& 4% RSN TS
D, JavaR—ZADAY—2TO—-H—SAFATERIEENZA Y E—22BEC TERDO— RE
HITCTETDIEECT. VIR FHNI AR+ DIRRIBETEVBREIRDET,
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CVE-2021-42278 KU CVE-2021-42287 (. 11N Windows Server d Active Directory
RIBTREIDIMBEETHD., INSZEELTEBRAIDZLET, —RI—Y—-77HD> hE@EUT
RX1 > EREEREZENITDIZENTEET, INSDOMESSIEIE Kerberos Fo v MEERE(C K
<HHAEN. BEMEEAY —ILICHESN THEMNRNZTE > TLVET, CVE-2020-3259 (Cisco
ASA BFRImEMESSE) (v 3> =02 @0 TRt ZEE I D N alaETH D CVE-
2023-20269 (& VPN IRIE TRz 0] 9 @& ¢, JE— h7OTRA > M SV iRl IR
SOICERAENFET,
CVE-2017-0144 (EternalBlue SMBv1 RCE BES514) (& 2% ARWEISGTI N, MRELT/\wF
MEARATNTUVRWAKDS R FT AZE D ZIRE(CERASTNTVET .. 24D 58%(F [ZDAh
(ETC) | (CHFEEN. SESFRA -T2V —XDMEFEHEDPR A —FHEDREHEENET.
NEFMEEMFED CVE —DIMHFET ., RIBDORMSEU CESHSFMHMEZHA LN SE
ABBEZRER L TCNDZEZRUTVET.

CVE-2021-42278
CVE-2017-0144 _ 3% CVE-2021-42287
2% . L%
CVE-2023-20269 :
3%

CVE-2020-3259 _
3% )

CVE-2023-46604
4%

CVE-2023-27532
5%

[ 4: REsstERist]

ffess % ISRy 1T fessiEDy—4o'y b

CVE-2020-1472 Privilege Escalation Vulnerability Microsoft Netlogon

Cisco Adaptive Security
CVE-2020-3259 Information Disclosure Vulnerability

Appliance (ASA)

CVE-2021-21972 Remote Code Execution Vulnerability VMware vCenter Server
CVE-2021-22005 Remote Code Execution Vulnerability VMware vCenter Server

Microsoft Windows Print
CVE-2021-34527 Remote Code Execution Vulnerability

Spooler

CVE-2021-42278 Privilege Escalation Vulnerability Microsoft Active Directory

NSHC©2025 All rights reserved.
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CVE-2021-42287

Privilege Escalation Vulnerability

Microsoft Active Directory

CVE-2021-44228

Remote Code Execution Vulnerability

Apache Log4j

CVE-2022-1388

Remote Code Execution Vulnerability

F5 BIG-IP iControl REST

CVE-2022-24521

Privilege Escalation Vulnerability

Microsoft Common Log File

System Driver

CVE-2022-26134

Remote Code Execution Vulnerability

Atlassian Confluence Server /

Data Center

CVE-2022-29464

Arbitrary File Upload Vulnerability

WSO2 API Manager / Identity

Server

CVE-2022-41040

Server-Side Request Forgery Vulnerability

Microsoft Exchange Server

CVE-2022-42475

Remote Code Execution Vulnerability

Fortinet FortiOS SSL VPN

CVE-2022-47966

Remote Code Execution Vulnerability

Zoho ManageEngine Products

(Apache Santuario)

CVE-2023-20263

Remote Code Execution Vulnerability

Cisco IP Phone 8800 and 7800

Series

CVE-2023-20269

Authentication Bypass Vulnerability

Cisco ASA and FTD Software

CVE-2023-22069

Privilege Escalation Vulnerability

Oracle Database Server

CVE-2023-22515

Authentication Bypass Vulnerability

Atlassian Confluence Server /

Data Center

CVE-2023-22518

Improper Authorization Vulnerability

Atlassian Confluence Server /

Data Center

CVE-2023-22524

Remote Code Execution Vulnerability

Atlassian Confluence Mobile

Plugin

CVE-2023-27532

Information Disclosure Vulnerability

Veeam Backup & Replication

CVE-2023-27997

Remote Code Execution Vulnerability

Fortinet FortiOS and FortiProxy

CVE-2023-28252

Privilege Escalation Vulnerability

Microsoft Common Log File

System Driver

CVE-2023-29300

Privilege Escalation Vulnerability

Microsoft Win32k

CVE-2023-34362

SQL Injection Vulnerability

Progress MOVEit Transfer

CVE-2023-3519

Remote Code Execution Vulnerability

Citrix ADC and Gateway

CVE-2023-36884

Remote Code Execution Vulnerability

Microsoft Office and Windows
HTML

CVE-2023-38203

Remote Code Execution Vulnerability

Adobe ColdFusion

CVE-2023-38831 Arbitrary Code Execution Vulnerability WInRAR
CVE-2023-41265 Authentication Bypass Vulnerability Ivanti EPMM
CVE-2023-41266 Command Injection Vulnerability Ivanti EPMM

CVE-2023-46604

Remote Code Execution Vulnerability

Apache ActiveMQ

CVE-2023-46747

Remote Code Execution Vulnerability

F5 BIG-IP TMUI

CVE-2023-48365

Remote Code Execution Vulnerability

JetBrains TeamCity

NSHC©2025 All rights reserved.
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CVE-2023-48788

Remote Code Execution Vulnerability

ConnectWise ScreenConnect

CVE-2023-4966

Information Disclosure Vulnerability

Citrix NetScaler ADC and

Gateway

CVE-2024-1708

Improper Access Control Vulnerability

ConnectWise ScreenConnect

CVE-2024-1709

Path Traversal Vulnerability

ConnectWise ScreenConnect

CVE-2024-1800

Improper Authorization Vulnerability

Apple i0S, iPadOS, macOS

CVE-2024-1853

Privilege Escalation Vulnerability

Apple i0S, iPadOS, macOS

CVE-2024-21762

Command Injection Vulnerability

Fortinet FortiOS SSL VPN

CVE-2024-21887

Command Injection Vulnerability

Ivanti Connect Secure / Policy

Secure

CVE-2024-23113

Remote Code Execution Vulnerability

Ivanti Connect Secure / Policy

Secure

CVE-2024-23897

Arbitrary File Read Vulnerability

Jenkins

CVE-2024-24919

Path Traversal Vulnerability

Check Point Security Gateway

CVE-2024-26169

Privilege Escalation Vulnerability

Microsoft Windows Error

Reporting Service

CVE-2024-27198

Authentication Bypass Vulnerability

JetBrains TeamCity

CVE-2024-27199

Authentication Bypass Vulnerability

JetBrains TeamCity

CVE-2024-3400

Command Injection Vulnerability

Palo Alto Networks PAN-OS
(GlobalProtect)

CVE-2024-37085

Remote Code Execution Vulnerability

Progress MOVEit Transfer

CVE-2024-40711

Remote Code Execution Vulnerability

Microsoft Windows Hyper-V

CVE-2024-40766

Remote Code Execution Vulnerability

Microsoft Message Queuing
(MSMQ)

CVE-2024-4358

Remote Code Execution Vulnerability

Adobe ColdFusion

CVE-2024-4577

Remote Code Execution Vulnerability

PHP CGI (Windows)

CVE-2024-50623

Remote Code Execution Vulnerability

Oracle WebLogic Server

CVE-2024-55956

Remote Code Execution Vulnerability

Cleo Harmony, VLTrader,

LexiCom (version < 5.8.0.24)

[5% 1: List of Vulnerabilities Related to Ransomware Attacks in 2024]

3. A-TVY-XABXVIV—-IT7F

2024 FEDS 2B LD T T IIL—THREEMICHBLIEA -T2V - XABLUTI—-DT7V—)L
DNMZERDE. WEENEBEDPIHBEDOY—ILzY MCOMHMEFE T BIFOLMERASNTLDIAR
Y — )L HENDETHRAY ERA RECIEN TS,

NSHC©2025 All rights reserved.



Cyber Threat Intelligence Report “

PARTREEVEIEGTHD 6%ZieixLIEY—ILIET/UL A S414 (Cobalt Strike) T. 74

(ERRZ =23 >F A MREHESTESNZEBAY —ILTIN. IS5V IORMNLAEE (SRMmSN. R4
IR A I)\=IBFRI)IL—T (L K> THEREN (CBASINTULET,. fH(C. E—10> (Beacon) &ERAL
ERBIRERMR. OV RET. J7I)LO7yvIO—- REXUBEYI>O- R SFIILA—=T
A> I~ (Lateral movement) #EE/RENMBISICHBRRSNTE D BERDEMIEITOHFRY —)L &
ULTIEDIFSNTVET,

LT, PsExec (5%) &==HwYW (Mimikatz) (5%) (. RULWREIESESHFRMEE(CLO>TE
BAEnNTERFEN Windows XR—ZXDYW—)L THD.

PsExec (F> R AR THERFIECUE— M INYD ROETZEITDOZENTE, STIILL—=TA
> b (Lateral movement) M@IZETHRIE(CFIHSIN. WEENENMDRO— RaBcfhET(EFET
FDIDICHILIEFXT

SOV FEEEROSY > T b= >DEEL. Kerberos Fo v hOREIR EDRREER AR 2
—ILT. RAAMZADT D> MERZINEL . WEMERDILK &R HIH DR (CIEF (CHHR
HN(CEAENEFT . mMADY—)UFIEENREF1 VT DOBN(CE/ERAEINS/Z8. EDR
RS X5 LAZBE g Dz OREEil CHASN T ENENTT.

FLI S A(Telegram)(4%). 77 _——7 X727 (Anydesk)(4%). Rclone(3%)(d. C2 FrRILE(E
T —YEMOERRTHRASNDZY —ILTHD . BWBEDERIEE Y 7L A AHliERE D Z By (S
FTECERMNETENTLET,

FLIS A (Telegram) (70U TWAYE—20TS5Y KIA—-LATHD, HBEEHED
BIEFEEUTHIAENTZD, QU —/I\—FEREUVTFIHASNIZDITDLDTT ., Xvtz—08
SbEI—Y —HOBEHBEBE(E. REEEHCERCEBE. &> I>Z2nEL I (TERARIE
THdmN5. WMEENFOY —ILO—D(CHEEENET,

AnyDesk (& GUI R—XXDUE— MY —)LTH D, WEENEUS UIZREIEHRZERAL TS AT
LETOEAL. T7AILOBE, T« LU NJDRR, OX> ROFEITIREDRIEZITD Iz (fE
HAenxd., -5 -ty 3>ATETEN. HARLGIEERUE— MEEEXBINE# ULz,
BREDENDEIREMEN S D E T,

Rclone (U5 RR—ZXADA ML —2H—EX LB U TAEDT —FZIEBICRE S B2 DITE
LTHEH, OJZEJRET (/N OIS RTEITTED s, Bifial#t s 3DICBFITY.
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Impacket ConnectWise
SoftPerfect 29 WinSCP _SereenConnect
o 2%

NetworkScanner _

[® 5: A—T>2Y—-XBLUVTYU -1 7 DiiET]

Yy—=Ju Y —)LODHRE
Cobalt Strike BATANIL—LT—0
PsExec Windows UE— bV > RETY—IL
Mimikatz Windows F8EIBHRSY > E> TV —)L
Telegram Avte—=>07TUo—-23>
Anydesk UE—-NFRAONYIVI NITT
Rclone OS5I RIT7AILEERY —)L
SoftPerfect NetworkScanner Ry MI—=DBHRAF+ > V—)L
Impacket 0O RIVG Y MER - IXEY—IL
WinSCP SFTP RX—XD T 7 A )VErixY — )L
ConnectWise ScreenConnect UE-FROMYIVI DT

[ 2: A—T>Y-R&ETI—J1T 7D ~vT 10]

|xzzorssEmaE

WEHIWEEN SO AD T VREROERZRHLU. ESEERZZINZIDLDIC. BRI T A
RICS>H A/ —b (Ransom Note) ZE&RKULET ., COSTH A/ — MITEE. WEEEDE
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BFR. BSEERDILAVGE. TUTESEE DA LY K7 RLAREDT ZH)LEREEBR
NEFNTNET.

AREETIE. WBEDT )V EREEDERRE. XEFR, ERFrRIVRECHEL. BEE
MS2BLAD T 7 ESEER U DRENERERITIDRICHERLIERY D —UELUERIBR
ZEHRDCHLE L.

1. RBEHER1>2T5

2024 . SYHADT VI -THMEEE LORSE, BRRE. SRERQE(CHAUER-T>
TSDI9A T 2B UIER. AZA> KX~ (Onion

Domain) ([CE D<A > IS DMESFRENRE(C RSN,

DERDEFDSE 74% & EDIZZDFATE. Tormy NDO—J LTV OCRAGERRAA> . T
RH545 -0 7 (Dark
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Cybercriminals Target Toronto Zoo in Massive Data Breach

https://nationalcioreview.com/articles-insights/extra-bytes/cybercriminals-target-toronto-

Z00-in-massive-data-breach/
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January 2024 Cyberattack on Lurie Children’s Hospital Affects 792K Individuals
https://www.hipaajournal.com/january-2024-cyberattack-on-lurie-childrens-hospital-
affects-792k-individuals/
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Ransomware Attack Cost LoanDepot $27 Million
https://www.securityweek.com/ransomware-attack-cost-loandepot-27-million/
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The Veolia Ransomware attack in early 2024
https://sigasec.com/the-veolia-ransomware-attack-in-early-2024/
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2. 20245 2R DFEHEH

Ransomware attack has cost UnitedHealth $872 million; total expected to surpass
$1 billion

https://therecord.media/ransomware-unitedhealth-costs-billions-still-climbing
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How the ransomware attack at Change Healthcare went down: A timeline

https://techcrunch.com/2025/01/27/how-the-ransomware-attack-at-change-healthcare-

went-down-a-timeline/
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3. 20244E3ADFEHEH

Panera Bread likely paid a ransom in March ransomware attack

https://www.bleepingcomputer.com/news/security/panera-bread-likely-paid-a-ransom-in-

march-ransomware-attack/

20243 8. PRAUADIT7—ARIT—RFI—2THD/\RSTL Y REMRICSHLDTT
WENMRELEUIZ, INIEELD. REBIT S XF A, EFE. POSSXFT A D514 b E/)INA

WP TVIREDEFES AT LN 1BBICHIZDELEL. EFRECAS /=2 w TRA > SOIEHIL
THARBIRECIRD IR E, JEFEE (ORAAENELF U, Fo. BB KUTTHEDZFIPH S
RIBESREOHEEDOEMENBIRNSRE L. /ARSIy RE/N\y H—DS5F7—5ZHIBFRITD &
WORIIZZ T CEREZIA D IcESNTVEFET,

Hoya Corporation: Ransomware Attack Timeline

https://www.cm-alliance.com/cybersecurity-blog/hoya-corporation-ransomware-attack-

timeline
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VNDirect cyberattack causes big splash on stock market
https://vir.com.vn/vndirect-cyberattack-causes-big-splash-on-stock-market-109873.html
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4. 2024FE4RDEHEH

Snowflake Data Breach: What Happened and How to Prevent It
https://www.strongdm.com/what-is/snowflake-data-breach
2024 F 4 A5 6 ADMIC, 5D RFT—HFTSY R IA—LTHDA/—TL—D

(Snowflake) Z{ERAT D% 165 DIEMZE I RICARME R A /(- IRENRELF UL, TOKE
(T )\—3E582)L—F UNC5537 (B4 ShinyHunters) (C&k> TiTHN. BRGEEDTIL D T
TERBUTNESNIET D> MEIRZFRB L. SROBEET7HT> MIREFZJZAMMTHNEL
2. TOFER. Ticketmaster. Santander Bank. Advance Auto Parts. Neiman Marcus /& E®D
FELEOBERT —INREL. REUET—P@5 -0 T TIRESNE U, (T
Ticketmaster MiZ&. 5@ 6 FAUHOBEBHRNIRE L. AR MEKLUFIY MF—EX(TXE
ZElZLUERUTE,

MediSecure breach: implications for health care services and patients

https://insightplus.mja.com.au/2024/37/medisecure-breach-implications-for-health-care-

services-and-patients/
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5. 202456 A DEHEH

Synnovis cyber attack - statement from NHS England

https://www.england.nhs.uk/2024/06/synnovis-cyber-attack-statement-from-nhs-england/
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CDK Global Ransomware: What Happened and How It Impacted Businesses
https://www.blackfog.com/cdk-global-ransomware-attack/
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Indonesia won’t pay an $8 million ransom after a cyberattack compromised its
national data center
https://apnews.com/article/indonesia-ransomware-attack-national-data-center-
213c14c6cc69d7b66815e58478f64cee

2024 £ 6 B, 1> RRITDIRGREZRT —~ 12>~ — (PDN) ZXI5RI(C Brain Cipher 5>t /A0
IVRENRELFE U, INICEKD. 200 U EDHRRS KO A BAFHEDT 5L Y —E XA H
e, BCEBETEOBEBHEAETFTES AT LNMWEL,. FEREMNMTONDIREDRIANELF
Ufz. IREE(FHI 800 K RILOBREZERLF UL, 1> RRETFBMAIFINZZIMVDT (CXE
IGUEUZ. 2D®., I\ H—DIL—T L BCESFTF—2E\NTRHLE L. COBMHE
A RRETEROYA N+ 1T FEIONMEE/\Y I TPV TS AT O BEERT D
HERbFRUEL.

Cleveland City Hall confirms it was hit with ransomware attack

https://www.cleveland.com/metro/2024/06/cleveland-city-hall-confirms-it-was-hit-with-

ransomware-attack.html

2024 F 6 A, PAUBDDA)I\AAMOU—-T 5> RIFTEZMNRICS Y LAD T THENFEELE
Ulze SNICKD. TFE &—BBmTEFINS 2 BB SN. B4 - FECSIRAS OFIT. BT
o], FEMRY—EXREDEEMTHY — EXNHFENIWENFEELFE LIz, JU-TS>R
MES Y AERICIGCT . FBI EA)\A ANBBRED A\ —FREOXIEZZ T TS AT LAEIBE
REESHFT U, TTEE6 8 20 BNSRENICHEY—EXZBRULELL.

NSHC©2025 All rights reserved.



https://www.blackfog.com/cdk-global-ransomware-attack/
https://apnews.com/article/indonesia-ransomware-attack-national-data-center-213c14c6cc69d7b66815e58478f64cee
https://apnews.com/article/indonesia-ransomware-attack-national-data-center-213c14c6cc69d7b66815e58478f64cee
https://www.cleveland.com/metro/2024/06/cleveland-city-hall-confirms-it-was-hit-with-ransomware-attack.html
https://www.cleveland.com/metro/2024/06/cleveland-city-hall-confirms-it-was-hit-with-ransomware-attack.html

Cyber Threat Intelligence Report

6. 20245 7R DEHEH)

OneBlood Notifies Individuals Affected by July 2024 Ransomware Attack
https://www.hipaajournal.com/oneblood-ransomware-attack/

2024 F 7 B, 7AUHDOTOVUHS LA ZE < IFEFDIRET R TS OneBlood 'S5 > H A
DIT7REBEZZITEURL. TNICKD, IT ZRFLANFRIEN. MROIE. KRE. BEMIEENF
B(CIDBDD. #9350 DRBEADIMRAHENELE L. Wz EFRIUMRAET O b I)LZER U
TNERDFELATLUR. Fo. BB IFMEOZAIPHARESES /X EORBENERZEDT
— 9% EHFEU. OneBlood (FHFEEICH LT 12 7 BEDIL Y NEZH U ITBRIUVETE
M5 —ERZERMHLFE L.

7. 2024£F10ADEHEH)

CASIO Ransomware Attack

https://www.loughtec.com/casio-cyber-attack

2024 F 10 H. BADEFHERA—HN—TH DN AZJIRIC Underground S>H LD T T7I)L
—TJORENRELFU. INICKD. 18,500 ADEEE. EZRI/\—hF—. BEEDEA
BERARE U, RES X5 AN (TR I DWENRELF Uz, MBULIERC(E. RKEED
ZEl. A—)L7RLR. £FEAH. FREER. HHNESQRENEFINTED. BEDHE(FEXS
X, BEFEES. BABBERENEFENTVE UL, BEAFEBREDEKCIEUT. BRDEANIE
RREZESBIOBIOMRBIBECCOSHZRELE UL, Fo. wWEECER(SEE L. KRR
ZERALTVWET,

8. 2024 11ADEMEH

Starbucks forced to pay its baristas manually because of a ransomware attack on
third-party software
https://edition.cnn.com/2024/11/25/tech/starbucks-ransomware-attack

2024 F 11 A, RY—)\WIORZMRICS B LADT PRENMREELF UL, TNICKD., (EXEE
DE}BAT 21— )VEIBVIESYIRS XFACEENREL. FFERCYIDBERDRE,. —HDOEE
FORERECFE U,

Schneider Electric data breach by Hellcat Ransomware Gang
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https://www.sangfor.com/blog/cybersecurity/schneider-electric-data-breach-hellcat-

ransomware-gang
2024 F 11 A, IS RAOIRIIF—EBBELUBEERETH DS 1F1F—-IL U KNIy D

(Schneider Electric) ZXHRIC Hellcat S>H AD T 7 I —TDRENFEELFEUZ. IHNUTK
D) 40GB DT —FMRH U, WEEH(F 12 55 FRILOBREZERLUFE U

9. 20244 12ADEHEH

Brain Cipher Ransomware Attack: Alleged 1TB Data Breach at Deloitte UK
https://www.sangfor.com/blog/cybersecurity/brain-cipher-ransomware-attack-deloitte-uk-
1tb-data-breach

2024 12 A, AFUROKRFHB RGO BILT 4 > TRETH DT O b UK ZZRIC, Brain
Cipher S>BADT 7O —T(CLDBENMRELFLUE, INICKDK 1TB ODEMHET —FHEX
N, WBEITF21UTT0O N DLERDIEL, BEEZNE. REzF+1VUTrY—ILDEREZS
T2 HMITDEBELE U, 700 ME. ZOEHNBEHDOS T ATIFR L HEIDREE S
ATFALCEELTVWS EERL. BHDOIRTAGFHEZZITTULVVRNEBRNFE U,
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I Recommendation

NSHC ThreatRecon F—Al(3t#k4 2B D) \WwF>27)L—F (Threat Actor Group) EBIZDHT
L. RSO F 1T F— LN \VF D TEBEBICHITIHEEESS(ITHRSEDLDICIHEN(C
TSR T & BB fi(technique) (CH 1T D MITRE ATT&CK OB EH#EF(Mitigations)IBEEH&ERD XS
[CEF &I,

1.

8814 {R:E& (Exploit Protection)

VI KNI 7OIOTOA MExploit)BEZFE LD, REDOUREEZEAIROTOYOT
D1z (CHEF9 4R & (Exploit Protection)dVU 1 —= 3 fERADESTHINE

2.

TOXXTOA (Exploit) DEMEDIEFIDI=8h. WDEG(Windows Defender Exploit
Guard)X U EMET(Enhanced Mitigation Experience Toolkit) SRS HE
TITORTOA MDD RS T4 v IR FTTVT—2 32 ([SUDELZEZBIETDIZH. Web 77
TV —23>DI7A T IA—)UEBDREI D E

IfEs8 DR+ =>4 (Vulnerability Scanning)

AEB (IR UTe S AT ADMESS 2 TR (CARE L. EEnIRMESsIEnt R DO o IeigaE. N
(AT L7Z)\Y FFDFHRE DRI NBE

3.

BTER(C RSS2 AT LZFATZITHRI I DTz, FEHARAERR Y hD— O DIREDIRFTH
WE

NHERD TSR (CH 1T DIFRIREZS Y T DRI E
EED)\wF>22)L—F(Threat Actor Group)hMER LIS (CHITDd T2 T 58
eE=E0r Spavar:d

CDLR— b Appendix”(CIEZZHIRD EED)\vF>7)L—F(Threat Actor Group)H*
A UILEREN S DS EDBHRNEFENTNSD

TF1 VT« RBEEBE (User Training)

EED/\Y F LI RMEESHOEL 2B L TERIREORRCDONTEHENBMTEDX
S(CFa VT BHBEDIRANBE

V—2v)LIT>2Z771) 277 (Social Engineering)iE & XET7 T« w2 7J (Spear
Phishing)E-Mail Z#BI T 3 HBORANUE
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4,

I\VFO)—THMERLTWBTILIT /w1 (Hash). IP RU' R XA > (Domain)i&k
Z5¢ I0C(Indicator of Compromise)RBDOM o /zizE. BIHIZIXET DK D (THERAMD

I -EEBENSHDT NI MIE—132/ (R T — RZER UK S (CEHSFERIBR

DEEDEEM(CH T DIHEDRINVE

SZAFATRFUR/I AT — ROGHERE(CH T DHEEOMSTHE
RS N (CT—AZREIT DRFISTEINRSTOFIEICHS T DIHEDRTHINE
JTSOYOEEOE T OIS ADEITEINRVLDICTSOUERICHITDIEBEOMSH

WHE

SMS. BEFEREE. E&EY X MR EDBRVRIEIRD I I AHERZEF I D Android 777U
T—232(CDNWTERMHE TE DL D RBHEDIRINVE
INANR=ZNB 7T VT —23>22F 7> 00— RURBRVNKDICHBEORINVE

BEAM>7TVU>1>AT’'0%S5 A(Threat Intelligence Program)

RN W E

AY 4 ™
m Strategic - Explanations of trends and technique used in hacking activities.
Threat |nte||igence - Establish organizational security strategy and direction.
VAN /
N R
Difficulty Operationa| - Explanations of attack process based on the MITRE ATT&CK Matrix.
Threat |nte||igence - Checks capability of detection and response during real attacks.
AN
Tactical - Detect and respond to real attacks though application of 10C’s SIEM
Y Threat Intelligence - Usage in regular threat hunting activities
AN v

IPS. IDS RO T 7 AT IA—IDXDSRRY hDI—TtF1UF 1 EmOOTHS I0C &

B—7/0EE IPRAR DM > EimEe

#EREPIEPD DNS B —/\—. D174 — D1 (Web Gateway) U7 O+ (Proxy)D T
TBRDS T LADOTH5 10C LB RAAIARDM O 2BE

EDR(Endpoint Detection and Response) DL DRI Rk > heFa UV I 1—2>
3> OO0HS PCRUH—/\—h\5 10C ER—R T 7 )L \w S 1 (Hash) M EET B84
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o HEMMIEPDAR LIRS AT LD = INE T B SIEM(Security Information Event
Management) 5% E LTz 1—X4— X (Use Case) &J)L—JL(Rule)(C I0C ERE—12 T 71
JW\w= ., IP KU RXA NEFET DIHEE®

5. XY ND—D(CHT S ERFE
1) R*v MDO—O&AB5LE (Network Intrusion Prevention)

DRy ND—D(C7 oA ITIBENR NS T v v oZFERICTOY 9 DITHITRALEA
= 25 Ia(Intrusion Detection System, IDS) R UMEABSLES X5 /s (Intrusion Prevention
System, IPS)D{ERADIRFIH NE

& Xy RI—=TLNILDSI\YF 2T —TDREEENZEIT D/ AitM(Adversary in
the Middle)d b= 7« w0) 5 — 2 HGEEIT & SERAEM S X7 L(Intrusion Detection
System, IDS)&U EABSLES X5 A (Intrusion Prevention System,
IPS)DIERADIRF W E

o LD T I7HHERORERRY RD—DCTFOCAUEDERITUIED I D EZFBIET D
. IR RERDEABSLES X5 IA(HIPS, Host Intrusion Prevention System). 77>F 2+
JLA(Anti-Virus)id EDYV ) 1 —2 3 > OERADIRSE DN NE

2) *v bO—O#li5{t (Network Segmentation)

HBOBEERS AT ARUEEZRR T DI2H. R ND—0Z BN RUHRIENRY KD -2
THEIL., TF1UFT > bO—ILEUY—EINZNZTNDOTADORY RDO—0 & (iR
TE3LDICRY hD—U#51E(Network Segmentation) DfERADIRET N HE

® DMZ(Demilitarized Zone)RRUBIDIRR T+ >4 > T S%&ERA U THER/REPRY KD —
D7 DEES DBERDER DR I E

o J\WF2III—TDH—5y NMIRDYOTVEBOERRS AT ARUEEZ#HBIL. &
Wi 7 DA ROEENSZEDI AT LZlmaE L. RE T DBERDERDIRSIHE

& Xy RNI—TDIT7ATIA—)LOENSHEIIR— ~E NS T 1 v ILSMIBETSER
WEKD(CTOY T I IBERDIEETHNE

o v KNIJ—oTJOFS. F—hIAROIT7ATIA—=IZFERUTAHBS AT ACHITD
BEIENIRNEIRE 7 O A ZES T DBEROERA DR I UNE

o RFRADEH. DHRUMIGZ AT ARBIORY ND—IOWSEET DLD (CIRFIHWNE

6. 1—Y—7HD> NOBRIFE
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1) ZEZHRBEE (Multi-factor Authentication)

B OEE (C 7O RATE3) (XD — RENRRESNIESE = (CB/\vF 2 IT)—Th 7ot X
D EEBBIET DIz8D. EBEDERE TR EZ 8B I 2% B R0 (MFA, Multi-Factor
Authentication) DER DRI NN E

2) 7H9> MERBER (Account Use Policies)

7T hDOF 2 UT + FHEICE U BERERTEDIREI D N E

- EONIHNSEBAE U TERLTLS Windows PCOOTA >I1—H—=7HD> b\
RAD—=RZREDTILIFZNRY FOAXF, INFRULEZZA TIRDNL 8 U LTH
EI DRI (CHREINUE

- Windows M7 25« J5« L2 kU (Active Directory) & U TR SNIZIRIE T, PIL—
TBER(Group Policy)iE U CTIREDAIBRY D —D(CEND Windows PC D —3—77 13
> hDINRAD— RZFEEBDTILI7RY bMOAXZF, IWXFERVEEEZEZATRDINL 8
HIA L TERETDRD(CHKR L. 3BT EIC/\RAT— RAEBEEND KD (CBERIERDIR
S wE

- ERBHTIFRVWT /A REULIED IP 5O T10 > 7B < KD, EMHIEST7IOLEIK
RIEFADREINWE

- JXRDO—REAEND C EZ2B<esd. W< DI DEROOT A 2 REDH E. 7>

Nz G 9 DBERIEFADIREI D W E

3) $§HEFHD> MER (Privileged Account Management)

THO SEFERICK D IR TZRIMET e, BEEDT NI MROHERNEIDHTS
NIZ—iR7 70> MMCEUTOERORFANUBE

e UE— XU bvITFORI)L(Remote Desktop Protocol, RDP)&EL COT A > TE
20)IL—T X bhsO—AJLEREE (Administrators) ) L— T ZE DR Z & ICDVWTHR

AN wE

o BIREDIHD> SMRUMERMNEIDHTONIE—MDI7HD> b, EISSEEADEERLE
DIz DBERDIRTT HHE

o EWERLANILOI-—T-—HDENANILOY—EXZEDED. EITTETRVK D (CHERS
EOWETHNE

o EIGIADEBAICKDHEZRIMETDICH. H—EXTHD> MMIHITDHERDHIRT D
BRI E
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7. I RRA > bOERHERF

1) VI O 77v 77— (Update Software)
I RRA> MEndpoint) RUB—/\—mD 0S £V T MO T PHEH/IN—-23> TPy IF— K~
SNTVDINMERENRETH D . FFCHBICRE SN S AT ARMIGHROAR (CEN DB
53T 71 ILDEARS AT In(Deployment Systems)(CH 1 BEHR T W TF — hM&ETHh ws
i

2) OS#EkRk (Operating System Configuration)

INYF2 T —T DI ESNIARMICH T DWEZ RN T Db, OS DIEBRMDIRFI D UNE

® NTLM(New-Technology LAN

Manager) 1—H—323E 70 b )L, Wdigest SRsHESMEDIRET A E
o EBNUEECAEMGE. UA—N\IIAT A T7ZHBET . FIRTDBEHROIREINNE
& ELFHCTIFRVRSA/IN—DA X =)LV KD. FIIRT DEEROIREI N E

3) PV —>3 JHERRUY > RRY O X (Application Isolation and
Sandboxing)
ITIT/I\YF2TU)I—THER UHERKRUEEIAZE U TFHDTORAKRUST AT A

VOTRFT B EZFIRT DD, 7T VT —2 3 URERUT > RRY O XDEROEET AW
E23

4) 247851k (Execution Prevention)

SRATFTLMSRIVITTDRITZERH S 128, FITT 7 AAIILKRORIUT "RT70I> hO—)LD
BRI wE

® EHCTCERVWIF7AIILDOETZRLIEL. LD T F7O#AIROTOY I3 Dz, Windows
7TUr—23>00> bO—)LY—)LOERDESE N E

® JFAINEITESNDILDCHEITDN. EEITDIL—ILZIED. CDIT7AILNERITTE
21— —-KROJ)IL—T&IEETES Windows D 77w FOw H—(AppLocker) DERHDIR
SAh e

5) #reDENERV I OIS LDHIFR (Disable or Remove Feature or
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Program)

WREDERZERICH Tz, BIENICBRM ERDENNHDHMEOEMERVTOTS LD
HIBRODAREI D W E

® Windows D XFACA A B—=)LENTLVB MS Office DEF1UTAEEDF. Y
DOKE] & [TARTONYIOZFRRURV(BAFRR)] ODERREEZE TR UT.
77+« I 7+ L2 hU(Active Directory)HS GPO Group Policy Object)MDE&ED L. E
9 AR E

Macro Settings

) Disable all macros without notification
@ Disable all macros with notification
() Disable all macros except digitally signed macros

() Enable all macros (not recommended; potentially dangerous code can run)

DCOM(Distributed Component Object Model) DEERNEDI&RET N E

BEDS AT LAMS MSHTA.exe WEEE) UIRVK S (TR E

WinRM(Windows Remote Management)t — E XDEZMb DTN E

AEIREHEEITHREEDEMN DRI NN E

O—2WV > DtFa1 VT« RERGIIL—TEERNS LLMNR(Link-Local Multicast

Name Resolution)RUTw /(1 A X (NetBIOS) DRI LIRS A B

o O—HL\VI>DtF1UFT+REARUIIL—TBERMNS LLMNR(Link-Local Multicast
Name Resolution)RUTRw /(1 A X (NetBIOS) DN LIRS B

® PHP D eval()DL S0 T THAMTDRFE UTzBEz St 3 SR HUE

6) J—R&E%# (Code Signing)

ERTERVI7LORTERH s, - RELEREHDT SEFEREDRTDLE

o EBZLEHCRVWRIUT bDETZEF /T —> 1)L(PowerShell ) DEEREETE DIRETH s
7

o ERFEHCTRRNT 7 AILDOERITZ <BEREREDIRF M E

o ERFEHCTRRBRVY—ERXRSA/)\—DEFENRUETZ CBEREEDRFA N HE

7) Z>FOIAL)LA (Antivirus)

NIVD T 7DD O—- RRURTZB UL AN\ —BEZLLET D/H. CNEFRMULDDT
Ow O TEB7>F I )LA(Antivirus) DERDIREIH B
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o JILIITTFDAT>O— RRUETDMEDIZsH, R SUBABSLES X5 /A (HIPS, Host
Intrusion Prevention System)& U7 >F 1)L A(Anti Virus)idEDV U 1 —=3 AFEH
DIRFI N E

8) I RiRA > bhS5DiTA%ZBSLL (Behavior Prevention on Endpoint)

T > RRA > M(EndPoint) N SEBTERRBRLCIAD YT WEBMHTANRE UIRVLKD. Ba1ICH
1IE9 B2 (C1TABALE(Behavior Prevention)#aeERDIRETH N E

- BETERVWI7AILDOEITZLIET D728, ASR(Attack Surface
Reduction))L—)LDBIMEDIREI DN E

- J7AIILOBEN UV E, BENGRBRIIC/ADY T VT 7 1)L Z# ORI TS
DI RRA > MEndPoint)Y U 1 —2 3 AFRADIRET A E

- JOtvXRA>2x 023> (Process
Injection) DK SRBRWERMERINSAVU T OV U3 Dlzs. 11748 LE(Behavior
Prevention)#aEERADIREIT D W E

9) J\— RO T 7EDHIE (Limit Hardware Installation)

USB 5/ \A ARV L—/\TIVATF « ZEUEGEH TIFRN\— RO T 7 DERZHIRUE
. JOvoULED I DBRZIR

® YHEGREAHTIFRW\—ROT7OERAZHRLLED. TJOVITILDICI RRA> b
DEF1VFABENRUVEZSIY T IT -1 bOERDRI D GE

10) EE/\1JLVBER (Enterprise Policy)

E/)I\AILT I\ A ZXDEMERE IS bO—)L I BIHDBEREED8. EMM(Enterprise Mobility
Management)/MDM(Mobile Device Management)> X5 ADERADOESTNNE

® Android 7/ A ADEBEXERUANES XF LD 77 717 A (SHIBRIT E DEFERIHDH TI7 0
TR TED XD CHEFREREDIRI NN E

® IOSHS5I>H—TS51XEMmAEIAZ CER L. App Store TIFIRWENDFERMNSED
DTCEEBEIITVT—23> 21— N> XA =ILTERNKD. TOT 1 —ILDi|
PRESTE DIRET B
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NSHC.

LEGAL DISCLAIMER

NSHC (NSHC Pte. Ltd.) takes no responsibility for any incorrect
information supplied to us by manufacturers or users. Quantitative market
information is based primarily on interviews and therefore is subject to
fluctuations. NSHC Research services are limited publications containing
valuable market information provided to a selected group of customers.
Our customers acknowledge, when ordering or downloading our

publications

NSHC Research Services are for customers’ internal use and not for
general publication or disclosure to third parties. No part of this Research
Service may be given, lent, resold, or disclosed to noncustomers without
written permission. Furthermore, no part may be reproduced, stored in a
retrieval system, or transmitted in any form or by any means, electronic,
mechanical, photocopying, recording or otherwise, without the permission

of the publisher.

For information regarding permission, contact us. service@nshc.net

This document contains information that is the intellectual property of
NSHC Inc. and Red Alert team only. This document is received in

confidence and its contents cannot be disclosed or copied without the
prior written consent of NSHC. Nothing in this document constitutes a

guaranty, warranty, or license, expressed or implied.

NSHC disclaims all liability for all such guaranties, warranties, and
licenses, including but not limited to: Fitness for a particular purpose;
merchantability; non-infringement of intellectual property or other rights

of any third party or of NSHC.
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