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SectorD02 J)L—TDiEENE. ILD>A. €OV, A1 ASTIL. BFE. TSI, PIHZX
G AFYUR, PAUB, AYTREI . AR R)b—, PILAZT, IZTh. ARA>. H
K. A4S0, PIVEF>, FINAF>. RAY. WO TIVOTRREESNE U, ZEI)L—T&
FILVGERE (CEAT DARED PDF XENRMIENIZ T4 wS 2O AXA—)LZERAL. RENICUE—
NI —)LTH D LAIL(Level)ZiEB U THERRS X T ANDYU E— MiliilziRAsFE Uz,
SectorD05 JIL—TDiEENE. A ASTIL. 4> R ZIVUZF7. ML, PSTOEREESNTHE
RanzxUlz, &HJ)IL—T(E LinkedIn DEDRTSY M I A —ATHOEBIEHETO D 1 —
IWEIERR L. BAD T IYA MIBELZT 1 v 2O UL DZBERRICREL. BENRNT «
w2 OUDOmBUTNIVI T 2SI O—- RBKIUETIDLDCHFELF U, RIEMICD
E— hliEgeE R D/ \w I R7ARDOTILD T 77Z2EA L. DLL Y+ RO—F+ > ORFEZEERA L
TIREZEE L, S AT AEREINELET.

SectorD31 JIL—TDiEENE. ZRAUH, O37. A XS5TIL. RAY, XF20, ARATH
REnxLriz. &EJ)L—J(& AXSITILEZFKY/\—F (Israel National Cyber Directorate,
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INCD) Z&RO1ZTA WS IA—)L B L TCED1-IILERIVI T 7ZEMAL. YE—RITYR
DEIT. T—HDHEL. A0 J)—>>3v hDF v ITFrREDHAEEEITUE T,

SectorD J\wF>J0)L—TF(FFE(CA S KT EBUAN (CEREBERICH DE L ZMRIC/ Vv F>T5E
ExiToTHD. WAD SectorD /\wF>TT)L—TD)\wF>IFEEDOEN L. 1S5 BRFICK
WIDAMEFZ(FE 2 DEUE. HEENIREBATERNCEET IEERBERZINEIT DL ZENE
LTVBEDETNTNET,

12AD/I\Y F> D EE

1SV BROAEZ R (T TUD SectorD J)IL—TDHT. SHF 12 BIC 1 DD/I\YF2TT)—T
DEENERE=NFE Uz, NS SectorD37 JIL—TTY,
SectorD37 JIL—TDEEFT AV HEARSTILTRERRENE Ufc. ZBITIN-TEFBTS514F
I—KEBETAvI 2 IA-)LZERUTHEMEA (Initial Access) (CRINLTZ#&. IoT
(Internet of Things) BXT OT (Operational Technology) RIBEICHEHELIZEXILD T 7 ZEFERL
FUl, BSMERALETILIT7IEMQTT (Message Queuing Telemetry Transport) 2’00~
IWEERU THEEOY —/\—-CBEL. FRMEEECERNT—EXDIFE. T—5 DI, D
REERIODSRENEFENTWVET,
SectorD J\wF>TT)L—T(FE(CA S VBT EBUER (CHRARRICHDEL ZHRIC/ \YF2T7E
w17 D CHD. mAD SectorD /\vF>TJ)IL—TD)\vF>IFEBDEM(E. 5 BAFICK
XIDAMEZFE L DHUE. SHEEREBITEEICEET DEERIEREINET D LZENE
LTWBSEBFENTVET,

I @< (Adversary Tradecraft)

2024 %D 1 FFRIT. SectorD (C(FEET 13 U LDV T I)IL—THEHBIESN. TDHT SectorD02
(35 11 s BULESA R SNDFE, MG DERNIMEEZERMALE L.

2EN(CE. BIC 1~5 DO T J)IL—TMiTUTEEILTE D, SEaiskd X5 TIL. 7AU
B RAY, PSTEREES. />R, NLO. BO27SET7RE, MEFNRFZEEEHEN T
B4zl ENTOELZ.

KEMNRIEFES LUBHRESE. BIFE LUNHERM, RiiES KU > T 5h%E, TRILF—EE,
AT 47, BEMBEREIFE(CLERCHMUTE D, INSOMMEEEREREZREI DN, 4+
BESROBBRE(CHEESZ D ENTEDIHRMEME L THEEINET,
WEBFEIRETT«w > (Spear Phishing) [CEDLK 7IO—-FHERELHHTHO.
LinkedIn v >R)L&ER U, BUSXE\C T+ 1 U BRIOBRE. D1 EF B8R
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ERDOXER—-ADRE, T4vI>I0IDTTHA MOFEARRE, SHFIFRY—SvILT>
ZTPYUIFEMEDRUMAEINE U,
BE(CERANZEIILVITVREECUE-MEZAUZIY—IL (RMM) ([CEDNTEHED. Atera.
Level. PDQ Connect REDEAYVY1—> 3> MBASNELE, —E0DIL—F(ZBED/ (v
ORPICED21—IUEEBERL. UE— hIXY> RET, BI8IEROGEL. FHGEORR. BIMDY
VO 7AF I 0O— RigEDEEZEMDEUE UIc. F/z. DNS h>xrU>ZJ, Web = 1)L, SSH
N=RD7 7R E, REZER T DY RO bO—IL (C2) AXNSHER=N. D
WRETRR UL AT ADIN Y REMOBRRI)L— T ([TRET OB HEGZREIREZ SNE U,
BEOYIII—Td. BESNEA2 ISEBES D LADT7OIL—T([TRMHL. ST LINE
EHEIDBECEESNTED. 12 AICEBTSAF—HEL [oT/0T (CFHE LTz Malware
ZHAHEDTE TYIEMN RSO EZ A TR BIRESNF U,
TS5v R I A —LDERNSE. Windows Z8X T IoT. OT. Linux. EZRZJO ML (MQTT
. Message Queuing Telemetry Transport) /REZIEDRE, WEER— b T A UADMBI3EE
NEFO>ZFEEDHEND,

| jFIZ (Analyst Insights)

2024 D SectorD DIEEN(E. BAFE(CHEMUL SNCVREEEALICE D <HBEHY)/ \w F> T+ > R—>
DHEEZEFTUTVNET . S, ZHOYTIIL-THEBRNSEENLTE D, BEOFHEDFE, 7
Sy hIAd—LA HEOBENSHKE T DBEL. HRDIBERINET(IRL, oIz EH ok
REBRDO—IRE U CRIRTEE T,
WEEARSBHBI PEERATEMRMZIA . BUA - SRR Rz INE T 2 — 5 C. B
(S>PADIT. T—9H. HRRFRE) OIbDREBBEREIITLUTITO /.
B (C(EE—DART NUICEFR T, V- vILI> 227U I EEmRY —ILzaaant
=h. BS{tancdN > RBEBEZB L TRIEBEEZHRAELTLET . $F(C. Atera. PDQ
Connect. Level 7@ DA RMM Y —)LO#ENREBAG. TF1UFToVU1—>3>(CkFL
TEBRiH> A7 ADF Rz INE T DT s =N TULE T,
Fiz. BIUIL-THTOA>ISBFA. BULLEI—REE. HESNLEOY RIWG—-2E
AEY —ILzY MAIHRETERESNTOWIAEEGZRELTHD. TNICKDT)IL—THD#BINE
SCHRECIRDOTVEY, FEINRERIE. SHADITDT7 T+« UIA MEROBIEEEST
SAFI—WENMENCEHZ LI ETY, TNIFRICHEZERITI DERMEZBR. BRITAE
DB —T EDEEZBU T [P—EXEULTDESE] ZiHTIARTHHBREEN TS L&
AUTWET,
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IEORET(E. DAILAMRY T SOEBHRESMADIIGIZ T TR I—F —AIOBREEHD
BEL. MATSY hIA—LABLUISRL—>3>V—)LotEF1 U8k SEEE1> D
SDOIEFEIMTEDESEIMRRE, [0T/0T SR LAFRADTFI YT IL—ILEERE, EECFHE
UTARBEBE A & SN Do

YrCEZEHMS X5, (ICS, Industrial Control System) &Ft&t+1U5+ OERMNSDEHIL
—)LDENRE KUBR\> T« 2D [CE D EHMRHEIRDOREN, SBOBERRELRDIERS
nd.
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I Recommendation

NSHC ThreatRecon F—Al(3t#k4 2B D) \WwF>27)L—F (Threat Actor Group) EBIZDHT
L. RSO F 1T F— LN \VF D TEBEBICHITIHEEESS(ITHRSEDLDICIHEN(C
TSR T & BB fi(technique) (CH 1T D MITRE ATT&CK OB EH#EF(Mitigations)IBEEH&ERD XS
[CEF &I,

1.

8814 {R:E& (Exploit Protection)

VI KNI 7OIOTOA MExploit)BEZFE LD, REDOUREEZEAIROTOYOT
D1z (CHEF9 4R & (Exploit Protection)dVU 1 —= 3 fERADESTHINE

2.

TOXXTOA (Exploit) DEMEDIEFIDI=8h. WDEG(Windows Defender Exploit
Guard)X U EMET(Enhanced Mitigation Experience Toolkit) SRS HE
TITORTOA MDD RS T4 v IR FTTVT—2 32 ([SUDELZEZBIETDIZH. Web 77
TV —23>DI7A T IA—)UEBDREI D E

IfEs8 DR+ =>4 (Vulnerability Scanning)

AEB (IR UTe S AT ADMESS 2 TR (CARE L. EEnIRMESsIEnt R DO o IeigaE. N
(AT L7Z)\Y FFDFHRE DRI NBE

3.

BTER(C RSS2 AT LZFATZITHRI I DTz, FEHARAERR Y hD— O DIREDIRFTH
WE

NHERD TSR (CH 1T DIFRIREZS Y T DRI E
EED)\wF>22)L—F(Threat Actor Group)hMER LIS (CHITDd T2 T 58
eE=E0r Spavar:d

CDLR— b Appendix”(CIEZZHIRD EED)\vF>7)L—F(Threat Actor Group)H*
A UILEREN S DS EDBHRNEFENTNSD

TF1 VT« RBEEBE (User Training)

EED/\Y F LI RMEESHOEL 2B L TERIREORRCDONTEHENBMTEDX
S(CFa VT BHBEDIRANBE

V—2v)LIT>2Z771) 277 (Social Engineering)iE & XET7 T« w2 7J (Spear
Phishing)E-Mail Z#BI T 3 HBORANUE
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4,

I\VFO)—THMERLTWBTILIT /w1 (Hash). IP RU' R XA > (Domain)i&k
Z5¢ I0C(Indicator of Compromise)RBDOM o /zizE. BIHIZIXET DK D (THERAMD

I -EEBENSHDT NI MIE—132/ (R T — RZER UK S (CEHSFERIBR

DEEDEEM(CH T DIHEDRINVE

SZAFATRFUR/I AT — ROGHERE(CH T DHEEOMSTHE
RS N (CT—AZREIT DRFISTEINRSTOFIEICHS T DIHEDRTHINE
JTSOYOEEOE T OIS ADEITEINRVLDICTSOUERICHITDIEBEOMSH

WHE

SMS. BEFEREE. E&EY X MR EDBRVRIEIRD I I AHERZEF I D Android 777U
T—232(CDNWTERMHE TE DL D RBHEDIRINVE
INANR=ZNB 7T VT —23>22F 7> 00— RURBRVNKDICHBEORINVE

BEAM>7TVU>1>AT’'0%S5 A(Threat Intelligence Program)

RN W E

AY 4 ™
m Strategic - Explanations of trends and technique used in hacking activities.
Threat |nte||igence - Establish organizational security strategy and direction.
VAN /
N R
Difficulty Operationa| - Explanations of attack process based on the MITRE ATT&CK Matrix.
Threat |nte||igence - Checks capability of detection and response during real attacks.
AN
Tactical - Detect and respond to real attacks though application of 10C’s SIEM
Y Threat Intelligence - Usage in regular threat hunting activities
AN v

IPS. IDS RO T 7 AT IA—IDXDSRRY hDI—TtF1UF 1 EmOOTHS I0C &

B—7/0EE IPRAR DM > EimEe

#EREPIEPD DNS B —/)\—. D174 — D1 (Web Gateway) U7 O+ (Proxy)D T
TBRDS T LADOTH5 10C LB RAAIARDM O 2BE

EDR(Endpoint Detection and Response) DL DRI Rk > heFa UV I 1—2>
3> OO0HS PCRUH—/\—h\5 10C ER—R T 7 )L \w S 1 (Hash) M EET B84
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o HEMMIEPDAR LIRS AT LD = INE T B SIEM(Security Information Event
Management) 5% E LTz 1—X4— X (Use Case) &J)L—JL(Rule)(C I0C ERE—12 T 71
JW\w= ., IP KU RXA NEFET DIHEE®

5. XY ND—D(CHT S ERFE
1) R*v MDO—O&AB5LE (Network Intrusion Prevention)

DRy ND—D(C7 oA ITIBENR NS T v v oZFERICTOY 9 DITHITRALEA
= 25 Ia(Intrusion Detection System, IDS) R UMEABSLES X5 /s (Intrusion Prevention
System, IPS)D{ERADIRFIH NE

& Xy RI—=TLNILDSI\YF 2T —TDREEENZEIT D/ AitM(Adversary in
the Middle)d b= 7« w0) 5 — 2 HGEEIT & SERAEM S X7 L(Intrusion Detection
System, IDS)&U EABSLES X5 A (Intrusion Prevention System,
IPS)DIERADIRF W E

o LD T I7HHERORERRY RD—DCTFOCAUEDERITUIED I D EZFBIET D
. IRA RDEABSLES X5 IA(HIPS, Host Intrusion Prevention System). 77>F 2+
JLA(Anti-Virus)id EDYV ) 1 —2 3 > OERADIRSE DN NE

2) *v bO—O#li5{t (Network Segmentation)

HBOBEERS AT ARUEEZRR T DI2H. R ND—0Z BN RUHRIENRY KD -2
THEIL., TF1UFT > bO—ILEUY—EINZNZTNDOTADORY RDO—0 & (iR
TE3LDICRY hD—U#51E(Network Segmentation) DfERADIRET N HE

® DMZ(Demilitarized Zone)RRUBIDIRR T+ >4 > T S%&ERA U THER/REPRY KD —
D7 DEES DBERDER DR I E

o J\WF2III—TDH—5y NMIRDYOTVEBOERRS AT ARUEEZ#HBIL. &
Wi 7 DA ROEENSZEDI AT LZlmaE L. RE T DBERDERDIRSIHE

& Xy RNI—TDIT7ATIA—)LOENSHEIIR— ~E NS T 1 v ILSMIBETSER
WEKD(CTOY T I IBERDIEETHNE

o v KNIJ—oTJOFS. F—hIAROIT7ATIA—=IZFERUTAHBS AT ACHITD
BEIENIRNEIRE 7 O A ZES T DBEROERA DR I UNE

o RFRADEH. DHRUMIGZ AT ARBIORY ND—IOWSEET DLD (CIRFIHWNE

6. 1—Y—7HD> NOBRIFE
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1) ZEZHRBEE (Multi-factor Authentication)

B OEE (C 7O RATE3) (XD — RENRRESNIESE = (CB/\vF 2 IT)—Th 7ot X
D EEBBIET DIz8D. EBEDERE TR EZ 8B I 2% B R0 (MFA, Multi-Factor
Authentication) DER DRI NN E

2) 7H9> MERBER (Account Use Policies)

7T hDOF 2 UT + FHEICE U BERERTEDIREI D N E

- EONIHNSEBAE U TERLTLS Windows PCOOTA >I1—H—=7HD> b\
RAD—=RZREDTILIFZNRY FOAXF, INFRULEZZA TIRDNL 8 U LTH
EI DRI (CHREINUE

- Windows M7 25« J5« L2 kU (Active Directory) & U TR SNIZIRIE T, PIL—
TBER(Group Policy)iE U CTIREDAIBRY D —D(CEND Windows PC D —3—77 13
> hDINRAD— RZFEEBDTILI7RY bMOAXZF, IWXFERVEEEZEZATRDINL 8
HIA L TERETDRD(CHKR L. 3BT EIC/\RAT— RAEBEEND KD (CBERIERDIR
S wE

- ERBHTIFRVWT /A REULIED IP 5O T10 > 7B < KD, EMHIEST7IOLEIK
RIEFADREINWE

- JXRDO—REAEND C EZ2B<esd. W< DI DEROOT A 2 REDH E. 7>

Nz G 9 DBERIEFADIREI D W E

3) $§HEFHD> MER (Privileged Account Management)

THO SEFERICK D IR TZRIMET e, BEEDT NI MROHERNEIDHTS
NIZ—iR7 70> MMCEUTOERORFANUBE

e UE— XU bvITFORI)L(Remote Desktop Protocol, RDP)&EL COT A > TE
20)IL—T X bhsO—AJLEREE (Administrators) ) L— T ZE DR Z & ICDVWTHR

AN wE

o BIREDIHD> SMRUMERMNEIDHTONIE—MDI7HD> b, EISSEEADEERLE
DIz DBERDIRTT HHE

o EWERLANILOI-—T-—HDENANILOY—EXZEDED. EITTETRVK D (CHERS
EOWETHNE

o EIGIADEBAICKDHEZRIMETDICH. H—EXTHD> MMIHITDHERDHIRT D
BRI E
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7. I RRA > bOERHERF

1) VI O 77v 77— (Update Software)
I RRA> MEndpoint) RUB—/\—mD 0S £V T MO T PHEH/IN—-23> TPy IF— K~
SNTVDINMERENRETH D . FFCHBICRE SN S AT ARMIGHROAR (CEN DB
53T 71 ILDEARS AT In(Deployment Systems)(CH 1 BEHR T W TF — hM&ETHh ws
i

2) OS#EkRk (Operating System Configuration)

INYF2 T —T DI ESNIARMICH T DWEZ RN T Db, OS DIEBRMDIRFI D UNE

® NTLM(New-Technology LAN

Manager) 1—H—323E 70 b )L, Wdigest SRsHESMEDIRET A E
o EBNUEECAEMGE. UA—N\IIAT A T7ZHBET . FIRTDBEHROIREINNE
& ELFHCTIFRVRSA/IN—DA X =)LV KD. FIIRT DEEROIREI N E

3) PV —>3 JHERRUY > RRY O X (Application Isolation and
Sandboxing)
ITIT/I\YF2TU)I—THER UHERKRUEEIAZE U TFHDTORAKRUST AT A

VOTRFT B EZFIRT DD, 7T VT —2 3 URERUT > RRY O XDEROEET AW
E23

4) 247851k (Execution Prevention)

SRATFTLMSRIVITTDRITZERH S 128, FITT 7 AAIILKRORIUT "RT70I> hO—)LD
BRI wE

® EHCTCERVWIF7AIILDOETZRLIEL. LD T F7O#AIROTOY I3 Dz, Windows
7TUr—23>00> bO—)LY—)LOERDESE N E

® JFAINEITESNDILDCHEITDN. EEITDIL—ILZIED. CDIT7AILNERITTE
21— —-KROJ)IL—T&IEETES Windows D 77w FOw H—(AppLocker) DERHDIR
SAh e

5) #reDENERV I OIS LDHIFR (Disable or Remove Feature or
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Program)

WREDERZERICH Tz, BIENICBRM ERDENNHDHMEOEMERVTOTS LD
HIBRODAREI D W E

® Windows D XFACA A B—=)LENTLVB MS Office DEF1UTAEEDF. Y
DOKE] & [TARTONYIOZFRRURV(BAFRR)] ODERREEZE TR UT.
77+« I 7+ L2 hU(Active Directory)HS GPO Group Policy Object)MDE&ED L. E
9 AR E

Macro Settings

) Disable all macros without notification
@ Disable all macros with notification
() Disable all macros except digitally signed macros

() Enable all macros (not recommended; potentially dangerous code can run)

DCOM(Distributed Component Object Model) DEERNEDI&RET N E

BEDS AT LAMS MSHTA.exe WEEE) UIRVK S (TR E

WinRM(Windows Remote Management)t — E XDEZMb DTN E

AEIREHEEITHREEDEMN DRI NN E

O—2WV > DtFa1 VT« RERGIIL—TEERNS LLMNR(Link-Local Multicast

Name Resolution)RUTw /(1 A X (NetBIOS) DRI LIRS A B

o O—HL\VI>DtF1UFT+REARUIIL—TBERMNS LLMNR(Link-Local Multicast
Name Resolution)RUTRw /(1 A X (NetBIOS) DN LIRS B

® PHP D eval()DL S0 T THAMTDRFE UTzBEz St 3 SR HUE

6) J—R&E%# (Code Signing)

ERTERVI7LORTERH s, - RELEREHDT SEFEREDRTDLE

o EBZLEHCRVWRIUT bDETZEF /T —> 1)L(PowerShell ) DEEREETE DIRETH s
7

o ERFEHCTRRNT 7 AILDOERITZ <BEREREDIRF M E

o ERFEHCTRRBRVY—ERXRSA/)\—DEFENRUETZ CBEREEDRFA N HE

7) Z>FOIAL)LA (Antivirus)

NIVD T 7DD O—- RRURTZB UL AN\ —BEZLLET D/H. CNEFRMULDDT
Ow O TEB7>F I )LA(Antivirus) DERDIREIH B
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o JILIITTFDAT>O— RRUETDMEDIZsH, R SUBABSLES X5 /A (HIPS, Host
Intrusion Prevention System)& U7 >F 1)L A(Anti Virus)idEDV U 1 —=3 AFEH
DIRFI N E

8) I RiRA > bhS5DiTA%ZBSLL (Behavior Prevention on Endpoint)

T > RRA > M(EndPoint) N SEBTERRBRLCIAD YT WEBMHTANRE UIRVLKD. Ba1ICH
1IE9 BT ABALE(Behavior Prevention)#aeERDIRETH N E

- BETERVWI7AILDOEITZLIET D728, ASR(Attack Surface
Reduction))L—)LDBIMEDIREI DN E

- J7AIILOBEN UV E, BENGRBRIIC/ADY T VT 7 1)L Z# ORI TS
DI RRA > MEndPoint)Y U 1 —2 3 AFRADIRET A E

- JOtvXRA>2x 023> (Process
Injection) DK SRBRWERMERINSAVU T OV U3 Dlzs. 11748 LE(Behavior
Prevention)#aEERADIREIT D W E

9) J\— RO T 7EDHIE (Limit Hardware Installation)

USB 5/ \A ARV L—/\TIVATF « ZEUEGEH TIFRN\— RO T 7 DERZHIRUE
. JOvoULED I DBRZIR

® YHEGREAHTIFRW\—ROT7OERAZHRLLED. TJOVITILDICI RRA> b
DEF1VFABENRUVEZSIY T IT -1 bOERDRI D GE

10) EE/\1JLVBER (Enterprise Policy)

E/)I\AILT I\ A ZXDEMERE IS bO—)L I BIHDBEREED8. EMM(Enterprise Mobility
Management)/MDM(Mobile Device Management)> X5 ADERADOESTNNE

® Android 7/ A ADEBEXERUANES XF LD 77 717 A (SHIBRIT E DEFERIHDH TI7 0
TR TED XD CHEFREREDIRI NN E

® IOSHS5I>H—TS51XEMmAEIAZ CER L. App Store TIFIRWENDFERMNSED
DTCEEBEIITVT—23> 21— N> XA =ILTERNKD. TOT 1 —ILDi|
PRESTE DIRET B
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I Appendix

SectorDJ' WV — FEEDEBRE I N b Y 2+

TimeStamp ThreatRecon Platform Event Name ThreatRecon Platform
SectorDO05 used a Phishing Email requesting
2024-01-17 https://cti.nshc.net/events/view/6975
comments on an Israel-Hamas war article
SectorD30 used LNK Malware disguised as a US
2024-02-13 https://cti.nshc.net/events/view/7141
strategy in the Middle East documents
SectorD15 used Malware disguised as Survey
2024-02-27 https://cti.nshc.net/events/view/7235
documents
SectorD26 used Supply Chain Attack for hacktivist
2024-03-07 https://cti.nshc.net/events/view/7313
activities
SectorD02 used RMM(Remote Monitoring &
2024-03-14 https://cti.nshc.net/events/view/7353
Management) tool disguised as tourism software
2024-03-21 SectorD02 used MSI Malware disguised as Pay Slip https://cti.nshc.net/events/view/7402
SectorD12 used Malware to target job applicants in
2024-03-21 https://cti.nshc.net/events/view/7432
the aerospace and defense industries
SectorD02 used MSI Malware disguised as webinar
2024-03-29 https://cti.nshc.net/events/view/7480
program
2024-04-04 SectorD02 used Domain disguised as Google https://cti.nshc.net/events/view/7558
SectorD02 used MSI Malware disguised as tourism
2024-04-22 https://cti.nshc.net/events/view/7655
software
SectorD30 used social engineering techniques to
2024-05-02 https://cti.nshc.net/events/view/8055
distribute Malware
2024-05-03 SectorD30 used a new Domains https://cti.nshc.net/events/view/8059
SectorD30 used social engineering techniques to
2024-05-06 https://cti.nshc.net/events/view/8060
distribute Malware
SectorD29 used Wiper Malware targeted attack
2024-05-20 https://cti.nshc.net/events/view/8178
against ISRAEL
SectorD02 used Word Malware disguised as Hajj
2024-05-24 https://cti.nshc.net/events/view/8251
Report
SectorD02 used malicious PDF disguised as webinar
2024-06-09 https://cti.nshc.net/events/view/8349
program
SectorD02 used phishing links disguised as online
2024-06-13 https://cti.nshc.net/events/view/8402
course themes
SectorD02 used MSI Malware disguised as webinar
2024-06-23 https://cti.nshc.net/events/view/8478
software
2024-07-02 SectorD02 used MSI Malware variants https://cti.nshc.net/events/view/8532
2024-07-04 SectorD02 used a new Domains https://cti.nshc.net/events/view/8521
SectorD02 used a malicious PDF of the National
2024-07-11 https://cti.nshc.net/events/view/8584
Cyber Security Forum content
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SectorD02 used Malware disguised as updated

2024-07-16 https://cti.nshc.net/events/view/8612
software
SectorD02 used RAT Tool disguised as safety
2024-08-05 o https://cti.nshc.net/events/view/8837
guidelines
2024-08-14 SectorDO05 used Golang Malware variants https://cti.nshc.net/events/view/8890
2024-08-14 SectorD30 used tailored credential phishing https://cti.nshc.net/events/view/8894
2024-08-15 SectorD30 used a new Domains https://cti.nshc.net/events/view/8895
2024-08-15 SectorD30 used a new Domains https://cti.nshc.net/events/view/8905
SectorDO05 used Malware disguised as Fake Podcast
2024-08-20 https://cti.nshc.net/events/view/8935
invitation
2024-08-20 SectorD30 used tailored credential phishing https://cti.nshc.net/events/view/8940
SectorD16 sells admin credentials that enable
2024-08-28 https://cti.nshc.net/events/view/9002
ransomware attacks
SectorD02 used Malware disguised as information
2024-08-29 https://cti.nshc.net/events/view/9183
security-related forms
SectorD12 used LinkedIn-based social engineering
2024-08-30 https://cti.nshc.net/events/view/9025
techniques to deliver Malware
2024-09-10 SectorD02 used a new Domains https://cti.nshc.net/events/view/9477
2024-09-11 SectorD01 used Malware disguised as PDF file https://cti.nshc.net/events/view/9293
2024-09-12 SectorD01 used a new Domains https://cti.nshc.net/events/view/9476
SectorD28 used Malware to Support Initial Access
2024-09-20 https://cti.nshc.net/events/view/9413
Operations
2024-09-25 SectorD30 used a new Domains https://cti.nshc.net/events/view/9660
2024-09-30 SectorD05 used a new Domains https://cti.nshc.net/events/view/9639
2024-10-02 SectorDO05 used a new Domains https://cti.nshc.net/events/view/9693
SectorD01 conducted Webshell attacks targeting
2024-10-11 https://cti.nshc.net/events/view/9785
exchange servers in the Middle East
SectorD02 used RAT Tool disguised as conference
2024-10-15 https://cti.nshc.net/events/view/9899
materials
SectorD02 used RAT Tool disguised as conference
2024-10-29 https://cti.nshc.net/events/view/10256
materials
SectorD31 used fake hosting resellers and IP camera
2024-10-30 https://cti.nshc.net/events/view/10212
content for cyber information operations
SectorDO05 used Fake Job Offers to Target Aerospace
2024-11-12 https://cti.nshc.net/events/view/10507
Industry
2024-11-12 SectorD22 used a new Domains https://cti.nshc.net/events/view/10504
SectorD31 Used Malware Disguised as a Google
2024-11-14 https://cti.nshc.net/events/view/10612
Chrome Installer
SectorD02 Used RMM Tool in Phishing Campaign to
2024-11-20 https://cti.nshc.net/events/view/10674
Dump Credentials
2024-12-10 SectorD37 used a Custom-Built IoT/OT Malware https://cti.nshc.net/events/view/11276
2024-12-13 SectorD01 used Malware disguised as GoogleUpdate https://cti.nshc.net/events/view/11642
2024-12-16 SectorD05 used a new Domains https://cti.nshc.net/events/view/11336
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NSHC.

LEGAL DISCLAIMER

NSHC (NSHC Pte. Ltd.) takes no responsibility for any incorrect information
supplied to us by manufacturers or users. Quantitative market information is
based primarily on interviews and therefore is subject to fluctuations. NSHC
Research services are limited publications containing valuable market
information provided to a selected group of customers. Our customers
acknowledge, when ordering or downloading our publications

NSHC Research Services are for customers’ internal use and not for general
publication or disclosure to third parties. No part of this Research Service may
be given, lent, resold, or disclosed to noncustomers without written permission.
Furthermore, no part may be reproduced, stored in a retrieval system, or
transmitted in any form or by any means, electronic, mechanical,

photocopying, recording or otherwise, without the permission of the publisher.

For information regarding permission, contact us. service@nshc.net

This document contains information that is the intellectual property of NSHC
Inc. and Red Alert team only. This document is received in confidence and its
contents cannot be disclosed or copied without the prior written consent of
NSHC. Nothing in this document constitutes a guaranty, warranty, or license,

expressed or implied.

NSHC disclaims all liability for all such guaranties, warranties, and licenses,
including but not limited to: Fitness for a particular purpose; merchantability;
non-infringement of intellectual property or other rights of any third party or
of NSHC.
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