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| tsmm=ED/ v £>92)L—FSectorA
1. COS—-AIIIN—TES

NSHCBRIHTHAZIAR (Threat Research Lab) Tl&. JtEABBUFZIED) \vF>2J )L —T TS SectorAT
=%, Gst7D0BT/I\wF200)L—TF(CHEUTWET . K5 (EHEEICEET IBUE. HEERED
BUFEBCEAREUZBERERZINETDCEZBNE L THE D, BRPZIRICUIZEEKNROEERZ B
EURI\YFOEHEMITUTITO TLET,

2024F D1/ (T =B SectorAT )L — T DiEEN = 3T UTHER. SectorA05T)L— T DEEINREGIEE TH D
. BENUTHETSectorA01 T IL— T DFEENER THD Z EMNBESMNTRDFELIZ.

SectorA05 J)L—T (&, fidttFa1 VT4 PECL>TFLRF (Kimsuki) &UTHSNSDTIL—
TTHHD. E(CBEREDOBATHEE. BHE. AZRBHZMRICRET T« v 2 JICED IERINEEED
ZEFE(CAITOTVWET. COIOII—TRY—SvIIVIDSZFUSIORMCRITTED. BROEE
IRRREEFERBH (CRIRUTZ DRI A XENERILI T 7 XEZER L. I\ R7ZE L TREAR
DERAZHRFITIMIEZEAL TVWDERSNET ., INSDEENE. LB DBERIIRFETZ (I
ST DI HDIBEHRERZEIN & L TLD EHERIENE T,

SectorA01 J)L—F (&, fdtzFa1UF 4 BECKL>TSHILR (Lazarus) ELTHSNDT)L—
TTHD. )= (&8 & RiEIFIRZ BN & U/ \—IBFRZ AT U TIT D EES RS
@ APT (Advanced Persistent Threat) J)IL—2T9Y, E5EFHTSAFI—2RE, OA—F
SOM—)UESE. COTMESSEORBARESEREMZIMEL T, SRtikEE. RISBEESIFT. B
BEEDER ESFNEEENRICMBEZITVE T, CDJIL—TDiEEN L. NEIEF DI DS
NFEE LU TEREIN TV CHEaNET,

= SectorA04 = SectorA03

q

= SectorA02_
4% L
SectorA07
7%

[ 1: 2024 FE(CHESR SNz SectorA J)L—T P T 0)L—TiEEE]
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2. MENRERE

SectorAJ )L — T DBEMREZERF = DT UICHER. 1T (15l EEFCSMEEFTaRE LI/ \vF>
TEEBNREERITON TV EMNBESHED T,

ITEER(E. VI NIIT7HERESM. TFaUFcVU1—23a i U5 RSG-EXTO/I\AF-RRE,
FTII)IA T SORLERERT DN THD . BEBERSI AT LAHEEZEORNEPEIRIC T IR TE DM AMZE
BUBEZMATVET, COXDIIFEDID. 1BIRINES JUEGEE F/2BM & 9D SectorAJIL—T DFE
BRMBWRERD EDFESNTVET.

Fziz, ITEEMRHIT I —EXPNVYY 1 -2 3 2 hYMNIOBEREEL EEL TV, EENRELZ
Ba, BT SAF I —>zB UL ITRFEECDIRNBAREENBVNEWVDRT, EERHMEBEN S ESEAT & S
SNTVLET,

EMER(E. |RIT. ISt REEERGIFIRE, BEEORNEEE(CEET IHETHEBR SN TED, N
5 (S NE (FEENHNEEBCEREMOFRE LU THIASNE T, Fe. SFITFMMEVYU1—-23
SE=EY - EXEEE UBENRFEIC KD, BT SAF T2 REDBENRY Ty hERDOJREMES
BATVET,

= ETC
9%

= Medical treatment
2%
= Non-governmental AN
Organization_
2%

[ 2: 2024 £ SectorA DI & 13D T EEEBLDFRET]

3. EWKRE
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BUF(E, 2024 (CHFBSectorAT)L—T DREMKE =M E(CRE(LUIERTH D RENRVNFER
B Eh ol Z2BRUEY. DITDFER. SectorAJ)L—T (FEEZWRCREE <WEZITL. R
WTT7Z AU EER L.

CDXIBIRERROEE(C(E. HHEDIHZBERDOFFED. ZEEDRET IBMEEDERNRE, FXE
RERMEEHNICERL TV EDIENS.

F9. BEEUA/N\-KEEEZITOBEIASMIBN (OAELUTHD. MERICIERBICHOIZ 2ESENRR
EEREHNMFIELTVE T, COXIRZRREFRBORT, ZET)L—TFEAN - EENLRFIEERCE
DVWTEEZEFBRT A/ —REOMRE LV TERELTHD. INIFEBEIIBRING LW\ S BN & EERE(CEE
LTWET, FF(CEBEE. RESDOBERIIES SUEEESRORIEICSE SR ERIPBREFRBLTNDIZH,
FHRi AN\ =7 O DA MTONDEREENB OV EBRLHRE U TERHSNTVET,
PAUNNREEDEBERWIBENREL D EHERICE. ERERCHENTZOBHIAICEET DT - TR
PRI (CHkGEEY (CRIS U CEEREIN'D D ENTSNT VD, PAU D4 REREEDZERER HBEFE
L THD. BEBEROEABIE CHMGI (CHENZRIEL TSz, TNITHL. SectorAT)L—T (3774
U DERDBASHE S LU0 TRl ESERFMREDS MBIREEZHRE LTS EHIBT L. iEsIas /0
—(EREEZIT O CS e EDFETN TS,

fERELT, SectorADIL—T DKEMR(E. ZHE T DBRERDINZS LUESHBELDEF CBBCEELL
RSB (CEP I DMEMN'H D F T, CNSDESNFE(CIBIRINGEZ 18 U CHERIZ BB H IR CHEIRE
BZERUEID EITDENCEELTED. B/ —ZEMhBIFORRISFRZMTI dFRE LU TERIN
TWBZTEZRULTWVET,

L ‘

[® 3: SectorA J)L—T OKEIERE]

4. RAIDEA (Initial Access)

20244F, SectorAJ)L—T DHWEEHIZDHTUILER. BYDORAEIMELTI v 2T (REFT4vE
>0) MEREE<BRSNTVDZENEREINE L, Tv v I (IFEOMREBRTIASIHRTFECE
DLHEBEFET, [RESNDIAT« VOB UT M D7 1)L zB Ui (RE7I1v2>20 - 745
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VFATR) 1 [BRUSOZERULER (RE7Trv2>20 - U2D) | o [ERRY—EXZEBRAT
BT (RET7 T4 w20 - )7 - B—EX) | D3DICHFEESNEY . SectorAT)L—T(FZDHhTU>
DEHEEEZERAUIENRSNTVET ., COLSREMODEIR(E, BRELINR, ZEHEM. RILELEZE
SR T DEMBISEEEECEBEL TS EEZASNET.

BAfB2AE TR U OR-RDEfEI— - OV w I BT TEERO— FHEESNZD. ’E
BOY—/)\—EERSNIZD T DLDICHASNDZENTE, AT 7 AIILARKL D ECRGEFEN LRI R
TY. Ffz. URUEHEY — EXPIEERR RAA > OBEZEB U TRHNDE KU T+ LY U JIREENRNIC
OB TEDEEILNET,

ZUCERMAIETE, ZEEMEA—IL. Ayvz>Tr— OASRL—2 32V —)URERLIEF v I 28
U CTERICEMNBIEET. T+ v 2 IR—2%B U TERIBIROGE EMalwareDILEZ REF CITS 2 EN'T
& REBEOSHEEILZRIRIT D2 ENTES.

BRIC, COEIMIEILIDDT 1 WS T RAA A 2 TS EEDF 2 R—2THAATE 32D, 3R
131 > I SER ERIANIMEAMHR CERZE < SectorAJ)L—TDEEAN(CERLTLET,

B Valid Accounts - TI078 _ B Drive-by Compromise -
Ti139

B External Remote 3%“, 2%

Services - T1133
4%

L] Supply Chain
Compromise - T1135
7%

[B 4: SectorA J)L—FERYLCIBARFET]

5. Hfeg§1¥ (Vulnerability)

ifesst® (Vulnerability) (&0 Y I RIS RFLARDTEFIUT 1 LORBTH D, CNEZBAT D EHE
. M. RAMRECHEESA DN D DET . 2024F(CHERSNIZHESEIEOEBRAFHIDFDFR-ER
. SectorAJ)L—T7 ([FE—DESS I (CAKTF I DD T (32 < IRRITIE U TR 12ME3514 % FIR(TER I 288 %
BOTWSZENESMNCRDFEUZ. COXDEEAIE. REMRORES T AMERM(CIEU TRERMEA
BRI ZRSBRU LS I DHBEN 7T O—F & UTEIRSN., BEH— DRSS (CIKTF I D LR CBHEIICES
(CE5SNDEEMNSDDEVNDIRZRBLUKIS EITIENERMENTNDEEZISNFT ., T, /SN
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7zPoC (Proof of Concept) O— ROEE, MESEUNEFEIT DI ATLDERE, tF+1 U /\yFOEAIK
TIRE BRARHNSERZHRENCERB L. WRICIEU TRRDMIEEBRALZEDTESNTVET, ZOF
THENERSEENEN > IEEE/RMEESME(E [CVE-2023-42793]1 . [CVE-2023-46604] . [CVE-2024-
38178] THhDZENMEREINFE LI,
CVE-2023-42793(3. JetBrains TeamCityH—/\—T&RifZE L. UE—hTI— REEITTEZDHMEEHET
9, Ff=. CVE-2023-46604(%. Apache ActiveMQTHAET DU E— ~I— RETDMESEETT, =5IC.
CVE-2024-38178(&. Ivanti Connect Secured £KU'Policy Secures— M T/ TUE— FIY > REETH
BETRAESSMET I,
CNSD3DDMESFEEINT, KRBOADEBENEHEBHATE, BEIV> REBU TS XTAEREZERLIZD
IO RTEAZARILTBRE, BIDRAZIGEICT DHBERZRFOTNET. NSO APT
DI—T . RCTIERERRLU CTRR(CHE 7 O TR ZEM L. B> TSEEMNEBEL LD &I DSectorA
II—TDIEEARICERUEFT ., Flo. WRSAFTLNEFIUTA VYU I—23 2 0RA> TS
(TeamCity. Ivanti., ActiveMQ7/&) TR SN TSI, LEHIMMEEDFRD LNEHMEARED
RN EIRETH DT END. NS ZEDIESEEEBARA LT EBIENTVETD,

= CVE-2023-42793

4%
= CVE-2023-46604

4%

CVE-2024-38178
4%
CVE-2021-44228
2%
= CVE-2023-22515
3%

= CVE-2023-27350
3%

= CVE-2024-1708
3%

= CVE-2024-1709
3%

= CVE-2024-21338
3%

= CVE-2017-11882

1%

= ETC
70%

[K 5: SectorA J)L—THER UTZRESS 1 b 7 10]

MEsEEa — K MesstED | HE 5 1 5
CVE-2023-42793 Authentication Bypass Vulnerability JetBrains TeamCity
Deserialization of Untrusted Data

CVE-2023-46604 Apache ActiveMQ

Vulnerability
Scripting Engine Memory Corruption

CVE-2024-38178 Microsoft Windows
Vulnerability

CVE-2021-44228 Remote Code Execution Vulnerability Apache Log4j2

Atlassian Confluence Data Center
CVE-2023-22515 Broken Access Control Vulnerability
and Server

NSHC©2025 All rights reserved.
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CVE-2023-27350

Improper Access Control Vulnerability

PaperCut MF/NG

CVE-2024-1708

Information Disclosure Vulnerability

SAP BusinessObjects Business

Intelligence Platform

CVE-2024-1709

Authentication Bypass Vulnerability

ConnectWise ScreenConnect

CVE-2024-21338

Exposed IOCTL with Insufficient Access

Control Vulnerability

Microsoft Windows Kernel

CVE-2017-11882

Memory Corruption Vulnerability

Microsoft Office

CVE-2017-4946

Information Disclosure Vulnerability

VMware vSphere Data Protection

CVE-2017-5070

Type Confusion Vulnerability

Google Chrome

CVE-2019-0708

Remote Code Execution Vulnerability

Microsoft Remote Desktop Services

CVE-2019-15637

Privilege Escalation Vulnerability

OpenBSD

CVE-2019-7609

Remote Code Execution Vulnerability

Kibana

CVE-2021-20028

SQL Injection Vulnerability

SonicWall Analytics

CVE-2021-20038

Stack-Based Buffer Overflow Vulnerability

SonicWall SMA100

CVE-2021-3018

Cross-Site Scripting (XSS) Vulnerability

Fortinet Fortiweb

CVE-2021-36955

Elevation of Privilege Vulnerability

Windows Print Spooler

CVE-2021-40539

Authentication Bypass Vulnerability

Zoho ManageEngine ADSelfService

Plus

CVE-2021-40684

Authentication Bypass Vulnerability

Fortinet FortiOS, FortiProxy,
FortiSwitchManager

CVE-2021-41773

Path Traversal and Remote Code

Execution Vulnerability

Apache HTTP Server

CVE-2021-43226

Remote Code Execution Vulnerability

Microsoft Exchange Server

CVE-2021-44142

Out-of-Bounds Heap Read/Write
Vulnerability

Samba

CVE-2021-45837

Cross-Site Scripting (XSS) Vulnerability

Dolibarr ERP CRM

CVE-2022-21882

Win32k Elevation of Privilege Vulnerability

Microsoft Windows

CVE-2022-22005

Remote Code Execution Vulnerability

Microsoft Exchange Server

CVE-2022-22947

Remote Code Execution Vulnerability

VMware Spring Cloud Gateway

CVE-2022-22965

Remote Code Execution Vulnerability

VMware Spring Framework

CVE-2022-24663 SQL Injection Vulnerability GLPI
CVE-2022-24664 Local Privilege Escalation Vulnerability GLPI
CVE-2022-24665 Cross-Site Scripting (XSS) Vulnerability GLPI
CVE-2022-24785 Directory Traversal Vulnerability Composer
CVE-2022-24990 Remote Code Execution Vulnerability Apache OFBiz
CVE-2022-25064 SQL Injection Vulnerability GLPI

CVE-2022-27925

Remote Code Execution Vulnerability

Zimbra Collaboration Suite

CVE-2022-30190

Remote Code Execution Vulnerability

Microsoft Support Diagnostic Tool
(MSDT)

CVE-2022-41352

Remote Code Execution Vulnerability

Zimbra Collaboration Suite

CVE-2022-47966

Remote Code Execution Vulnerability

ManageEngine Products

CVE-2023-0669

Remote Code Execution Vulnerability

Fortra GoAnywhere MFT

CVE-2023-21932

Remote Code Execution Vulnerability

Oracle Weblogic Server

NSHC©2025 All rights reserved.
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CVE-2023-25690 HTTP Request Smuggling Vulnerability Apache HTTP Server
CVE-2023-27997 Remote Code Execution Vulnerability Fortinet FortiOS
Barracuda Email Security Gateway

CVE-2023-2868 Remote Command Execution Vulnerability

(ESG)
CVE-2023-28771 Command Injection Vulnerability Zyxel Firewall Devices
CVE-2023-3079 Type Confusion Vulnerability Google Chrome
CVE-2023-32315 Authentication Bypass Vulnerability PaperCut MF/NG
CVE-2023-32784 SQL Injection Vulnerability GLPI
CVE-2023-33010 Remote Code Execution Vulnerability Apache RocketMQ
CVE-2023-33246 Authentication Bypass Vulnerability Progress MOVEit Transfer
CVE-2023-34362 SQL Injection Vulnerability Progress MOVEit Transfer
CVE-2023-35078 Authentication Bypass Vulnerability Ivanti Endpoint Manager
CVE-2023-3519 Remote Code Execution Vulnerability Citrix ADC and Gateway
CVE-2023-38408 Remote Code Execution Vulnerability OpenSSH
CVE-2023-38743 Cross-Site Scripting (XSS) Vulnerability GLPI
CVE-2023-41892 Privilege Escalation Vulnerability Apple macOS
CVE-2024-38106 Information Disclosure Vulnerability Microsoft Dynamics 365
CVE-2024-4947 Remote Code Execution Vulnerability Oracle WebLogic Server
CVE-2024-7262 Remote Code Execution Vulnerability Adobe Acrobat Reader
CVE-2024-7263 Privilege Escalation Vulnerability Linux Kernel
CVE-2024-7971 SQL Injection Vulnerability Joomla CMS

[ 1: SectorA J)L—TH' B UIZAEEEMHED X ]

6. A—J>Y—X (Open-Source) 8LV IU—I17 (Freeware)

A—T2YV—-RBKRUVOTU—J17(d. #TEENTHEATSE. V-XXI—RAEAEENTVS D

. BIES KUBEMAEIEERY I MO T 7ZBKRUET .

ATV —-XBKLVTI - F7DHF T, SectorA ZJ)L—F(d GitHub & Dropbox ZRE%< E

RUZEDENTVET,

GitHub (&, HFRRDHEREENY —XJ— REHBL, BHTEDLSTHRI DI —RURST KU

TS5v RIA—=ALTHD. Dropbox (FI1—HF—NT7AILZERFL. HETEB3ITTRR-ZAD

J7AIIIRRF+ 2B —EXTY,

INB5?m 2 DY —)UIE. Malware Z/RRAF + > UCTIEWNRNBEZEEITIDLD(CLIZD. C2
(Command and Control) B—/\—D XS (CBAZTNTR/O— RZzEMLEZD, INELZT—4

z=7vIJO—-RIZBNTEHRAEINDZENBDET,

NSHC©2025 All rights reserved.
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ETC

&

Google Drive
6%
Microsoft OneDrive _ Telegram
2%
3%

PR A%
pCloud  Xeno-RAT M'“‘;':‘u

3% 3

[Figure 6: SectorA J)L—THhBRULZA -T2V —-IAB KV TYU -1 Topl0]
| 20244 sectora V) —7E8

RIE, 2024FDIERBICFKERE SNI=SectorATIL—T D) \W > J5FENCRET D ABES DM T I .
1BDI\Y F>0EE

1 BICE, ItBEFBRTOIEZ =TS SectorA JIL—T D55, &5t 5 DD/I\wF>TT)L—TD

SEEINRRE ENF UL, NS SectorA01. SectorA02. SectorA05. SectorA06. SectorA07

JIL—-TT9,

SectorA01 J)IL—TDiEENE. ARA> . PAUD, R4V, TS2)L. TSR, @ILET. N

2055733, ML ARSIV AR O37. AA X BETERSNFE UL, &EHJ)L—

T(& SSHA® Telnet ¥ — = F) Ui (CE(CERASNSD Putty VI bDO T 7 (LA U PE
(Portable Executable) fzzD Malware Z{ERLZE LTz,

SectorA02 J)IL—TDFEENI T AU N, IL—X =7, BETRRSNFE UL, ZEHIIIL—T(EFH—

R D A — S ARANE (CAE Uz Windows >3 — hAHw b (LNK) FeROXILD T 7= ERA L.

E#2E9(C PowerShell OY> RZE L CEMDNILI T 7ZSFD>O—RU, AEURIRTERITUE

ER

SectorA05 J)L—T DiEENE. RO/\F77, 8BE. &5, FE. O0>77, ML3. 94 RAYT

TONTWET,
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SUAR—ILTRRESNE UL, ZHTI)IL—T(E EADKBEIER THERTE S Foxit PDF U—4
—DT7 Vv IFT— I 7A)UICHE Uz PE (Portable Executable) A2zoD Malware Z{ERLE LI
SectorA06 J)L—TJ DiEENF 0> EF THREENFE U, ZHIIL—T(E Mac OS (macOS)
A—HP—Z{RIC. BERD 7ILERDILEF (OPG) Z{ERU TERD 71 ILICAE LTz Mach-0
NILD T 7ZEERLUELU.

SectorA07 JIL—TDFEENF T AV D TREESNE U, 20— T (SIFFRSTIAVEREE (C1A
£ U7z Windows AL (Compiled HTML Help, CHM) J 7 AI)LIERDILD T 7%= FER L. &%
#I(C PowerShell ¥ > Rz@E U CEIDNILDO T 7Z2SF D> 0— REKUEITUE T,

2ADI\Y F> D iEE

LB DXZIBE 2T TUL\D SectorA JIL—TDH T, SEID 2 BICEEET 2 DD\ F>T00

=T DFENFERENF LIz, EN5(E SectorA01. SectorA05 J)L—TJTT,

SectorA01 )IL—TDFEENINBF L. ROV, PAUBDTREENE U, ZEIIL—T(E A

—T2V-ZADVE—NEE/UE- RO MY ITVYIT DT 7 TIHD UltraVNC (CAER LTz PE
(Portable Executable) FerD~ILD T 7= fERALFE U,

SectorA05 JIL—TDiEENE. /\>HYU—, BE. Z>HR—)L. J\FREF> RAVYTHER=N

FUlz, ZHIIL—TF. bL—FT« 2 TBEERN(THEELIZ Windows =3 — bAw b (LNK) #

D Malware ZfEAL. Dropbox M APl ZFIALFE U, &ENICH D> 0O— RSNz PE
(Portable Executable) 2 Malware (&, 380 —EXESIKE (Distributed Denial of

Service, DDoS) . F—0OF>J. UE— hMlfHEZRS. WBET —/ (DB (Tt THRL 7

HREZERITUET.

3RDI\YF> D iEE

BRI DB ZE (T TU\D SectorA JIL—TDH T, S 3 A(CIFEET 4 DD/\wF>TJ)L
—TJOFEHINREREEINE L. ZH5(E SectorA01. SectorA02. SectorA05. SectorA07 2JJL—
JTY,

SectorA01 JIL—TDESNFEEE. &8, PAUATRESNE UL, ZHTIL—T(EAR Python
RS KU TEHSD Python /\w o —=+ > 5w X (Python Package Index, PyPl) Zi&@U CEER
D3 Python AW —S%EMLTHED. REHICIERINE. U E— NlfEHEEZFD Malware
ZEALFE L,

SectorA02 J)L—TJ DiEENFHE. BETREINF UL, ZH5T)L—TF(FtEiENEBRE >~
—DEMFEERDTZTA VI I A=)V ZERAL. A—)UITRMIENIZER D 7 )LAICHFIET D
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F1 U0 ISAXELCHERELTZ Windows =3 — hAw b (LNK) 2D Malware OEITZ:5E
LFEUE. REMICEITESNIZ Malware (317725 w2 X (Yandex) . pCloud idEDT S R —
EXZERL. BRINES LUV E— MRz UE U,

SectorAQ5 J)L—T DiE#NE. 8E. /\(FRH>. PAUHD, FE. /FUR. ISR, IL—X
=7, JILDI—. O37, FETRRESNFE UZ, ZEIIL—T(F. BREESCHELZ
Windows >3 — bAw b (LNK) J71)LERD Malware ZfEF L. Dropbox API Z:@ U CENN
@ Malware ZEfLE LTz,

AO>0—-RUTREBHICA—T >V —-ZAR=-IDUE— > bO—=)LY—ILZERLUFE U,
SectorA07 J)L—T OiEEN IO 7 EBETRRESNFE Uz, A0/ —T (MBS EGIPizR
UL, BEABRINEFIAREE (CAR LTz Windows =3 — b Aw b (LNK) =D Malware DE{T
#5558 L. VBS (Visual Basic Script) 7 77 JLRZD Malware &/VwF (Batch) XOUT ~
Malware ZfERA U CBIRINES LU IV REIEICE D SFSFHAEZRTUH U,

4ARDI\Y F> U ES
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SectorA01 JIL—TDiEENE. 1> R, I\>T5F72 0, S2HR=IL, J\OHU—-TRREINF
LTz, B TIL—T (3. HABEDHMHFIRE (CHARELIZ Windows >3 —bAw b (LNK) T71
IWRDRILD T 72 ERAL. FRACELDHDARNEDIILI T 7ZFEITIDLOFZELFHLUEL
o RIRMICEITESNDVILD T 7 DOFEREREF. S AFABRZXREL. LA NUERZEL TH
HEEERL. HEEBMRET DIBREDH DI I— RE2REWMRI AT ATEITCETRILICITDIL
T9Y,

SectorA05 J)L—T DiEENFEEE THRREEINE Uiz, ZHT)L—TERETmEEB(CREL
Windows =3 — hAw k (LNK) T 7LD Malware Z#FE L. Dropbox API Z:i& U CENN
M Malware #4520 >0O—RUTEALE LR,

SectorA07 J)IL—TJ DiEENFEE CTRESNF Uz, &ZHT)L— 7 (3AtEEFNEREim (CRT 2 XE
(= UTz Windows >3 — bAw b (LNK) J7)LEROD Malware ZER L. WEWHRM
Malware ZE1T792 &, Autolt RV T N THERRESNIZIBIID Malware 245 > O— RBLUE
TUTERDSDITRZITVE L.
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LB BT DOXIEZZ 1T TS SectorA J)IL—TDHRT. SF 5 B(CFEET 5 DD/I\YF2TT)L
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AV, DUO5A4F. ML IIL—NXZF. PRILUAZv >, PILEF> . TILAZT, 4FUX
BR ISR AFS 45U )\ OSF2a. NNFREA . 'OV, SUHR=ILTHE
RaEnFUlz. ZEHIIL-T(F. FRABSEZERV. LinkedIn 2EDTRATSY I A —LTYT
RO T PZRREYIT IS VBOAMZERRIC, HAC>FE1—PO-RLE1—DFR
BNELT. BEDHDIRIVUT NI 7L EXETIREEFEIHZITVELL. HFRATAMMPY—-X
JO—RLEZ—DFRAMREDIT 7 A IVAITHRREUIZEME T 7 A ILICIE. BRI X7 ADEHRDOF—
R— RANT —FREDIBHRZ EOBRDD DMEEEDVILIO T 7 A0 VT M EFENTWE LI
SectorA02 J)L—T DEENFFBE TRESNFE Ulc. BT —T(EEMERARB (AR U
Windows >3 — bAw b (LNK) J70)LZ2ERA L THEEE 2170 WEXMRI AT AR
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R=PID T TPA RTHIRAI/IN\—DOTA R=J(CBEUE T v 2D DT TP+ NIHE
U. RAN=DA=)LT DT> hEIRD— REEHFEURL. Fe. ZHIIL-TERCDTITY—
N—ZBU TA-T >V —-RTOT T U M TSIz Xeno RAT & U THISN D UE— hli
Malware ZEcf L. WEMRS AT AICA A b—)LEfz Xeno RAT @B U T C2 5 —/{—m5
ZATE D 2@ BTV, FRRIRBRDHDITAZEITLE LU,

SectorA07 J)L—T DiEENFEE THREEINE Uiz, ZHTIL—T(d. BHENUI MMIAELZ
Windows =3 — hAw T 7)L (LNK) ZEfm U CHEEEZITL. BEMNRS ATAICA>R
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6RDI\YF> D iEE)
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INFRI>, =T, ®I\=I)L. RT1—-F>. FTOR, 23—->7. TS2)L. 037, A
SFUFPTRRENFE U, ZHT)L—T & ERBEHEZRE, #ATA MY -XO-RLEa1—
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SectorA02 J)L—TJ DiEEN FERE TREINF Uz, ZHI)L— T (FHRBEEIREMERECHAREL
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Embedding, OLE) W'&8FL. BEDY —/\—(TiEizdAHFET .

SectorA05 J)IL—T DiEEN G, EBE. 7AUD, RV, FETRERZNH LIz, 22T &
BEEFRECH U THEIFN I TO—FZ2ildr. WEWNROARFDOFREREZESRE, BENLEGR
FEBU TEBEZEILE. Ay v —PAX)LZBLU TV — MNIBEUIEER T 7 1 I)LDS
D>O0-RUSTOZEXMELF U, RAEMICEITEHSD Malware (&, Windows PE (Portable
Executable) F2Zd Malware TH D, WEEDGTICRE D TERA IXBE DD DHEEZERITUET,
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— (&, BEEHRFE(CTHELIZ Windows =3 — v b (LNK) T7MIIUERONILD 1 7%= {E
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ARNREDT 7 AINAICHERUIEME DT 7 IVZERL. EHED 71 )LAEORBREDHDEND AT
DT hETEFBELFELU.
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SectorA05 J)L—TDiEENFEEE & R TREINFE Uz, ZHJ)L—T(F@EMFES CREL
7z Windows =3 — hAw b (LNK) T 7LD Malware Z{#EH L. Dropbox API Zi&EU Ti&
i Malware 25 D>0—RU. T7AILLAARTEITIDAEZERALE LU,

SectorA07 J)L—T DiEENFEETRESNFE Uz, ZHIIL—T(E. [AIMBMERUEERERNE
(A= UTz Windows >3 — bhAw b (LNK) J7AILZHOD Malware ZERLTEHE D IRETR
H* Malware #3179 3 & &=H&HI(C Visual Basic Script &/\wF (Batch) XU T MERD
Malware H'EEL. BIHRINED KNBIID Malware 45 D> O— REKLUVEITUE T,

8ADI\YF>JiEE

BB DZIEZ 1+ TUL\D SectorA JIL—TdH T, SH 8 AIC(@&Ft 6 DD/\vF>TJ)L
—JOFEEMNIRERENFE U, TNSIE SectorA01. SectorA02. SectorA04. SectorA05.
SectorA06. SectorA07 JIL—TTT,
SectorA01 J)IL—TDiEENE. WILET . 41> R NLF— JFR5> SvIaH. ML,
SUHR=IL =X ZT. IL—27 Ta>T2 R AXST)L. O>7, BFEF. 7AUBD.
IVECF . A=X SV, HE. ISR, JO>EF7, RORZY., /1FUR. TR 7
5733 RhFA VDT — 4> RRST77. BR, 7S7EREESR. 5. ARA
> OAQFFT. DOSAF, FADT, TSIV TEEBILTLET,
XF O, AYITRG> A4FUT. RAY, TJoUECTRRESNFE Uz, ZHT)L—T (AR
HEZRV, BATAMY-XO—-RLE1-—DFRANNREDT7AILVETHEVIEER I 711
ZEAL. BT 7 IILNEBDEBRDH SEMNDR OV T hETZFELEHLU.
SectorA02 J)L—T DEEFEE TRESNF Uz, ZHI)IL—TE 40OV I K D12 RD
X (Microsoft Windows) dMX2UT RI> <> (Scripting Engine) (CFTEY DRI EE
EBRIDIROUT bOXILD T 7 ZEmUE U,
SectorA04 J)L—TDFEENFEAR., ZRAUH, O3, BETHERSNFE UL, ZHJIL—TE.
DOF>2V T RO T VERS AT AICHFET DKRMOMSEEZBAL. SXFALABLURY hDJ—2T
BB EZINE T DMEEZRICI IV T 7 &I L E Uiz,
SectorA05 J)L—T DiEEN(E. BBE. 7AUBD, FE. A-XEFUT7, EZT)IL. AFUFTH
REnxLric. &HJ)L—TJ(&. EB0ZESHBEMICARE LIz CHM (Microsoft Compiled HTML
Help) Z7 ()LD Malware ZfERA L. &EMN(CIERERY T DT 7Z2F AL DLL B RO—
7 >2) (DLL side-loading) F&ZiBU T, dnmHliEEaeE=1T79 S DLL Malware #£1TUET

>

o
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IBIXECHEELUIZ Mach-O ¥ILD T 7ZERULE L. D Mach-OXILDT7(d. WERAY—
IN=MSEIMDRILI T =TT >O— REKLUETIT DHMEEERF D TLET,

SectorA07 J)L—TDiEENFEEE. HFFTRETNF Uz, ZHV)L—THMRIGEEMEETO>
T hNDBREFHZERT DINE (AR LIz Windows =3 — hAw K (LNK) T 7 1JLEER®D
Malware ZBHELUTH D, WEMRN Malware #E1T9 D &, &=HZHI(C Visual Basic Script &/
wF (Batch) XOUT MER®D Malware HEIEL. IBIRINES KUIEND Malware #4D> 00—
REKUEITULET,

9ADI\Y F> I iEE

9 AIC(Z. ILBEASFBRTDOZIEZ (TS SectorA J)IL—TDHT, &5t 6 DD/I\WF>2TTIL—-TD
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. SectorA07 JI)L—TJTY,

SectorA01 J)L—TDiE#NE. BAR. AS>4. hFH5. JaUE>. ZAUD. S2HR-IL,
O>7. A—=XKSUT, R=Z2 R 412 R RhFA, AFUR TSR IZTh T35
Lo ADx—7>. ML3. AF-)L. JO02EF. EOV I NLFE—. PVSITEREER. FE
CASS BB LIS URFTIZY BE. RAYTRRSNFE Uz, ZED)L—T(3HRBEEY
BICBREL, AT AMY—-XO-RLE2I-DFRAMRIEZITOTVET,
T7AIAICHRREUEER I 7 IV 2ER L. EHET 7 IILNEBDBEDH D XTIV T bDETZH
BULFUL.

SectorA03 JI)IL—T DFEENIEEHE RV THRESNE Uz, ZHTIL—T(EXOR ZILTUXALE
Base64 77)L U X L7%iE U T Malware DEIWEICEREN S XFF5ZES{6 Uz DLL T 7 1)LAZ
M Malware Z{EALZE Uz, DLL 7 1ILAZD Malware (&, &7ERR Windows BE+ v+ 51U
—Ea1—-7O2R—3%> hTé S shimgvw.dll @ ImageView_Fullscreen 21 —JLZERHL. &
I (CEITSND Malware (332 XT AIBRDINES LURBEENDIRRICIE S TEND Malware &
BEELURIT TS IHEEZRF O TLE T,

SectorA04 J)IL—TDEENFIAF U7 EIOCETFTRESNE Uz, ZHT)L—T FERAESE
(CRE L. BESESNIZPDF J 7 (ILEBNZRITI DL D (CRETSNZXILDI T PDF U —4 —
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DFI>O— R, T—HDREMEEEF > TLET,

SectorA05 J)IL—TDiEENE. 77 AUD, BE. S2HR—IL. />R BA EOvI, HF5
 AFURTERREENF UL, ZBI)IL-T (. T+ U« RREICEY DIF L HBEREBHK A DFTH
E(TBELUIZ Windows >3 —bhAwv b (LNK) T70I)LERDYILD T 7%Z{ER L. Dropbox API
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SectorA06 )L —T DiEENFA—X NU T TREENFE LIz, &ZEHIIL—T(E mac0S 1—H—%=
MRIC VoIP 7TV —23>Y T D17 TS Discord OS5 AR LTz Mach-0 XIL
IT7ZEFERAUELURE. COIILDITE BRULESRTAICA > A ~—)LENTz Discord 70005
LEBEMZ . ST LNEETDECICEBNCEITIN. RENICUE— MNIEWEEERTI D
EBMONILD T 7ZEM U TEITUET,

SectorA07 JI)IL—TD5EENFTZ AU D, 8E. HFFTREEINF U, ZHIIL—-T(F A=)l
P> MMRBRIREE(CIRD EWLWDHE T, IR—F)ILH A RMDOHRIY -t F—mSXESnen
DRIIBRUIZRET 4w 2O A=)V ERLFE L.
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—-JT9,
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 JSDIILTRRERESNE LU, %37)L—F (3 GitHub (T nft_marketplace-main &WLW\S<I)LDO T 77
JO2xobz7yI0O—-RU. NZEEBBRNFT Y-y NTLARTOS T O MNMIBRERTDS
ET. BRENMRWVRKIIOO-RIDLIOFELFE UL, RENICERASNI/I\WORTE I
EWRDIATACA A b—ILEN, T—92RINICINET 2B EER . WEEDT—/(—&
BIEUTCENMDSBZRITL. WESNET—FZXMET DRz LE LI,

SectorA02 JIL—T DFEENIHIRDT . ARSIV, 8BE. HATERSNFE U, &E0)L—
T(SHIRAERPET NGO Income_edit.zip] EWDSEMBI 7AILAR TSN T4 w20 A —
IWEERUE U, RENICEREINIZTILD T 7 (d PowerShell R—XDYILD T 7 THD., WE
BOGDICHOTI7AILVEERU. LR NIZEBIEL. FRENZIRDZERT DIREDIESE
ZITWEUTZ,.

SectorA05 J)L—T DiEENFEEE. BARATHERESNFE UL, ZEIIL-T (3. BSEEHEEDORNS
DEFE (AR LTz Windows =3 — bAw b (LNK) T 7 )LD Malware Z{#EH L. Dropbox
API 238U CENMD Malware 25D >0O— KU, IJ7AAILLABRTRITI DA EZEALELE
SectorA07 J)L—T DiEENFERE. HFFTRESNF LIz, ZEJI/IL—-TETOZ U NEikE
REREBICHE U Windows >3 — hw b (INK) T 7 1JLREZD Malware ZEBLTH D,
WEMSHH Malware £E1T79 D& TFRAY(C Visual Basic Script &/CwF (Batch) XU MM
D Malware DNEMEL .. 1BHRINED KNEND Malware 245 D> O0— RBKUEITUE U,

118DI\Y F>05ESE
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LB BT DOXIEEZIT TS SectorA J)L—TDHT. $A 11 BIC@EET 5 DD/\yF>2T00
=T DEENRERENFEUIZ, TNSIE SectorA0L, SectorA02. SectorA03. SectorA04.
SectorA06 J)L—TJTT,

SectorA01 J)L—TJDiE#NE. O>77. FE. LD, IWFRY> . A2 RRST7, T35S, T
SR, RV, PRAUB, AR oO07FF7, XhFA, S2HR=IL. ARA>, 4152, X
L—>7. 4ARZTIL. 49U7. 8 RAR. BR, 9054+ BE. HhF+45. /1FUXTHE
RenxlUic. B0 —TJEEDOVUE- ND—ORAIOCRZBRL. BOETZFIALUTE
AEnizg. SRR —5Z2HIM IR EZITVE Uz, REMNICERASNIE/\v o R7(& IE
ROZAFTACA A B=ILEN, T—9Z2RIN(CINETETIEBZER. HEEDY—/(—L&E
ELUTENMDETERITL. IESNTT—FZXET DHEEZRIZLE L.

SectorA02 J)IL—T DEENFEE. A1FIUXTRESNFE UL, &2T)L—T & [1tO>7EER
PEBFOMILBERZL] EWD T 70 I)L&%ZHFD Windows =3 — v b (LNK) T 71U
DIIVIDTT7ZERL. RIEMIC/I\W ORIV T 7 ZERLUTHREBEOMT(ICR> TI71ILZ
ZHL. pCloud. Yandex DKSRIST RS —ERZFER L TKREEDI ST RY —)\—(CRx
LEUE.

SectorA03 JIL—TDEENE. 15>, RAY, BR, O3V TRRENFELZ, 22T &
. PEKXFEEOBFRCEET D T 7 1ILARUIAREST « R4 A - (VHDX) ZEAL. &
B (CfEF Uz Malware (FINEE DTS (CHE > TI 7 1 )LOGHENEEF+ 7 F . BIlD
Malware D5 D> O— REKUVEITT DHREZMR TLET,

SectorA04 J)L—TDiEENIOS V7 TRESNF Uz, ZEIIL—T(F BENZERIGRE
Windows 71X « h=T> D& AZBE L TRY NT—DDERES KUHERFAEZITL. TDE
. Play Ransomware Z{FEH I 3ERIIL—T EHB DU TS Y AD T PIREZET UTTIRRAERR
=nFUL.

SectorA06 JIL—TDFEENFAF IR, PAUDTHEEENFE UL, ZEIIIL-TIESEEEE
DEE EHERIBFIROINEZBN E LTH D, MacOS DIRIBRTE I 7 1L ThD Zsh RIERE T 71
JL (~/.zshenv) ZEIELT. AT LABEBRETILD T VHRENICETEINDLDICHELE
Lz

12AD/\Y F> V55

12 BIC(E. JtEAEEBAFDOZIBEZE= T3 SectorA J)IL—TD>5, G5t 4 DD/\wvF>2TT)L—TD
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o
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SectorA01 J)L—T DiEEFEE THRREENF Uz, ZHTIL—T (& LinkedIn DLSRTSwv hT
# —LATEHABEDHE 7\, AOMBHSZIRI T 35 ECTBRENIRESE CBALELZ. &
BOCEASNEZILI 7@ O RO ~O—IL (C2) B—/\-&L@EL. BIMDORAO
—RzSHD>O-RUED. #ET—SZzRESEIHICERENELL.

SectorA02 J)L—T DiEENFEETHREETNFE UL, ZEIIIL-T(@F [d3ELAXNE] £WDT
71 )L%&%ZFD Windows >3 — hAw b (LNK) J7-)LZROD Malware Z(ER L. &~&H(C/\
w7 RJ7 Malware Z B U TCHREZEDOGD IRV T 717)LZZEB L. pCloud. Yandex DKS7/
SORS—EXZFERALUTCHEEDIS D RY—/)\—(CImX LFE LT,

SectorA05 J)L—T DiEENFEETRRETNFE Uz, ZHI)IL—T(d. BEDOR—2)ILDTTHo
b THDIRA/N—DOTAR=Z(BEUIET 1 v 2 I0DITTHA MIFEL. A/ —DA—
IWIPHDY REIRDT—REEESELFEU.
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N> RZB U THREENSKESNITEIMND/\w FRIUT k Malware 245 D> 0O— REKUET
LET,
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SectorA J)L— (& 2024 FORIF 1B U TREGMIN DL AR W 2 I5EENZITU. BAHIIRE
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BiEZRUE U, COUII—-TEEMZBL TCEEBZEML. (XEBA. 2HOUTIIL-THE
RIS RN (CBZITOBEZE L T, HRNQEE THE IR EE LI,

FERKEMRE L. BEZEUH. PAUD. RAWY, TSR AR BAR JrUE>. T
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BEDIJMENFERENDEE, EREOSREZRLEL.

WENDS — (IRMEIC - —DOHEEFRICE DV TRETSNTE D, FAMMSNE. SEEN.
FEd., BERIREEQCHEN TIRERDSH DX ERL(CRESNIT Malware W& EGHRI SNEL
oo WEICHAENIZD 7 1IILEREZAR(CIRN. Windows =3 —bAw bk (LNK) . O2)/(A)L
AL (CHM) | Autolt RZUT b, HTA (HTML7JU4—23>) | VBS (Visual Basic
Script) . PowerShell I2 &, FERBIETHANZEL T/\w I RF7ZHED Malware 71 > X =)L
L. OY> R O> ~O—J)L (C2, Command and Control) (CED K UE— MilflZERAF U,
FEC LNK I 7 A)LEFIA U R UT hAR—ZD Malware (FSEFE(CEHRR SN, REEEDIZDHDZ
RO —F « > JB&EFE(ET 7 ()L X (Fileless) AROETEHEEICHASTNE LI,
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SvIVTSY RN IA—LZFEFvrRILEVCTERULSHANMREEINTE D, CIFEE DI
B2 ZRERE S HIBRME DD DI AEBEZ R L TULE T,
FEAEDTIILDITE, SAFTABR. F—R—RAD. OTA > ERERR EDHERIEHRZINE
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HIMBAB SFMERICED < BROIFHRIEZHEERL TLD EATENTVET,

I A% (Analyst Insights)

SectorA J)IL—TD)\vF+>O5EEE. FRHANREERNFIRZEN & ULEMMEA TR, B
HY/RIEFRINEE E AR T ORI LSRR Z B & LT 1 )\ — R D8 2 38 <$5 > TL)
ESE N

15(C 2024 £ 1 FRIICRBTTEBIORE(E. BN, B, ZUTEHRESNIZREBEZELD
TIEATSBIORIN S KUMISREN Z kT (T L TV DR T, BRORLIMENKREVWTY, 1—
H—A 255023 D (CREDKROVUT hET. 2EREO—7+« > 0B LUDEEI, £ TEEE
(TN X BB OEREE (. BIFORIS X7 AZEE# (C U, BEfREaMmIis L0 6te+1 U«
B XSS R LAEMDOEEAEMMERRIBZEDHE LU TLET . =5(C. Windows, macOS 72
EDZARIRANRL —F« 2T AT LZERMRIFHESNIZIVD T 7 Z2RFEL. ZETSY hIA—
LADIIOS AT L©ZER UIRREIRZHTL TUVDRT, BiiEEOBEGE B ENIER(CEN
EFHiENE I,

Fiz. —BOYIOIIN—T@EA-T>V-TOZx o UE—KI—OZXF A HRTSY &
TA—LREDEHEICEDIKIISAFLAZEBNCEALTED., ZOER. YIS4FI—>1T¢
F1UFT+ DEENE—DY 1 -3 2 (CRESNT, BEE7HD> MPOZ21 257 EES X
FLARERITHARLUTVET,

WEMRFE, FAtiaf. BATRHERKE. &, 5. BERERFEDHAFFIZ(SEZERRFZIH O
EITBESZR> THD. o+ 1T /RUS —DHDMES LVEENCED<zF1UF~+
7IO-FHE5(CRkOENFET . FFICEREFFM 12 s A IR TTHREDIRANHRI SN TE D,
FEAEDTAIIL—THBEEZ ETBERMEMNRICED TLDRE. FHEHRMESENEITHR TS D,
HEREUEA DA RN (CFTB SN TS T EZRELUTWET,
CDRIBBRIRR(SHIG T DEHIC(E. BESXFLADBEEES LUOBEEMALZIT TR, B>
FUD T D R(CED  SEHI SRS, B - 5% - FIE (TTP) (CBITDERDINS T A
Z U CHE#REBD I - -0+ 1 UF« B#HOBEE LUMIES =1 L —23 > S AT LAOEEN
B (CHEESNDENHDFET,

SectorA J)L—T DS, Fif, Edfi. BIEOBRNSHEHLICEBRSNIEBR TH D, NS
IBEHCFE, TEROMIGZBR TZZBHIN DEH MM A/ —tF 1 UF r HBEN keDESNFT

o
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I Recommendation

NSHC ThreatRecon F—Al(3t#k4 2B D) \WwF>27)L—F (Threat Actor Group) EBIZDHT
L. RSO F 1T F— LN \VF D TEBEBICHITIHEEESS(ITHRSEDLDICIHEN(C
TSR T & BB fi(technique) (CH 1T D MITRE ATT&CK OB EH#EF(Mitigations)IBEEH&ERD XS
[CEF &I,

1.

8814 {R:E& (Exploit Protection)

VI KNI 7OIOTOA MExploit)BEZFE LD, REDOUREEZEAIROTOYOT
D1z (CHEF9 4R & (Exploit Protection)dVU 1 —> 3 A EADESTHINE

2.

TOXXTOA (Exploit) DEMEDIEFIDI=8h. WDEG(Windows Defender Exploit
Guard)X U EMET(Enhanced Mitigation Experience Toolkit) SRS HE
TITORTOA MDD RS T4 v IR FTTVT—2 32 ([SUDELZEZBIETDIZH. Web 77
TV —23>DI7A T IA—)UEBDREI D E

IfEs8 DR+ =>4 (Vulnerability Scanning)

AEB (IR UTe S AT ADMESS 2 TR (CARE L. EEnIRMESsIEnt R DO o IeigaE. N
(AT L7Z)\Y FFDFHRE DRI NBE

3.

BTER(C RSS2 AT LZFATZITHRI I DTz, FEHARAERR Y hD— O DIREDIRFTH
WE

NHERD TSR (CH 1T DIFRIREZS Y T DRI E
EED)\wF>22)L—F(Threat Actor Group)hMER LIS (CHITDd T2 T 58
eE=E0r Spavar:d

CDLR— b Appendix”(CIEZZHIRD EED)\vF>7)L—F(Threat Actor Group)H*
A UILEREN S DS EDBHRNEFENTNSD

TF1 VT« RBEEBE (User Training)

EED/\Y F LI RMEESHOEL 2B L TERIREORRCDONTEHENBMTEDX
S(CFa VT BHBEDIRANBE

V—2v)LIT>2Z771) 277 (Social Engineering)iE & XET7 T« w2 7J (Spear
Phishing)E-Mail Z#BI T 3 HBORANUE
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4,

I\VFO)—THMERLTWBTILIT /w1 (Hash). IP RU' R XA > (Domain)i&k
Z5¢ I0C(Indicator of Compromise)RBDOM o /zizE. BIHIZIXET DK D (THERAMD

I -EEBENSHDT NI MIE—132/ (R T — RZER UK S (CEHSFERIBR

DEEDEEM(CH T DIHEDRINVE

SZAFATRFUR/I AT — ROGHERE(CH T DHEEOMSTHE
RS N (CT—AZREIT DRFISTEINRSTOFIEICHS T DIHEDRTHINE
JTSOYOEEOE T OIS ADEITEINRVLDICTSOUERICHITDIEBEOMSH

WHE

SMS. BEFEREE. E&EY X MR EDBRVRIEIRD I I AHERZEF I D Android 777U
T—232(CDNWTERMHE TE DL D RBHEDIRINVE
INANR=ZNB 7T VT —23>22F 7> 00— RURBRVNKDICHBEORINVE

BEAM>7TVU>1>AT’'0%S5 A(Threat Intelligence Program)

RN W E

AY 4 ™
m Strategic - Explanations of trends and technique used in hacking activities.
Threat |nte||igence - Establish organizational security strategy and direction.
VAN /
N R
Difficulty Operationa| - Explanations of attack process based on the MITRE ATT&CK Matrix.
Threat |nte||igence - Checks capability of detection and response during real attacks.
AN
Tactical - Detect and respond to real attacks though application of 10C’s SIEM
Y Threat Intelligence - Usage in regular threat hunting activities
AN v

IPS. IDS RO T 7 AT IA—IDXDSRRY hDI—TtF1UF 1 EmOOTHS I0C &

B—7/0EE IPRAR DM > EimEe

#EREPIEPD DNS B —/\—. D174 — D1 (Web Gateway) U7 O+ (Proxy)D T
TBRDS T LADOTH5 10C LB RAAIARDM O 2BE

EDR(Endpoint Detection and Response) DL DRI Rk > heFa UV I 1—2>
3> OO0HS PCRUH—/\—h\5 10C ER—R T 7 )L \w S 1 (Hash) M EET B84
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o HEMMIEPDAR LIRS AT LD = INE T B SIEM(Security Information Event
Management) 5% E LTz 1—X4— X (Use Case) &J)L—JL(Rule)(C I0C ERE—12 T 71
JW\w= ., IP KU RXA NEFET DIHEE®

5. XY ND—D(CHT S ERFE
1) R*v MDO—O&AB5LE (Network Intrusion Prevention)

DRy ND—D(C7 oA ITIBENR NS T v v oZFERICTOY 9 DITHITRALEA
= 25 Ia(Intrusion Detection System, IDS) R UMEABSLES X5 /s (Intrusion Prevention
System, IPS)D{ERADIRFIH NE

& Xy RI—=TLNILDSI\YF 2T —TDREEENZEIT D/ AitM(Adversary in
the Middle)d b= 7« w0) 5 — 2 HGEEIT & SERAEM S X7 L(Intrusion Detection
System, IDS)&U EABSLES X5 A (Intrusion Prevention System,
IPS)DIERADIRF W E

o LD T I7HHERORERRY RD—DCTFOCAUEDERITUIED I D EZFBIET D
. IRA RDEABSLES X5 IA(HIPS, Host Intrusion Prevention System). 77>F 2+
JLA(Anti-Virus)id EDYV ) 1 —2 3 > OERADIRSE DN NE

2) *v bO—O#li5{t (Network Segmentation)

HBOBEERS AT ARUEEZRR T DI2H. R ND—0Z BN RUHRIENRY KD -2
THEIL., TF1UFT > bO—ILEUY—EINZNZTNDOTADORY RDO—0 & (iR
TE3LDICRY hD—U#51E(Network Segmentation) DfERADIRET N HE

® DMZ(Demilitarized Zone)RRUBIDIRR T+ >4 > T S%&ERA U THER/REPRY KD —
D7 DEES DBERDER DR I E

o J\WF2III—TDH—5y NMIRDYOTVEBOERRS AT ARUEEZ#HBIL. &
Wi 7 DA ROEENSZEDI AT LZlmaE L. RE T DBERDERDIRSIHE

& Xy RNI—TDIT7ATIA—)LOENSHEIIR— ~E NS T 1 v ILSMIBETSER
WEKD(CTOY T I IBERDIEETHNE

o v KNIJ—oTJOFS. F—hIAROIT7ATIA—=IZFERUTAHBS AT ACHITD
BEIENIRNEIRE 7 O A ZES T DBEROERA DR I UNE

o RFRADEH. DHRUMIGZ AT ARBIORY ND—IOWSEET DLD (CIRFIHWNE

6. 1—Y—7HD> NOBRIFE
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1) ZEZHRBEE (Multi-factor Authentication)

B OEE (C 7O RATE3) (XD — RENRRESNIESE = (CB/\vF 2 IT)—Th 7ot X
D EEBBIET DIz8D. EBEDERE TR EZ 8B I 2% B R0 (MFA, Multi-Factor
Authentication) DER DRI NN E

2) 7H9> MERBER (Account Use Policies)

7T hDOF 2 UT + FHEICE U BERERTEDIREI D N E

- EONIHNSEBAE U TERLTLS Windows PCOOTA >I1—H—=7HD> b\
RAD—=RZREDTILIFZNRY FOAXF, INFRULEZZA TIRDNL 8 U LTH
EI DRI (CHREINUE

- Windows M7 25« J5« L2 kU (Active Directory) & U TR SNIZIRIE T, PIL—
TBER(Group Policy)iE U CTIREDAIBRY D —D(CEND Windows PC D —3—77 13
> hDINRAD— RZFEEBDTILI7RY bMOAXZF, IWXFERVEEEZEZATRDINL 8
HIA L TERETDRD(CHKR L. 3BT EIC/\RAT— RAEBEEND KD (CBERIERDIR
S wE

- ERBHTIFRVWT /A REULIED IP 5O T10 > 7B < KD, EMHIEST7IOLEIK
RIEFADREINWE

- JXRDO—REAEND C EZ2B<esd. W< DI DEROOT A 2 REDH E. 7>

Nz G 9 DBERIEFADIREI D W E

3) $§HEFHD> MER (Privileged Account Management)

THO SEFERICK D IR TZRIMET e, BEEDT NI MROHERNEIDHTS
NIZ—iR7 70> MMCEUTOERORFANUBE

e UE— XU bvITFORI)L(Remote Desktop Protocol, RDP)&EL COT A > TE
20)IL—T X bhsO—AJLEREE (Administrators) ) L— T ZE DR Z & ICDVWTHR

AN wE

o BIREDIHD> SMRUMERMNEIDHTONIE—MDI7HD> b, EISSEEADEERLE
DIz DBERDIRTT HHE

o EWERLANILOI-—T-—HDENANILOY—EXZEDED. EITTETRVK D (CHERS
EOWETHNE

o EIGIADEBAICKDHEZRIMETDICH. H—EXTHD> MMIHITDHERDHIRT D
BRI E
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7. I RRA > bOERHERF

1) VI O 77v 77— (Update Software)
I RRA> MEndpoint) RUB—/\—mD 0S £V T MO T PHEH/IN—-23> TPy IF— K~
SNTVDINMERENRETH D . FFCHBICRE SN S AT ARMIGHROAR (CEN DB
53T 71 ILDEARS AT In(Deployment Systems)(CH 1 BEHR T W TF — hM&ETHh ws
i

2) OS#EkRk (Operating System Configuration)

INYF2 T —T DI ESNIARMICH T DWEZ RN T Db, OS DIEBRMDIRFI D UNE

® NTLM(New-Technology LAN

Manager) 1—H—323E 70 b )L, Wdigest SRsHESMEDIRET A E
o EBNUEECAEMGE. UA—N\IIAT A T7ZHBET . FIRTDBEHROIREINNE
& ELFHCTIFRVRSA/IN—DA X =)LV KD. FIIRT DEEROIREI N E

3) PV —>3 JHERRUY > RRY O X (Application Isolation and
Sandboxing)
ITIT/I\YF2TU)I—THER UHERKRUEEIAZE U TFHDTORAKRUST AT A

VOTRFT B EZFIRT DD, 7T VT —2 3 URERUT > RRY O XDEROEET AW
E23

4) 247851k (Execution Prevention)

SRATFTLMSRIVITTDRITZERH S 128, FITT 7 AAIILKRORIUT "RT70I> hO—)LD
BRI wE

® EHCTCERVWIF7AIILDOETZRLIEL. LD T F7O#AIROTOY I3 Dz, Windows
7TUr—23>00> bO—)LY—)LOERDESE N E

® JFAINEITESNDILDCHEITDN. EEITDIL—ILZIED. CDIT7AILNERITTE
21— —-KROJ)IL—T&IEETES Windows D 77w FOw H—(AppLocker) DERHDIR
SAh e

5) #reDENERV I OIS LDHIFR (Disable or Remove Feature or
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Program)

WREDERZERICH Tz, BIENICBRM ERDENNHDHMEOEMERVTOTS LD
HIBRODAREI D W E

® Windows D XFACA A B—=)LENTLVB MS Office DEF1UTAEEDF. Y
DOKE] & [TARTONYIOZFRRURV(BAFRR)] ODERREEZE TR UT.
77+« I 7+ L2 hU(Active Directory)HS GPO Group Policy Object)MDE&ED L. E
9 AR E

Macro Settings

) Disable all macros without notification
@ Disable all macros with notification
() Disable all macros except digitally signed macros

() Enable all macros (not recommended; potentially dangerous code can run)

DCOM(Distributed Component Object Model) DEERNEDI&RET N E

BEDS AT LAMS MSHTA.exe WEEE) UIRVK S (TR E

WinRM(Windows Remote Management)t — E XDEZMb DTN E

AEIREHEEITHREEDEMN DRI NN E

O—2WV > DtFa1 VT« RERGIIL—TEERNS LLMNR(Link-Local Multicast

Name Resolution)RUTw /(1 A X (NetBIOS) DRI LIRS A B

o O—HL\VI>DtF1UFT+REARUIIL—TBERMNS LLMNR(Link-Local Multicast
Name Resolution)RUTRw /(1 A X (NetBIOS) DN LIRS B

® PHP D eval()DL S0 T THAMTDRFE UTzBEz St 3 SR HUE

6) J—R&E%# (Code Signing)

ERTERVI7LORTERH s, - RELEREHDT SEFEREDRTDLE

o EBZLEHCRVWRIUT bDETZEF /T —> 1)L(PowerShell ) DEEREETE DIRETH s
7

o ERFEHCTRRNT 7 AILDOERITZ <BEREREDIRF M E

o ERFEHCTRRBRVY—ERXRSA/)\—DEFENRUETZ CBEREEDRFA N HE

7) Z>FOIAL)LA (Antivirus)

NIVD T 7DD O—- RRURTZB UL AN\ —BEZLLET D/H. CNEFRMULDDT
Ow O TEB7>F I )LA(Antivirus) DERDIREIH B
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o JILIITTFDAT>O— RRUETDMEDIZsH, R SUBABSLES X5 /A (HIPS, Host
Intrusion Prevention System)& U7 >F 1)L A(Anti Virus)idEDV U 1 —=3 AFEH
DIRFI N E

8) I RiRA > bhS5DiTA%ZBSLL (Behavior Prevention on Endpoint)

T > RRA > M(EndPoint) N SEBTERRBRLCIAD YT WEBMHTANRE UIRVLKD. Ba1ICH
1IE9 BT ABALE(Behavior Prevention)#aeERDIRETH N E

- BETERVWI7AILDOEITZLIET D728, ASR(Attack Surface
Reduction))L—)LDBIMEDIREI DN E

- J7AIILOBEN UV E, BENGRBRIIC/ADY T VT 7 1)L Z# ORI TS
DI RRA > MEndPoint)Y U 1 —2 3 AFRADIRET A E

- JOtvXRA>2x 023> (Process
Injection) DK SRBRWERMERINSAVU T OV U3 Dlzs. 11748 LE(Behavior
Prevention)#aEERADIREIT D W E

9) J\— RO T 7EDHIE (Limit Hardware Installation)

USB 5/ \A ARV L—/\TIVATF « ZEUEGEH TIFRN\— RO T 7 DERZHIRUE
. JOvoULED I DBRZIR

® YHEGREAHTIFRW\—ROT7OERAZHRLLED. TJOVITILDICI RRA> b
DEF1VFABENRUVEZSIY T IT -1 bOERDRI D GE

10) EE/\1JLVBER (Enterprise Policy)

E/)I\AILT I\ A ZXDEMERE IS bO—)L I BIHDBEREED8. EMM(Enterprise Mobility
Management)/MDM(Mobile Device Management)> X5 ADERADOESTNNE

® Android 7/ A ADEBEXERUANES XF LD 77 717 A (SHIBRIT E DEFERIHDH TI7 0
TR TED XD CHEFREREDIRI NN E

® IOSHS5I>H—TS51XEMmAEIAZ CER L. App Store TIFIRWENDFERMNSED
DTCEEBEIITVT—23> 21— N> XA =ILTERNKD. TOT 1 —ILDi|
PRESTE DIRET B
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I Appendix

SectorAO W —BEDERBAN>VNUX B

TimeStamp ThreatRecon Platform Event Name ThreatRecon Platform

2024-01-04 | SectorA05 abused Remote Desktop Services https://cti.nshc.net/events/view/6907
SectorA06 used Mac Malware disguised as a JPG

2024-01-04 i https://cti.nshc.net/events/view/6913
ile
SectorAO5 used Malware disguised as a PKI

2024-01-10 https://cti.nshc.net/events/view/6926
software installer
SectorA05 used Malware disguised as a Anti-Virus

2024-01-11 https://cti.nshc.net/events/view/6931
software file
SectorA01 used Malware disguised as a Putty

2024-01-15 https://cti.nshc.net/events/view/6956
utility
SectorA02 used LNK Malware disguised as a

2024-01-16 https://cti.nshc.net/events/view/6959
circular PDF

2024-01-17 | SectorA01 used the DLL-Side Loading technigue https://cti.nshc.net/events/view/6968
SectorA01 used Malware disguised as a NPM

2024-01-19 https://cti.nshc.net/events/view/7088
package loader modules
SectorA02 used Malware in a targeted attack

2024-01-22 https://cti.nshc.net/events/view/7009
against news media experts
SectorA05 used JSE Malware disguised as a travel

2024-01-24 https://cti.nshc.net/events/view/7319
expense statement
SectorA01 used VNC Malware disguised as data

2024-01-25 https://cti.nshc.net/events/view/7028
from a multinational company
SectorAO5 used CHM Malware disguised as

2024-01-25 https://cti.nshc.net/events/view/7026
cryptocurrency key information
SectorA05 used LNK Malware disguised as lecture

2024-01-30 https://cti.nshc.net/events/view/7095
materials

2024-02-01 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/7084

2024-02-01 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/7280

2024-02-02 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/7318

2024-02-07 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/7122

2024-02-08 | SectorAO1 used a new Domains https://cti.nshc.net/events/view/7121
SectorA05 used JavaScript Malware disguised as

2024-02-08 https://cti.nshc.net/events/view/7120
an internet shopping order statement
SectorA05 used Malware disguised as a Internet

2024-02-08 https://cti.nshc.net/events/view/7142
Explorer update file

2024-02-14 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/7150
SectorA01 used Malware disguised as legitimate

2024-02-15 https://cti.nshc.net/events/view/7155
software

2024-02-15 | SectorA05 used VBS Malware variants https://cti.nshc.net/events/view/7317
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SectorA05 used Malware disguised as a security

2024-02-16 . ) https://cti.nshc.net/events/view/7156
program required to access the website

2024-02-16 | SectorA05 used a new Domains https://cti.nshc.net/events/view/7168

2024-02-19 | SectorA01 used Malware disguised as AmazonVNC https://cti.nshc.net/events/view/7193
SectorA01 used PyPI to distribute malicious

2024-02-21 https://cti.nshc.net/events/view/7174
Python packages
SectorA05 used open-source remote access tool

2024-02-21 . https://cti.nshc.net/events/view/7172
(RAT) developed in C#
SectorA0O7 used MSI Malware disguised as

2024-02-21 https://cti.nshc.net/events/view/7175
software used by the Ministry of Foreign Affairs
SectorA02 used LNK Malware disguised as

2024-02-22 https://cti.nshc.net/events/view/7184
Security Column
SectorAO5 used LNK Malware disguised as a

2024-02-23 https://cti.nshc.net/events/view/7195
lecture request
SectorA05 used ScreenConnect Vulnerability to

2024-02-23 https://cti.nshc.net/events/view/7605
distribute Cobalt Strike

2024-02-26 | SectorA05 used a new Domains https://cti.nshc.net/events/view/7196

2024-02-26 | SectorA05 used Malware disguised as a image file https://cti.nshc.net/events/view/7216

2024-02-26 | SectorA07 used SCR Malware variants https://cti.nshc.net/events/view/7320

2024-02-27 | SectorA05 used Phishing webpage https://cti.nshc.net/events/view/7215
SectorA01 used Social Engineering Techniques via

2024-02-28 https://cti.nshc.net/events/view/7234
Social Network

2024-02-28 | SectorA05 used a new Domains https://cti.nshc.net/events/view/7252

2024-02-29 | SectorA01 used Malware variants https://cti.nshc.net/events/view/7246

2024-02-29 | SectorA05 used PowerShell Malware variants https://cti.nshc.net/events/view/7314
SectorAO5 used HWP Malware disguised as

2024-02-29 https://cti.nshc.net/events/view/10011
Research Proposal

2024-03-01 | SectorAO5 used BAT Malware variants https://cti.nshc.net/events/view/7316

2024-03-03 | SectorA01 used macOS Malware variants https://cti.nshc.net/events/view/7273

2024-03-04 | SectorA01 exploited Windows Kernel vulnerability https://cti.nshc.net/events/view/7271
SectorA07 used LNK Malware disguised as a

2024-03-04 | Personal Information Collection and Use https://cti.nshc.net/events/view/7303
Agreement
SectorA05 exploited ConnectWise ScreenConnect

2024-03-05 https://cti.nshc.net/events/view/7276
vulnerability
SectorA05 used Spear Phishing email disguised as

2024-03-06 | a Request to attend a Congressional Research https://cti.nshc.net/events/view/7290
Service meeting
SectorAO05 used LNK Malware disguised as a

2024-03-07 https://cti.nshc.net/events/view/7301
Trading Lesson Plans

2024-03-10 | SectorA05 used Malware variants https://cti.nshc.net/events/view/7312
SectorA07 exploited MeshAgent remote devices

2024-03-11 https://cti.nshc.net/events/view/7323

tool
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SectorA05 used Spear Phishing email disguised as

2024-03-12 ) ) https://cti.nshc.net/events/view/7342
a request policy advisory
SectorA07 used LNK malware disguised as a

2024-03-12 | Personal Information Collection and Use https://cti.nshc.net/events/view/7339
Agreement
SectorA04 used Apache ActiveMQ Vulnerability to

2024-03-14 https://cti.nshc.net/events/view/7454
distribute Malware

2024-03-14 | SectorA05 used new Domains https://cti.nshc.net/events/view/7363
SectorA07 used LNK malware disguised as a

2024-03-14 | Enforcement Decree of the Act on the Protection https://cti.nshc.net/events/view/7354
of Virtual Asset Users

2024-03-18 | SectorA05 used a new Domains https://cti.nshc.net/events/view/7397

2024-03-19 | SectorA01 used Malware variants https://cti.nshc.net/events/view/7396
SectorAO5 used Malware disguised as a

2024-03-19 https://cti.nshc.net/events/view/7384
applications for Urban Railway corporations
SectorA02 used Malware that uses Cloud storage

2024-03-20 https://cti.nshc.net/events/view/7422
APIs

2024-03-20 | SectorA05 used VBS Malware variants https://cti.nshc.net/events/view/7401

2024-03-22 | SectorA05 used Xeno-RAT variants https://cti.nshc.net/events/view/7411
SectorA02 used CHM Malware disguised as a

2024-03-25 https://cti.nshc.net/events/view/7429
National Insurance contribution history guide
SectorA07 used LNK malware disguised as a

2024-03-25 | Personal Information Collection and Use https://cti.nshc.net/events/view/7669
Agreement
SectorA01 used LNK Malware disguised as Job

2024-03-28 https://cti.nshc.net/events/view/7455
Description
SectorAO5 used LNK Malware disguised as a

2024-03-28 https://cti.nshc.net/events/view/7464
Meeting plan
SectorAO05 used Malware disguised as a VPN

2024-03-29 https://cti.nshc.net/events/view/7463
Operational Satisfaction Questionnaire
SectorA01 used Python Malware extract and

2024-04-03 https://cti.nshc.net/events/view/7526
decrypt passwords from Web Browers

2024-04-05 | SectorA01 used Nukesped Malware variants https://cti.nshc.net/events/view/7547
SectorA07 used LNK Malware disguised as an

2024-04-05 | Internal trends and prices related to North Korea https://cti.nshc.net/events/view/7542
market controls
SectorA07 used CHM malware disguised as a

2024-04-05 https://cti.nshc.net/events/view/7563
Payment Confirmation
SectorA05 used Malware disguised as a Software

2024-04-08 https://cti.nshc.net/events/view/7550
development project document
SectorA05 used Phishing Email with web beacons

2024-04-16 https://cti.nshc.net/events/view/7614
inserted
SectorA05 used a multi-stage attack using Cloud

2024-04-16 https://cti.nshc.net/events/view/7617

service APIs
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2024-04-18 | SectorA01 used Malware disguised as a job offer https://cti.nshc.net/events/view/7625

2024-04-19 | SectorA01 used macOS Malware variants https://cti.nshc.net/events/view/7633

2024-04-19 | SectorA01 used macOS Malware variants https://cti.nshc.net/events/view/7651
SectorA05 used VBS Malware disguised as a Essay

2024-04-19 https://cti.nshc.net/events/view/7634
on Resolution of Korean Forced Labor Claims

2024-04-19 | SectorA05 used a phishing email automation tool https://cti.nshc.net/events/view/7648

2024-04-19 | SectorA05 used LNK Malware variant https://cti.nshc.net/events/view/8296
SectorA04 used Word Malware disguised as a

2024-04-20 https://cti.nshc.net/events/view/7650
Seafood fairs

2024-04-22 | SectorA05 used a new Domains https://cti.nshc.net/events/view/7661

2024-04-22 | SectorA05 used HTA Malware variants https://cti.nshc.net/events/view/7663
SectorA06 used MacOS malware disguised as PDF

2024-04-22 https://cti.nshc.net/events/view/7662
Viewer
SectorA01 used Script Malware disguised as a job

2024-04-23 https://cti.nshc.net/events/view/7664
interview

2024-04-23 | SectorA01 used Python Malware to distribute RAT https://cti.nshc.net/events/view/7696
SectorA02 used LNK Malware disguised as visitor

2024-04-23 https://cti.nshc.net/events/view/7586
access roster
SectorA05 used Phishing webpage disguised as

2024-04-23 https://cti.nshc.net/events/view/7657
Naver login webpage
SectorA05 used Malware to hijack Anti-Virus

2024-04-23 https://cti.nshc.net/events/view/7671
updates to distribute CoinMiner

2024-04-24 | SectorA01 used a new Domains https://cti.nshc.net/events/view/7678
SectorAO01 used Script Malware disguised as a

2024-04-24 https://cti.nshc.net/events/view/7680
casino template source code
SectorAO01 used Script Malware disguised as a

2024-04-24 https://cti.nshc.net/events/view/7685
Cryptoweb source code
SectorA07 used LNK Malware disguised as a

2024-04-24 https://cti.nshc.net/events/view/7697
source of funds statement
SectorA01 used a malicious NPM package to target

2024-04-25 https://cti.nshc.net/events/view/7716
software developers

2024-04-25 | SectorA06 used Malware variants https://cti.nshc.net/events/view/7690

2024-04-26 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/7702

2024-04-26 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/7710
SectorA01 used Script Malware disguised as a

2024-04-29 https://cti.nshc.net/events/view/7713
Blockchain Game source code

2024-04-30 | SectorA01 used Script Malware variants https://cti.nshc.net/events/view/8035

2024-05-01 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/8283

2024-05-02 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/8033
SectorAO05 used LNK Malware disguised as a

2024-05-03 | Planning for the Congressional Research Service https://cti.nshc.net/events/view/8073
Policy Roundtable
SectorA01 used Script Malware disguised as a

2024-05-06 https://cti.nshc.net/events/view/8067

Blockchain project source code
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2024-05-07 | SectorA01 used a new Domains https://cti.nshc.net/events/view/8074
SectorA07 used MSI Malware disguised as a

2024-05-07 " ) https://cti.nshc.net/events/view/8075
Property Duty Certificate Preparation Software

2024-05-08 | SectorA01 used JavaScript-based Stealer Malware https://cti.nshc.net/events/view/8076
SectorAO1 used Script Malware disguised as a

2024-05-08 https://cti.nshc.net/events/view/8082
Product source code
SectorAO1 used Script Malware disguised as an

2024-05-09 https://cti.nshc.net/events/view/8085
Online Game source code
SectorAO5 used Malware disguised as a

2024-05-09 https://cti.nshc.net/events/view/8080
AutoUpdate file
SectorAO01 used Script Malware disguised as a

2024-05-10 https://cti.nshc.net/events/view/8098
Poker game source code
SectorA01 used Script Malware disguised as Play

2024-05-10 https://cti.nshc.net/events/view/8101
to Earn game
SectorA05 used Social Engineering Techniques to

2024-05-10 https://cti.nshc.net/events/view/8083
deliver Malware

2024-05-11 | SectorA01 used a new Domains https://cti.nshc.net/events/view/8112

2024-05-11 | SectorA06 used Malware variants https://cti.nshc.net/events/view/8097
SectorAO5 used Script malware disguised as a

2024-05-12 https://cti.nshc.net/events/view/8099
Interview document
SectorA01 used Script Malware disguised as a

2024-05-13 https://cti.nshc.net/events/view/8114
Cryptocurrency project source code
SectorAO01 used Script Malware targeted attack

2024-05-13 https://cti.nshc.net/events/view/8124
against Software developers
SectorAO05 used Word Malware disguised as a

2024-05-13 https://cti.nshc.net/events/view/8115
Resume
SectorAO5 used a web server to distribute

2024-05-13 https://cti.nshc.net/events/view/8145
malware and send phishing emails

2024-05-13 | SectorA06 used Malware variants https://cti.nshc.net/events/view/8107
SectorA05 used a Phishing Email disguised as an

2024-05-14 | invitation to lunch with the Deputy Minister of https://cti.nshc.net/events/view/8144
Foreign Affairs

2024-05-14 | SectorA06 used Malware variants https://cti.nshc.net/events/view/8122
SectorA01 used Script Malware disguised as a

2024-05-16 https://cti.nshc.net/events/view/8146
Cryptocurrency project source code

2024-05-16 | SectorA04 used Malware disguised as a VPN Client https://cti.nshc.net/events/view/8135
SectorA05 used GNUBOARD Vulnerability to build

2024-05-16 https://cti.nshc.net/events/view/8142
a phishing email server
SectorA05 used Malware disguised as Windows

2024-05-16 https://cti.nshc.net/events/view/8134
Defender

2024-05-16 | SectorA06 used Malware variants https://cti.nshc.net/events/view/8143

2024-05-16 | SectorA07 used LNK Malware variants https://cti.nshc.net/events/view/8159

2024-05-16 | SectorA07 used LNK Malware variants https://cti.nshc.net/events/view/8238
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SectorAO5 used Malware disguised as a Defense

2024-05-17 https://cti.nshc.net/events/view/8171
Industries job position description
SectorA07 used LNK malware disguised as a

2024-05-17 https://cti.nshc.net/events/view/8163
Guidance for amended VAT returns
SectorA07 used LNK malware disguised as a Guide

2024-05-17 https://cti.nshc.net/events/view/8346
to amended VAT returns

2024-05-19 | SectorA05 used Malware variants https://cti.nshc.net/events/view/8165

2024-05-20 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/8182
SectorAO5 used Phishing domains disguised as

2024-05-20 https://cti.nshc.net/events/view/8166
Enterprise company

2024-05-21 | SectorA01 used Malware variants https://cti.nshc.net/events/view/8177
SectorA01 used Script Malware disguised as a Web

2024-05-21 https://cti.nshc.net/events/view/8183
server source code

2024-05-21 | SectorA01 used Malware variants https://cti.nshc.net/events/view/8189

2024-05-21 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/8191

2024-05-21 | SectorA01 used JavaScript Malware variants https://cti.nshc.net/events/view/8192

2024-05-21 | SectorA07 used Malware disguised as a Excel https://cti.nshc.net/events/view/8200
SectorAO01 used Script Malware disguised as a

2024-05-22 https://cti.nshc.net/events/view/8199
Blockchain Engine Source Code

2024-05-22 | SectorA01 used Cryptocurrencies wallet addresses https://cti.nshc.net/events/view/8226
SectorA07 used LNK malware disguised as a

2024-05-22 https://cti.nshc.net/events/view/8201
Cryptocurrency Circulation Documentation
SectorA05 used Malware disguised as a Defense

2024-05-23 https://cti.nshc.net/events/view/8228
Industries job position description
SectorA05 used LNK Malware disguised as a police

2024-05-23 https://cti.nshc.net/events/view/8210
notices
SectorAO01 used Script Malware disguised as a

2024-05-24 https://cti.nshc.net/events/view/8229
Cryptocurrency node source code

2024-05-24 | SectorA02 used ROKRAT variant https://cti.nshc.net/events/view/8227
SectorA02 used HWP Malware disguised as a

2024-05-24 https://cti.nshc.net/events/view/8250
Research Grant Eligibility Verification Form

2024-05-25 | SectorA01 used macOS Malware variant https://cti.nshc.net/events/view/8230
SectorA05 used Phishing email disguised as a

2024-05-27 | Important notifications about personal data https://cti.nshc.net/events/view/8225
breaches

2024-05-27 | SectorA05 used RAT Malware variants https://cti.nshc.net/events/view/8235

2024-05-27 | SectorA05 used Malware variants https://cti.nshc.net/events/view/8245

2024-05-27 | SectorA05 used Android malware variant https://cti.nshc.net/events/view/8246

2024-05-27 | SectorA05 used Malware that runs in memory https://cti.nshc.net/events/view/8240
SectorAO5 used Malware that utilizes the

2024-05-27 https://cti.nshc.net/events/view/8241
ADS(Alternate Data Stream) area
SectorA01 used Script Malware disguised as a test

2024-05-28 https://cti.nshc.net/events/view/8247

project source code
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SectorA01 used Malware disguised as a Tank

2024-05-28 https://cti.nshc.net/events/view/8242
game
SectorAO5 used a Phishing Page disguised as a

2024-05-28 ) https://cti.nshc.net/events/view/8257
portal site to steal accounts

2024-05-29 | SectorA01 used Script Malware variants https://cti.nshc.net/events/view/8259
SectorA05 used Microsoft Office vulnerabilities to

2024-05-29 o https://cti.nshc.net/events/view/8258
distribute keylogger malware
SectorAO01 used Script Malware disguised as a

2024-05-30 ) https://cti.nshc.net/events/view/8269
Crypto Trading Platform source code
SectorAO01 used Script Malware disguised as a

2024-05-30 | cryptocurrency tracking and investment platform https://cti.nshc.net/events/view/8285
source code
SectorAO1 used an open source remote

2024-05-30 https://cti.nshc.net/events/view/8274
management tool to steal data
SectorAO5 exploited Data Loss Prevention

2024-05-30 https://cti.nshc.net/events/view/8256
software
SectorAO5 used Script Malware disguised as a

2024-05-30 https://cti.nshc.net/events/view/8267
Reuters Interview documents
SectorA01 used Script Malware disguised as a

2024-05-31 | Centralized cryptocurrency exchanges source https://cti.nshc.net/events/view/8289
code
SectorA01 used Python Malware disguised as a

2024-05-31 https://cti.nshc.net/events/view/8290
beautifultext Library for Python 3
SectorA07 used MSI Malware disguised as a

2024-05-31 https://cti.nshc.net/events/view/8314
statistical software

2024-06-01 | SectorA05 used Malware variants https://cti.nshc.net/events/view/8288
SectorAO05 used Word Malware disguised as a

2024-06-02 https://cti.nshc.net/events/view/8295
Request for advice
SectorA05 used Malware disguised as Job

2024-06-03 https://cti.nshc.net/events/view/8293
Description
SectorA05 used Phishing webpage disguised as

2024-06-03 https://cti.nshc.net/events/view/8287
Naver login webpage
SectorA07 used LNK Malware disguised as a

2024-06-03 https://cti.nshc.net/events/view/8292
scholarship application
SectorA05 used Word Malware disguised as a

2024-06-04 https://cti.nshc.net/events/view/8306
Request for advice
SectorAO05 used LNK Malware disguised as a

2024-06-05 https://cti.nshc.net/events/view/8310
lecture request
SectorA05 used Spear Phishing email disguised as

2024-06-05 | a Written interview requests on the topic of peace https://cti.nshc.net/events/view/8308
on the Korean Peninsula
SectorA05 used Phishing webpage disguised as a

2024-06-05 https://cti.nshc.net/events/view/8326
Important notifications about privacy incidents

2024-06-06 | SectorA05 used Script Malware variant https://cti.nshc.net/events/view/8341
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SectorA07 used LNK Malware disguised as a North

2024-06-06 | Korean Human Rights NGO Strategic Activities https://cti.nshc.net/events/view/8323
Support Application
SectorAO1 used Script Malware disguised as a

2024-06-07 https://cti.nshc.net/events/view/8340
sports platform source code
SectorAO5 used Script Malware disguised as a

2024-06-07 | document describing a job position within General https://cti.nshc.net/events/view/8337
Dynamics

2024-06-07 | SectorA05 used PowerShell malwares https://cti.nshc.net/events/view/8339

2024-06-07 | SectorA05 used Malware variants https://cti.nshc.net/events/view/8332
SectorAO5 used Script Malware disguised as a

2024-06-09 https://cti.nshc.net/events/view/8335
Stress Questionnaire
SectorA0O1 used Malware disguised as a

2024-06-10 https://cti.nshc.net/events/view/8342
SumatraPDF software
SectorAO5 used Phishing webpage disguised as

2024-06-11 https://cti.nshc.net/events/view/8343
Naver login webpage

2024-06-11 | SectorAQ05 used new Domains https://cti.nshc.net/events/view/8371
SectorAO5 used Script Malware disguised as a

2024-06-11 https://cti.nshc.net/events/view/8374
Questionnaires
SectorA01 used Script Malware disguised as a

2024-06-12 https://cti.nshc.net/events/view/8380
blockchain technology source code

2024-06-12 | SectorA01 used Malware variants https://cti.nshc.net/events/view/8379
SectorA01 used Script Malware disguised as a test

2024-06-13 https://cti.nshc.net/events/view/8397
source code
SectorA0O1 used Python Malware extract

2024-06-13 https://cti.nshc.net/events/view/8398
passwords from Web Browers
SectorA01 used Phishing attack disguised as a job

2024-06-13 https://cti.nshc.net/events/view/8400
opportunity

2024-06-14 | SectorA05 used Script Malware variants https://cti.nshc.net/events/view/8409

2024-06-16 | SectorA01 used Malware variants https://cti.nshc.net/events/view/8408
SectorA05 used Script Malware disguised as a

2024-06-17 https://cti.nshc.net/events/view/8406
Questionnaire
SectorA07 used LNK malware disguised as a Guide

2024-06-18 https://cti.nshc.net/events/view/8410
to amended VAT returns
SectorA05 used Malware disguised as a Defense

2024-06-19 https://cti.nshc.net/events/view/8447
Industries job position description

2024-06-20 | SectorA01 used Malware variants https://cti.nshc.net/events/view/8432

2024-06-20 | SectorA02 used Ruby Malware variants https://cti.nshc.net/events/view/8437

2024-06-20 | SectorA05 used Malware variants https://cti.nshc.net/events/view/8433
SectorA06 used MacOS malware disguised as

2024-06-20 https://cti.nshc.net/events/view/8434
Internal PDF Viewer app

2024-06-21 | SectorA01 used Malware variants https://cti.nshc.net/events/view/8440
SectorA04 exploits Centralized Management

2024-06-21 https://cti.nshc.net/events/view/8438

solutions vulnerabilities
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SectorAO5 used Phishing email disguised as a

2024-06-21 | Discuss the security situation in South Korea and https://cti.nshc.net/events/view/8436
the North Korean nuclear threat
SectorAO5 used Malware disguised as a Auto

2024-06-21 ] https://cti.nshc.net/events/view/8465
update file

2024-06-22 | SectorA05 used Android malware variants https://cti.nshc.net/events/view/8464

2024-06-23 | SectorA05 used Malware variants https://cti.nshc.net/events/view/8466

2024-06-24 | SectorA01 used Script Malware variants https://cti.nshc.net/events/view/8467
SectorA04 exploited ERP(Enterprise Resource

2024-06-24 https://cti.nshc.net/events/view/8446
Planning) Software to distribute Malwares
SectorAO5 used Script Malware disguised as a

2024-06-26 https://cti.nshc.net/events/view/8482
Review Report

2024-06-26 | SectorA05 used Backdoor Malware variants https://cti.nshc.net/events/view/8477

2024-06-27 | SectorA05 exploited Google Chrome extension https://cti.nshc.net/events/view/8486
SectorA07 used LNK malware disguised as a Guide

2024-06-27 https://cti.nshc.net/events/view/8488
to amended VAT returns
SectorA01 poses as recruiter to distribute Python

2024-06-28 https://cti.nshc.net/events/view/8495
malware
SectorA0O1 used Malware disguised as a

2024-06-28 https://cti.nshc.net/events/view/8511
AutoMapper library

2024-06-28 | SectorA07 used a new Domains https://cti.nshc.net/events/view/8512

2024-06-28 | SectorA07 used a new Domains https://cti.nshc.net/events/view/8531
SectorAO01 used Script Malware disguised as a

2024-07-01 https://cti.nshc.net/events/view/8500
Cryptocurrency project source code

2024-07-02 | SectorA01 used Malware variants https://cti.nshc.net/events/view/8504

2024-07-02 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/8507
SectorAO01 used Script Malware disguised as a

2024-07-02 https://cti.nshc.net/events/view/8540
Chess game source code

2024-07-02 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/8541

2024-07-02 | SectorA04 used TigerRAT Malware variant https://cti.nshc.net/events/view/8501

2024-07-02 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/8502

2024-07-02 | SectorA05 used Malware variants https://cti.nshc.net/events/view/8503

2024-07-02 | SectorA05 used PowerShell malwares variants https://cti.nshc.net/events/view/8542
SectorA01 used Malware disguised as a Task

2024-07-03 https://cti.nshc.net/events/view/8522
Scheduler Service library

2024-07-04 | SectorA05 used LNK Malware variants https://cti.nshc.net/events/view/8550
SectorA01 used Script Malware disguised as a Web

2024-07-05 https://cti.nshc.net/events/view/8563
application source code
SectorA01 wused PyPI to distribute malicious

2024-07-05 https://cti.nshc.net/events/view/8551
Python packages
SectorA0O1 used Malware disguised as a

2024-07-05 https://cti.nshc.net/events/view/8565
AmazonVNC Viewer software
SectorA06 used Malware disguised as a PDF

2024-07-05 https://cti.nshc.net/events/view/8564

Viewer software
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SectorAO1 used the NPM Packages to distribute

2024-07-08 https://cti.nshc.net/events/view/8596
Malware
SectorAO5 used Phishing email disguised as a

2024-07-08 ) . https://cti.nshc.net/events/view/8538
Request an interview

2024-07-10 | SectorA05 used Malware variants https://cti.nshc.net/events/view/8574
SectorA01 used Malware targeted attack against

2024-07-11 ) https://cti.nshc.net/events/view/8571
Government agency in South Korea

2024-07-12 | SectorA05 used PowerShell Malware variants https://cti.nshc.net/events/view/8614
SectorA01 used Malware disguised as Proper

2024-07-14 https://cti.nshc.net/events/view/8632
Console Snap software

2024-07-15 | SectorA01 used a new Domains https://cti.nshc.net/events/view/8619
SectorA01 used macOS Malware disguised as a

2024-07-15 https://cti.nshc.net/events/view/8618
MiroTalk video calling service

2024-07-15 | SectorA01 used Malware variant https://cti.nshc.net/events/view/8663
SectorAO5 used LNK Malware disguised as a

2024-07-15 https://cti.nshc.net/events/view/8633
Speaker Request Form

2024-07-16 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/8667
SectorA05 used Word Malware disguised as a

2024-07-16 https://cti.nshc.net/events/view/8664
Speaker Request Form

2024-07-16 | SectorA07 used a new Domains https://cti.nshc.net/events/view/8634
SectorA01 used Script Malware disguised as a NFT

2024-07-17 https://cti.nshc.net/events/view/8668
Marketplace Template

2024-07-17 | SectorA05 exploited GitHub Repository service https://cti.nshc.net/events/view/8627
SectorA05 used LNK Malware disguised as a job

2024-07-17 https://cti.nshc.net/events/view/8628
application form
SectorAO05 used Word Malware disguised as a

2024-07-17 https://cti.nshc.net/events/view/8650
Advisory request form
SectorA07 used LNK Malware disguised as a List

2024-07-18 https://cti.nshc.net/events/view/8639
of chat software

2024-07-19 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/8726

2024-07-20 | SectorAO1 used DLL Malware variant https://cti.nshc.net/events/view/8731
SectorA01 used Script Malware disguised as a Defi

2024-07-22 https://cti.nshc.net/events/view/8715
Exchange Test source code
SectorA05 used Phishing webpage disguised as a

2024-07-22 https://cti.nshc.net/events/view/8671
Universities webpages

2024-07-22 | SectorA05 used Android malware variants https://cti.nshc.net/events/view/8729
SectorA07 used LNK malware disguised as a

2024-07-22 | Requests from financial authorities to verify https://cti.nshc.net/events/view/8674
project information

2024-07-24 | SectorAO1 used a new Domains https://cti.nshc.net/events/view/8678

2024-07-24 | SectorA05 used Script Malware variants https://cti.nshc.net/events/view/8686

2024-07-24 | SectorA05 used new Domains https://cti.nshc.net/events/view/8691

2024-07-24 | SectorA05 used PowerShell malwares https://cti.nshc.net/events/view/8842
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SectorA07 used Spear Phishing email disguised as

2024-07-24 https://cti.nshc.net/events/view/8831
a Request to verify project information
SectorA01 used the NPM Packages to distribute

2024-07-25 https://cti.nshc.net/events/view/8793
Malware

2024-07-25 | SectorA05 used a new Domains https://cti.nshc.net/events/view/8743

2024-07-26 | SectorAO1 used DLL Malware variants https://cti.nshc.net/events/view/8843
SectorA04 used the infrastructure for cyber-attack

2024-07-26 o https://cti.nshc.net/events/view/8689
activities

2024-07-26 | SectorA04 used an exploit to gain initial access https://cti.nshc.net/events/view/8694
SectorA04 targets sensitive military information

2024-07-26 https://cti.nshc.net/events/view/8733
and the intellectual property of defense

2024-07-26 | SectorA05 used DLL Malware variant https://cti.nshc.net/events/view/8692

2024-07-26 | SectorA05 used a new Domains https://cti.nshc.net/events/view/8734

2024-07-26 | SectorA05 used a new Domains https://cti.nshc.net/events/view/8753

2024-07-27 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/8844
SectorAO01 used Script Malware disguised as a

2024-07-29 https://cti.nshc.net/events/view/8845
Cryptocurrency project source code

2024-07-29 | SectorA05 used Malware variants https://cti.nshc.net/events/view/8841
SectorA05 used LNK Malware disguised as a

2024-07-29 https://cti.nshc.net/events/view/8884
Cryptocurrency exchanges documents

2024-07-30 | SectorA01 used Malware variant https://cti.nshc.net/events/view/8870

2024-07-31 | SectorA01 used DLL Malware variants https://cti.nshc.net/events/view/8795
SectorA01 used the NPM Packages to distribute

2024-07-31 https://cti.nshc.net/events/view/8785
Malware
SectorA01 used Script Malware disguised as a job

2024-07-31 https://cti.nshc.net/events/view/8788
interview

2024-07-31 | SectorAO5 used PowerShell Malware variant https://cti.nshc.net/events/view/8773

2024-07-31 | SectorAO5 used PowerShell Malware variant https://cti.nshc.net/events/view/8869
SectorA07 used LNK Malware disguised as Meeting

2024-07-31 https://cti.nshc.net/events/view/8770
Materials
SectorA01 used Malware disguised as a Free

2024-08-01 https://cti.nshc.net/events/view/8871
Conference Call Services software

2024-08-01 | SectorA05 used Malware variants https://cti.nshc.net/events/view/8796
SectorAO01 used Script Malware disguised as a

2024-08-04 https://cti.nshc.net/events/view/8883
3DWorld Tectera project source code
SectorA05 used Malware disguised as a Internet

2024-08-05 https://cti.nshc.net/events/view/9049
Explorer service update

2024-08-06 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/8931

2024-08-06 | SectorA04 used Malware variants https://cti.nshc.net/events/view/8929

2024-08-06 | SectorA05 used a new Domains https://cti.nshc.net/events/view/8812

2024-08-06 | SectorA05 used a new Domains https://cti.nshc.net/events/view/8817

2024-08-08 | SectorA01 used Malware variants https://cti.nshc.net/events/view/8930
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Chess player project source code

SectorAO5 wused phishing attacks targeting

2024-08-09 ) ) https://cti.nshc.net/events/view/8846
university
SectorAO1 used Script Malware disguised as a

2024-08-10 ) ) ) https://cti.nshc.net/events/view/8937
Mobilespace booking project source code

2024-08-13 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/8979

2024-08-13 | SectorA01 used Malware variants https://cti.nshc.net/events/view/9046
SectorAO5 used CHM Malware disguised as

2024-08-13 ) https://cti.nshc.net/events/view/8874
meeting agenda

2024-08-13 | SectorA06 used various Crypto Wallet https://cti.nshc.net/events/view/8909
SectorA01 used MacOS malware disguised as Free

2024-08-14 https://cti.nshc.net/events/view/8978
Conference Call Services app
SectorA02 exploited Windows Scripting Engine

2024-08-14 https://cti.nshc.net/events/view/8882
vulnerability
SectorA04 exploited an Antivirus software

2024-08-14 https://cti.nshc.net/events/view/8900
management server vulnerability

2024-08-14 | SectorA05 used a WebShell Domains https://cti.nshc.net/events/view/8904

2024-08-15 | SectorA01 used Nukesped Malware variants https://cti.nshc.net/events/view/8976
SectorAO5 used Script Malware disguised as a

2024-08-16 https://cti.nshc.net/events/view/8899
Animation document
SectorA0O5 used Malware disguised as Software

2024-08-16 https://cti.nshc.net/events/view/8902
update files
SectorA06 used MacOS malware disguised as

2024-08-16 https://cti.nshc.net/events/view/8949
Bitcoin Price Information
SectorAO01 used Script Malware disguised as a

2024-08-17 https://cti.nshc.net/events/view/8980
Metaverse project source code

2024-08-18 | SectorA01 used Nukesped Malware variants https://cti.nshc.net/events/view/8977

2024-08-18 | SectorA04 used TigerRAT Malware variants https://cti.nshc.net/events/view/8974

2024-08-18 | SectorA05 used LightShell Malware variants https://cti.nshc.net/events/view/8975
SectorA0O1 wused MSI Malware disguised as

2024-08-19 https://cti.nshc.net/events/view/8936
Conference Call Services software

2024-08-19 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9047

2024-08-20 | SectorA01 used Malware variants https://cti.nshc.net/events/view/9045
SectorA05 used LNK Malware disguised as a plan

2024-08-21 https://cti.nshc.net/events/view/8981
for a private policy meeting
SectorA05 distributed a variant of the open-source

2024-08-21 https://cti.nshc.net/events/view/8948
RAT Malware

2024-08-22 | SectorA05 used PowerShell malwares https://cti.nshc.net/events/view/9042

2024-08-22 | SectorA06 used a new Domains https://cti.nshc.net/events/view/8952

2024-08-22 | SectorA06 used a new Domains https://cti.nshc.net/events/view/8969

2024-08-22 | SectorA07 used Malware variants https://cti.nshc.net/events/view/8950

2024-08-23 | SectorA01 used Nukesped Malware variants https://cti.nshc.net/events/view/9041
SectorAO01 used Script Malware disguised as a

2024-08-23 https://cti.nshc.net/events/view/9043
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SectorAO1 used Script Malware disguised as a

2024-08-25 ) ) https://cti.nshc.net/events/view/9000
Casino game project source code
SectorA03 exploits Google Chromium

2024-08-26 https://cti.nshc.net/events/view/8987
vulnerabilities to distribute malware
SectorAO5 used LNK Malware disguised as a

2024-08-26 . o https://cti.nshc.net/events/view/8993
construction company invoice

2024-08-26 | SectorA05 used a new Domains https://cti.nshc.net/events/view/10205

2024-08-27 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/9050
SectorAO01 used Script Malware disguised as a

2024-08-27 https://cti.nshc.net/events/view/9051
Moonverse project source code
SectorA03 used MHTML malware that exploited

2024-08-28 https://cti.nshc.net/events/view/9008
vulnerabilities in Kingsoft WPS Office
SectorA05 used Spear Phishing email disguised as

2024-08-28 | a Request a lecture on Understanding Northeast https://cti.nshc.net/events/view/9004
Asia and North Korea for Peaceful Reunification
SectorAO5 used Phishing webpage disguised as

2024-08-28 https://cti.nshc.net/events/view/9016
Naver login webpage
SectorA07 used Phishing webpage disguised as

2024-08-28 https://cti.nshc.net/events/view/9015
Naver login webpage
SectorA01 used Script Malware disguised as a Real

2024-08-29 https://cti.nshc.net/events/view/9353
Estate project source code
SectorA01 exploited Google Chromium

2024-08-30 https://cti.nshc.net/events/view/9036
vulnerability
SectorA05 used Malware disguised as a Speaking

2024-08-30 https://cti.nshc.net/events/view/9038
engagement requests
SectorA05 used Malware disguised as a Speaking

2024-08-30 https://cti.nshc.net/events/view/9034
engagement request form
SectorA01 used the NPM Packages to distribute

2024-09-01 https://cti.nshc.net/events/view/9040
Malware

2024-09-01 | SectorA07 used LNK malware variants https://cti.nshc.net/events/view/9059

2024-09-02 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/9352
SectorA01 used Malware disguised as a Node.js-

2024-09-04 https://cti.nshc.net/events/view/9099
based web game project
SectorA01 used Script Malware disguised as a

2024-09-04 https://cti.nshc.net/events/view/9349
Metaverse project source code
SectorA05 used Malware disguised as a Speaking

2024-09-04 https://cti.nshc.net/events/view/9106
engagement requests

2024-09-04 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9380
SectorA01 used Script Malware disguised as a

2024-09-05 https://cti.nshc.net/events/view/9351
ReferralReact]S source code

2024-09-05 | SectorA05 used MSC Malware variants https://cti.nshc.net/events/view/9140

2024-09-05 | SectorA07 used LNK Malware variants https://cti.nshc.net/events/view/9124
SectorAO01 used Script Malware disguised as a

2024-09-06 https://cti.nshc.net/events/view/9355

Metaverse project source code

NSHC©2025 All rights reserved.




Cyber Threat Intelligence Report

2024-09-06 | SectorAO1 used Python Malware variants https://cti.nshc.net/events/view/9356
SectorAO5 used Word Malware disguised as a

2024-09-06 ) https://cti.nshc.net/events/view/9381
Request for advice
SectorAO5 used Phishing webpage disguised as

2024-09-06 ) https://cti.nshc.net/events/view/9348
Naver login webpage
SectorA01 used Malware disguised as a Putty

2024-09-08 - https://cti.nshc.net/events/view/9180
utility

2024-09-08 | SectorA01 used Malware variant https://cti.nshc.net/events/view/9358

2024-09-08 | SectorA01 used Malware variants https://cti.nshc.net/events/view/9379

2024-09-08 | SectorA04 used Malware variants https://cti.nshc.net/events/view/9357
SectorA01 used Malware disguised as Software

2024-09-09 https://cti.nshc.net/events/view/9450
Update

2024-09-09 | SectorA01 used macOS Malware variants https://cti.nshc.net/events/view/9451
SectorAO01 used Script Malware disguised as a

2024-09-09 https://cti.nshc.net/events/view/9489
Decentralized Finance project source code

2024-09-09 | SectorA01 used Malware variant https://cti.nshc.net/events/view/9490

2024-09-09 | SectorA04 used Remote Administration Tool https://cti.nshc.net/events/view/9452

2024-09-09 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9178

2024-09-09 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9491

2024-09-09 | SectorA05 used VBS Malware variant https://cti.nshc.net/events/view/9492
SectorA06 used MacOS malware disguised as

2024-09-09 https://cti.nshc.net/events/view/9449
Discord apps

2024-09-10 | SectorA01 used Malware variants https://cti.nshc.net/events/view/9196

2024-09-10 | SectorAO1 used Malware variants https://cti.nshc.net/events/view/9197

2024-09-10 | SectorA03 used Malware variants https://cti.nshc.net/events/view/9219
SectorA05 used Phishing webpage disguised as a

2024-09-10 https://cti.nshc.net/events/view/9388
Universities webpages

2024-09-11 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/9290

2024-09-11 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/9291

2024-09-12 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9234
SectorA05 used MSC Malware disguised as an

2024-09-12 https://cti.nshc.net/events/view/9292
advisory document

2024-09-13 | SectorA01 used Malware variants https://cti.nshc.net/events/view/9243

2024-09-13 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9493
SectorA01 used Script Malware disguised as a

2024-09-15 https://cti.nshc.net/events/view/9637
Faucet project source code
SectorA06 used MacOS Malware disguised as pre-

2024-09-16 https://cti.nshc.net/events/view/9386
employment test

2024-09-17 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/9474
SectorA01 used Malware disguised as Fake

2024-09-18 https://cti.nshc.net/events/view/9390
recruiter coding test
SectorA0O1 wused MSI Malware disguised as

2024-09-18 https://cti.nshc.net/events/view/9473

conference call service software
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2024-09-18 | SectorAO1 used Python Malware variants https://cti.nshc.net/events/view/9715
SectorA04 used a modified version of SumatraPDF
2024-09-18 https://cti.nshc.net/events/view/9391
to execute malicious PDF
SectorAO01 used MacOS malware disguised as a
2024-09-19 https://cti.nshc.net/events/view/9495
OSX-PDF-Viewer
SectorAO1 distributed Stealer Malware via a
2024-09-19 ) o ) https://cti.nshc.net/events/view/9448
GitHub phishing site
2024-09-19 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9314
SectorA05 used Malware disguised as a Speaking
2024-09-19 https://cti.nshc.net/events/view/9931
engagement requests
2024-09-20 | SectorA01 used Malware variant https://cti.nshc.net/events/view/9494
2024-09-20 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/9496
2024-09-20 | SectorA07 used PowerShell malware variants https://cti.nshc.net/events/view/9354
2024-09-21 | SectorA01 used Script Malware variants https://cti.nshc.net/events/view/9623
2024-09-21 | SectorA02 used Malware variants https://cti.nshc.net/events/view/9376
2024-09-21 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9378
2024-09-23 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/9622
2024-09-23 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9438
2024-09-23 | SectorA05 used Script Malware variant https://cti.nshc.net/events/view/9497
2024-09-23 | SectorA05 used PowerShell Malware variants https://cti.nshc.net/events/view/9508
2024-09-23 | SectorA05 used PowerShell Malware variants https://cti.nshc.net/events/view/9624
SectorA01 used fake IT worker identities to secure
2024-09-24 b https://cti.nshc.net/events/view/9571
ajo
2024-09-24 | SectorAO5 used Malware variants https://cti.nshc.net/events/view/9468
2024-09-25 | SectorA05 used XML Malware disguised as Essay https://cti.nshc.net/events/view/9540
2024-09-26 | SectorAO1 used Malware variants https://cti.nshc.net/events/view/9525
2024-09-26 | SectorAO01 used Malware variants https://cti.nshc.net/events/view/9657
2024-09-26 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9527
2024-09-26 | SectorA05 used keylogger Malware variants https://cti.nshc.net/events/view/9566
SectorA05 used MSC Malware disguised as a Zoom
2024-09-26 https://cti.nshc.net/events/view/9655
Meeting app
SectorA05 used LNK Malware disguised as a
2024-09-26 https://cti.nshc.net/events/view/9619
subsidy application inquiry form
2024-09-28 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/9656
2024-09-28 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9577
2024-09-30 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/9629
2024-09-30 | SectorA05 used new Domains https://cti.nshc.net/events/view/9667
2024-10-01 | SectorA0Q5 used Script malwares https://cti.nshc.net/events/view/9877
2024-10-02 | SectorA01 used Malware variants https://cti.nshc.net/events/view/9647
SectorA01 used Malware in financially motivated
2024-10-02 https://cti.nshc.net/events/view/9666
attacks
SectorA02 used LNK Malware disguised as an NGO
2024-10-03 https://cti.nshc.net/events/view/9714

income Report
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2024-10-03 | SectorA05 used PowerShell malwares https://cti.nshc.net/events/view/9875

2024-10-04 | SectorA05 used a new Domains https://cti.nshc.net/events/view/9713

2024-10-07 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/9724

2024-10-08 | SectorA01 used Script Malware variants https://cti.nshc.net/events/view/9763

2024-10-08 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/9873
SectorA05 used MSC Malware disguised as a Zoom

2024-10-08 ) https://cti.nshc.net/events/view/9840
Meeting app

SectorAO7 used LNK Malware disguised as a i )
2024-10-08 https://cti.nshc.net/events/view/9781
Request to verify project information

2024-10-09 | SectorAO05 used Malware variants https://cti.nshc.net/events/view/9728

SectorAO5 used MSC Malware disguised as a ) )
2024-10-09 https://cti.nshc.net/events/view/9872
Interview questionnaires

2024-10-10 | SectorA05 used a new Domains https://cti.nshc.net/events/view/9753

SectorAO5 used Phishing email disguised as a
2024-10-10 | Interim income tax payments for corporations https://cti.nshc.net/events/view/9760

ending in December

2024-10-11 | SectorA01 used Malware variants https://cti.nshc.net/events/view/9777

2024-10-11 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/9834
SectorA01 used Script Malware disguised as a

2024-10-11 https://cti.nshc.net/events/view/9874
CryptoView project source code

2024-10-11 | SectorA06 used Malware variants https://cti.nshc.net/events/view/9769

SectorA07 used LNK malware disguised as a
2024-10-11 https://cti.nshc.net/events/view/9820
COVID-19 case status document

2024-10-12 | SectorAO5 used Malware variants https://cti.nshc.net/events/view/9790

SectorAO01 used Script Malware disguised as a
2024-10-13 https://cti.nshc.net/events/view/9835
BrangeDeFi project source code

SectorA01 used Malware to target linux payment

2024-10-13 https://cti.nshc.net/events/view/9863
switches for ATM attacks

2024-10-13 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9807

2024-10-13 | SectorA06 used Malware variants https://cti.nshc.net/events/view/9803

2024-10-14 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10204

2024-10-14 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9815

SectorAO05 used LNK Malware Disguised as a
2024-10-14 https://cti.nshc.net/events/view/9823
Travel Recommendation Essay

SectorAO5 used LNK Malware Disguised as a

2024-10-14 https://cti.nshc.net/events/view/9832
Crypto Trading Guide

2024-10-14 | SectorA05 used PowerShell Malware variants https://cti.nshc.net/events/view/9871

2024-10-14 | SectorA06 used Malware variants https://cti.nshc.net/events/view/9812

2024-10-15 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10241

2024-10-15 | SectorA06 used Malware variants https://cti.nshc.net/events/view/9829
SectorA02 exploited Windows Scripting Engine

2024-10-16 https://cti.nshc.net/events/view/9926
vulnerability

2024-10-16 | SectorA06 used Malware variants https://cti.nshc.net/events/view/9851
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2024-10-16 | SectorA07 used a new Domains https://cti.nshc.net/events/view/9898
SectorA01 used Malicious NPM Package Disguised
2024-10-17 ) https://cti.nshc.net/events/view/10031
as NFT Marketplace Project
2024-10-17 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10158
2024-10-17 | SectorA05 used a new Domains https://cti.nshc.net/events/view/9967
2024-10-17 | SectorA06 used Malware variants https://cti.nshc.net/events/view/9880
2024-10-18 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9913
2024-10-18 | SectorA06 used Malware variants https://cti.nshc.net/events/view/9915
2024-10-18 | SectorAQ07 used JSE Malware disguised as Explorer https://cti.nshc.net/events/view/10034
SectorAO01 used Script Malware disguised as a
2024-10-19 https://cti.nshc.net/events/view/10186
Blockchain wallet integration project source code
SectorAO01 used Script Malware disguised as a
2024-10-19 https://cti.nshc.net/events/view/10242
World map app source code
2024-10-19 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9938
2024-10-19 | SectorA06 used Malware variants https://cti.nshc.net/events/view/9936
2024-10-20 | SectorA01 used Malware variant https://cti.nshc.net/events/view/10243
2024-10-20 | SectorA06 used Malware variants https://cti.nshc.net/events/view/9959
2024-10-21 | SectorA05 used Malware variants https://cti.nshc.net/events/view/9986
2024-10-21 | SectorA06 used Malware variants https://cti.nshc.net/events/view/9976
2024-10-22 | SectorA01 used Script Malware variants https://cti.nshc.net/events/view/10210
2024-10-22 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10717
2024-10-22 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10003
2024-10-23 | SectorA01 used Malware variants https://cti.nshc.net/events/view/10016
SectorAO01 used Malware disguised as software
2024-10-23 https://cti.nshc.net/events/view/10073
associated with job postings
SectorA01 used Malware disguised as a Tank
2024-10-23 https://cti.nshc.net/events/view/10135
game
SectorA02 exploited Windows Scripting Engine
2024-10-23 https://cti.nshc.net/events/view/10296
Vulnerability
2024-10-23 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10014
2024-10-24 | SectorA01 used malicious NPM packages https://cti.nshc.net/events/view/10128
2024-10-24 | SectorA01 used macOS Malware variants https://cti.nshc.net/events/view/10720
2024-10-24 | SectorA05 used LNK Malware variants https://cti.nshc.net/events/view/10057
2024-10-24 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10045
2024-10-25 | SectorA05 used Script Malware variant https://cti.nshc.net/events/view/10718
2024-10-25 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10061
2024-10-26 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10084
SectorA01 used Script Malware disguised as a
2024-10-27 https://cti.nshc.net/events/view/10719
Decentralized Application project source code
2024-10-27 | SectorA05 used Malware variants https://cti.nshc.net/events/view/10106
2024-10-27 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10103
2024-10-28 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10113
2024-10-28 | SectorA07 used LNK malware variants https://cti.nshc.net/events/view/10721
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SectorA05 used Spoofed Domains for Naver and

2024-10-29 https://cti.nshc.net/events/view/10290
Apple Phishing Campaigns

2024-10-29 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10148

2024-10-30 | SectorA01 used Malware variants https://cti.nshc.net/events/view/10178

2024-10-30 | SectorA04 used Play Ransomware https://cti.nshc.net/events/view/10187

2024-10-30 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10165

2024-10-31 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10332

2024-10-31 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10194

2024-11-01 | SectorA01 used Malware variants https://cti.nshc.net/events/view/10225

2024-11-01 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10723

2024-11-01 | SectorA05 used Malware variants https://cti.nshc.net/events/view/10226

2024-11-01 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10223

2024-11-02 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10247

2024-11-03 | SectorA05 used Malware variants https://cti.nshc.net/events/view/10262

2024-11-03 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10265
SectorA01 used Fake Identities to Secure Remote

2024-11-04 Job https://cti.nshc.net/events/view/10292
obs
SectorA01 used Script Malware disguised as a BTC

2024-11-04 https://cti.nshc.net/events/view/10333
transfer app project source code

2024-11-04 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10516

2024-11-04 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10722
SectorA02 used LNK Malware disguised as

2024-11-04 https://cti.nshc.net/events/view/10289
Security Column

2024-11-04 | SectorAO5 used Malware variants https://cti.nshc.net/events/view/10279
SectorAO05 used Word Malware disguised as a

2024-11-04 https://cti.nshc.net/events/view/10724
Cloud security guide

2024-11-04 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10275

2024-11-05 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10728

2024-11-05 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10287

2024-11-07 | SectorA05 used MSC Malware variants https://cti.nshc.net/events/view/10732

2024-11-07 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10323

2024-11-07 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10324
SectorA06 used Malware Disguised as Fake Crypto

2024-11-07 https://cti.nshc.net/events/view/10375
News to Target macOS Users

2024-11-07 | SectorA07 used LNK malware variants https://cti.nshc.net/events/view/10727
SectorA01 used Script Malware disguised as a

2024-11-08 https://cti.nshc.net/events/view/10729
WePark-Network project source code

2024-11-08 | SectorA04 used Malware variants https://cti.nshc.net/events/view/10354

2024-11-08 | SectorA05 used Malware variants https://cti.nshc.net/events/view/10365

2024-11-09 | SectorA04 used Malware variants https://cti.nshc.net/events/view/10398
SectorAO01 used Script Malware disguised as a

2024-11-10 https://cti.nshc.net/events/view/10514
Software project source code

2024-11-10 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10418
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SectorA01 used Malware disguised as a 3CX

2024-11-11 https://cti.nshc.net/events/view/10733
DesktopApp

2024-11-11 | SectorA02 used Malware variants https://cti.nshc.net/events/view/10440

2024-11-11 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10435
SectorA01 used Flutter Framework to Obfuscate

2024-11-12 ) o https://cti.nshc.net/events/view/10502
Malware in macOS Applications

2024-11-12 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10458
SectorAO1 used Extended Attributes to Conceal

2024-11-13 https://cti.nshc.net/events/view/10605
Malicious Components
SectorA03 Used Malware Disguised as a Chinese

2024-11-13 https://cti.nshc.net/events/view/10592
Embassy Invitation

2024-11-13 | SectorA05 used Script Malware variant https://cti.nshc.net/events/view/10953

2024-11-13 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10470

2024-11-13 | SectorA06 used a new Domains https://cti.nshc.net/events/view/10503
SectorA01 Used GitHub to Deliver Malware in

2024-11-14 https://cti.nshc.net/events/view/10611
Targeted Developer Attacks

2024-11-14 | SectorA01 used Script Malware variants https://cti.nshc.net/events/view/10734
SectorA01 Exploited Fake North Korean IT

2024-11-14 https://cti.nshc.net/events/view/10595
Workers to Conduct Phishing Campaigns
SectorA02 used LNK malware disguised as a

2024-11-14 | China's North Korea policy changes after North https://cti.nshc.net/events/view/10511
Korea meeting report

2024-11-14 | SectorA04 used Malware variants https://cti.nshc.net/events/view/10499

2024-11-14 | SectorAO5 used Malware variants https://cti.nshc.net/events/view/10486

2024-11-14 | SectorA05 exploited GitHub Repository service https://cti.nshc.net/events/view/10574

2024-11-14 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10488

2024-11-15 | SectorA01 used macOS Malware variants https://cti.nshc.net/events/view/10906
SectorAO01 used Script Malware disguised as a

2024-11-15 https://cti.nshc.net/events/view/10952
WePark-Network project source code

2024-11-15 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10533

2024-11-17 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10584

2024-11-18 | SectorA04 used Malware variants https://cti.nshc.net/events/view/10905
SectorA05 used MSC Malware disguised as

2024-11-18 https://cti.nshc.net/events/view/10967
Response from the Department of Defense

2024-11-19 | SectorA01 used Malware variant https://cti.nshc.net/events/view/10637
SectorA01 used MacOS malware disguised as Free

2024-11-20 https://cti.nshc.net/events/view/10966
Conference Call Services app

2024-11-20 | SectorA02 used Malware variants https://cti.nshc.net/events/view/10629
SectorA02 used Phishing email disguised as a

2024-11-20 https://cti.nshc.net/events/view/10638
Electronic Notification Service

2024-11-20 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10623

2024-11-20 | SectorA06 used Script malware variants https://cti.nshc.net/events/view/10965
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SectorAO1 Used Social Engineering Tactics to

2024-11-21 https://cti.nshc.net/events/view/10709
Deploy LCPDot Malware
2024-11-21 | SectorA05 used Malware variants https://cti.nshc.net/events/view/10658
SectorA05 used Spear Phishing Email disguised as
2024-11-21 https://cti.nshc.net/events/view/13134
Martial Law Doc
2024-11-21 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10648
2024-11-22 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10690
2024-11-23 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10813
2024-11-23 | SectorA01 used Python Malware variants https://cti.nshc.net/events/view/10814
2024-11-23 sectarfi Used Script Halware disguised as 2 https://cti.nshc.net/events/view/10816
Payment project source code
2024-11-23 | SectorA01 used Malware variant https://cti.nshc.net/events/view/10963
2024-11-23 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10739
2024-11-24 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10760
2024-11-25 | SectorA05 used LNK Malware variants https://cti.nshc.net/events/view/11112
2024-11-25 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11115
2024-11-25 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10776
SectorA0O3 used cloud storage and file
2024-11-26 https://cti.nshc.net/events/view/10819
manipulation techniques
2024-11-26 | SectorA05 used Malware variants https://cti.nshc.net/events/view/10809
2024-11-26 | SectorA06 used Malware variants https://cti.nshc.net/events/view/10803
2024-11-27 | SectorA05 used Malware variants https://cti.nshc.net/events/view/10831
2024-11-28 | SectorA05 used LNK Malware variants https://cti.nshc.net/events/view/11111
2024-11-30 | SectorA01 used Malware variant https://cti.nshc.net/events/view/10991
2024-11-30 | SectorA04 used Malware variants https://cti.nshc.net/events/view/10989
2024-11-30 | SectorAO5 used Malware variants https://cti.nshc.net/events/view/10894
SectorAO01 used Script Malware disguised as a
2024-12-01 https://cti.nshc.net/events/view/10987
project source code
2024-12-01 | SectorA04 used Malware variants https://cti.nshc.net/events/view/10917
2024-12-02 | SectorA05 used Malware variants https://cti.nshc.net/events/view/10948
2024-12-02 | SectorAO5 used a new Domains https://cti.nshc.net/events/view/10980
2024-12-02 | SectorA05 used PowerShell Malware variants https://cti.nshc.net/events/view/11348
2024-12-02 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11349
2024-12-03 | SectorA05 used Word Malware variants https://cti.nshc.net/events/view/11341
2024-12-04 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11004
2024-12-04 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11009
2024-12-05 | SectorA01 used Malware variant https://cti.nshc.net/events/view/11339
2024-12-05 | SectorA01 used Malware variant https://cti.nshc.net/events/view/11346
2024-12-05 | SectorA01 used Malware variant https://cti.nshc.net/events/view/11350
2024-12-05 | SectorA03 used Malware variants https://cti.nshc.net/events/view/11019
2024-12-06 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11056
2024-12-07 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11065
2024-12-07 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11067
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2024-12-07 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11073

2024-12-08 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11085
SectorA01 used Script Malware disguised as a NFL

2024-12-08 ) ] https://cti.nshc.net/events/view/11117
Game Information project source code

2024-12-08 | SectorAO1 used Python Malware variants https://cti.nshc.net/events/view/11338

2024-12-08 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11079

2024-12-09 | SectorA02 used Malware variants https://cti.nshc.net/events/view/11097
SectorA02 used LNK Malware disguised as a

2024-12-09 https://cti.nshc.net/events/view/11214
Course resources

2024-12-09 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11096

2024-12-09 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11102

2024-12-11 | SectorAO1 used Python Malware variants https://cti.nshc.net/events/view/11301

2024-12-11 | SectorAO1 used Python Malware variants https://cti.nshc.net/events/view/11314

2024-12-11 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11315

2024-12-11 | SectorAQ5 used Malware variants https://cti.nshc.net/events/view/11142

2024-12-12 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11312

2024-12-12 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11316

2024-12-12 | SectorA02 used Malware variant https://cti.nshc.net/events/view/11300

2024-12-13 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11201

2024-12-13 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11204

2024-12-13 | SectorA02 used Malware variants https://cti.nshc.net/events/view/11199

2024-12-13 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11184

2024-12-14 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11234
SectorAO01 used Script Malware disguised as a

2024-12-14 https://cti.nshc.net/events/view/11305
Hoody Gang project source code
SectorA05 used MSC Malware disguised as a Zoom

2024-12-14 https://cti.nshc.net/events/view/11299
Meeting app

2024-12-15 | SectorA05 used PowerShell malwares https://cti.nshc.net/events/view/11313

2024-12-17 | SectorA01 used Malware variants https://cti.nshc.net/events/view/11686
SectorA05 used Phishing webpage disguised as

2024-12-17 https://cti.nshc.net/events/view/11307
Naver login webpage

2024-12-18 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11328

2024-12-19 | SectorA01 used macOS Malware variants https://cti.nshc.net/events/view/11685

2024-12-19 | SectorA01 used Script Malware variants https://cti.nshc.net/events/view/11689

2024-12-19 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11399
SectorA07 used CHM malware disguised as a

2024-12-20 https://cti.nshc.net/events/view/11401
financial transaction confirmation
SectorA07 used LNK malware disguised as a Cover

2024-12-20 https://cti.nshc.net/events/view/11692
letter

2024-12-21 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11419
SectorA04 used SmallTiger Malware to Target

2024-12-23 https://cti.nshc.net/events/view/11481
Centralized Solutions

2024-12-23 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11465
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2024-12-23 | SectorAQ07 used LNK Malware variants https://cti.nshc.net/events/view/11497
SectorA01 Used Malware for Data Theft and )

2024-12-25 ) https://cti.nshc.net/events/view/11619
Cryptocurrency Wallet Key Extraction

2024-12-25 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11508
SectorAQ1 used Malware disguised as Messenger ) )

2024-12-26 https://cti.nshc.net/events/view/11624
installer
SectorAO1 used JavaScript malware disguised as ) )

2024-12-27 https://cti.nshc.net/events/view/11627
a Betting Site multichain project source code

2024-12-28 | SectorAO1 used Python Malware variants https://cti.nshc.net/events/view/11630

2024-12-29 | SectorAO1 used Python Malware variants https://cti.nshc.net/events/view/11626
SectorAO1 used JavaScript malware disguised as ) )

2024-12-30 https://cti.nshc.net/events/view/11628
a Euron presale source code

2024-12-30 | SectorA05 used Malware variants https://cti.nshc.net/events/view/11605
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NSHC.

LEGAL DISCLAIMER

NSHC (NSHC Pte. Ltd.) takes no responsibility for any incorrect
information supplied to us by manufacturers or users. Quantitative market
information is based primarily on interviews and therefore is subject to
fluctuations. NSHC Research services are limited publications containing
valuable market information provided to a selected group of customers.
Our customers acknowledge, when ordering or downloading our

publications

NSHC Research Services are for customers’ internal use and not for
general publication or disclosure to third parties. No part of this Research
Service may be given, lent, resold, or disclosed to noncustomers without
written permission. Furthermore, no part may be reproduced, stored in a
retrieval system, or transmitted in any form or by any means, electronic,
mechanical, photocopying, recording or otherwise, without the permission

of the publisher.

For information regarding permission, contact us. service@nshc.net

This document contains information that is the intellectual property of
NSHC Inc. and Red Alert team only. This document is received in

confidence and its contents cannot be disclosed or copied without the
prior written consent of NSHC. Nothing in this document constitutes a

guaranty, warranty, or license, expressed or implied.

NSHC disclaims all liability for all such guaranties, warranties, and
licenses, including but not limited to: Fitness for a particular purpose;
merchantability; non-infringement of intellectual property or other rights
of any third party or of NSHC.
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